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Who am I ?



Question: What is the goal of the talk ?

Answer: Demystify the Virtual Machine of VMP. Get a starting point for own research.

Question: Can I crack VMProtect protected real world samples after the talk ?

Answer: Most likely, NO. Depends on the time you have and the VMP settings used. 

Question: Will I be able to understand how the Virtual Machine work after the talk ?

Answer: Yes, I hope so. 

Question: Why should I spend time on VMProtect ?

Answer: VMProtect 3.5 Source code leaked and VMProtect 3.8 binary, too.  Latest version
on 27th June is 3.8.8

?

Disclaimer



Inside VMProtect (Samuel Chevet)
https://webtv.univ-lille.fr/video/7566/inside-vmprotect (2015)

VMProtect 2 - Detailed Analysis of the Virtual Machine Architecture
https://blog.back.engineering/17/05/2021/ (2021)
https://blog.back.engineering/21/06/2021/

VMProtect 3.5: Virtualization-Based Software Obfuscation
https://www.mitchellzakocs.com/blog/vmprotect3 (2021)

VMProtect 3.x Devirtualization
https://github.com/JonathanSalwan/VMProtect-devirtualization (~2022)

Other research on VMProtect

https://webtv.univ-lille.fr/video/7566/inside-vmprotect
https://blog.back.engineering/17/05/2021/
https://blog.back.engineering/21/06/2021/
https://www.mitchellzakocs.com/blog/vmprotect3
https://github.com/JonathanSalwan/VMProtect-devirtualization


How To Unpack VMProtect Malware
 (Paid - VMProtect 3 ς Targets only misconfigured VMP protected malware)
https://www.patreon.com/posts/how-to-unpack-1-61634765

!ƭƭ¢ƘƛƴƎǎL5!Ωǎ Poor man's guide to de-obfuscating ±atǊƻǘŜŎǘΩǎ 32bit import 
obfuscation  (2023)
https://www.youtube.com/watch?v=ZhQUbjFbsTw 
https://www.youtube.com/watch?v=uxOVbG-azIA 
https://www.youtube.com/watch?v=GvWSa6HTlNY 

Analyzing Mutation-Coded - VM Protect and Alcatraz (2024)
https://keowu.re/posts/Analyzing-Mutation-Coded-VM-Protect-and-Alcatraz-English/

Other research on VMProtect

https://www.patreon.com/posts/how-to-unpack-1-61634765
https://www.youtube.com/watch?v=ZhQUbjFbsTw
https://www.youtube.com/watch?v=uxOVbG-azIA
https://www.youtube.com/watch?v=GvWSa6HTlNY
https://keowu.re/posts/Analyzing-Mutation-Coded-VM-Protect-and-Alcatraz-English/


Intro



VMProtect
VPN to Singapore



VMProtect
Looks like they are also effected by the recent geo political issues ς No Love for the West anymore

https://vmpsoft.com/

https://vmpsoft.com/


Pricelist



How does it work ?



Order

Original Intel code Complex Instruction Set Computing (CISC) 
instruction will be translated to multiple virtualized instructions

VMProtect VM uses Reduced Instruction Set Computing (RISC)

e.g. inc eax v_add(v_reg, 1)

e.g. dec eax v_add(v_reg, -1)

e.g. lea ecx, [esp + ebx* 8 + 23] Χ ƳǳƭǘƛǇƭŜ wL{/ ƛƴǎǘǊǳŎǘƛƻƴǎ

VMProtect 3.8 GUI ς Compilation Type
Translation of CISC code to a RISC Virtual Machine



Very very simplified architecture
More or less a chain of VMHandlers

VMHandler 1 VMHandler 2 VMHandler 3

Main Switch

VMHandler 4

1.

2. 3.

4.

5. 6.



VMHandlerTable

Fetch

Execute

Decode

Very simplified VM Architecture ς Stack Machine

VMHandler e.g. v_add()

.ǳǘ ŀ ōƛǘ ƳƻǊŜ ǘŜŎƘƴƛŎŀƭΧ



Virtual Machine Protection



None, 1% , 10%, 20%, 100% 

VMProtect 3.8 GUI ς Complexity and Instances

Default = 10



Demo or  
unregistered 
version

VMP 3.5

Licensed vs.
Unlicensed 
Versions

Licensed version
with random register
assignment



Main-Function after protection



Anti-Disasm not fixed Anti-Disasm fixed

Code trace

call/jmp to VMP Section

Main-Function after protection



".vmp0"

Χ ōǳǘ ǘƘƛƴƎǎ Ŏŀƴ ōŜ ŘƛŦŦŜǊŜƴǘΣ ŘŜǇŜƴŘƛƴƎ ƻƴ ǘƘŜ ±at ǎŜǘǘƛƴƎǎΗ

Detect it easy !



Output file over 100 000% larger than input

Fully protected sample



Multiple random sections



Fully protected and packed sample

Latest
DIE version



Not packed 
No Anti-Dbg

Fully protected
But not packed
sample 



How can we simplify the 
complexity ?



Sample code for testing 



/ƻƴǘǊƻƭ Cƭƻǿ DǊŀǇƘǎ ǘƻ ǘƘŜ ǊŜǎŎǳŜ ΧΦ

Code trace

Python Script
builds CFG as
PDF



Code trace split into basic blocks
and than use Graphviz to build a Code 

Flow Graph (CFG) CFG in PDF Format



asm2_multiple_instr.vmp-c100-i1-20240610-143435.log

Central switch

Initialization and central VM logic 
(next slide)

Unprotected Code

Execution
order



asm2_multiple_instr.vmp-c100-i1-20240610-143435.log

Central VM logic
This is harder to identify in 
graphs of complex samples  

Basic Block execution 
order index



asm2_multiple_instr.vmp-c1-i1-20240610-142851.logasm2_single_instr-c1-i1.vmp-20240610-143947.log

No surprise. More instructions lead
to more basic blocks below the central switch



asm2_single_instr-c100-i1.vmp-20240610-144215.log

Most simple CFG !

Main switch

VMProtectBegin
Trace BB index: 80 

VMProtecEnd
Trace BB index: 186 

Higher complexity setting makes the graph simpler !



Main switch

asm2_multiple_instr.vmp-c100-i1-20240610-143435.log

15 JMPs



asm2_multiple_instr.vmp-c1-i1-20240610-142851.log

Left site

51 JMPs



asm2_multiple_instr.vmp-c1-i1-20240610-142851.log

Right site

51 JMPs


