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Who am | ?

Technical leader Security Researcher at Cisco Talo

Dynamic Data Resolver Instrumentation Plugin

Malware Analysis, Threat hunting, Tool
development and lately Big Data/Machine Learning
Won the IDA plugin contest 2020 with the
O Germany

Holger Unterbrink
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Disclaimer

Question:What is the goal of the talk ?
Answer:Demystify the Virtual Machine of VMP. Get a starting point for own research

Question:Can | crack VMProtect protected real world samples after the talk ?

Answer: Most likely, NO. Depends on the time you have and the VMP settings used.
Question:Will | be able to understand how the Virtual Machine work after the talk ?
Answer: Yes, | hope so.

Question:Why should | spend time on VMProtect ?

Answer: VMProtect 3.5 Source code leaked and VMProtect 3.8 binaryl.-&best version
on 27" June is 3.8.8
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Other research on VMProtect

Inside VMProtect Eamuel Chevet)
https://webtv.univ-lille.fr/video/7566/insidevmprotect(2015)

VMProtect 2- Detailed Analysis of the Virtual Machine Architecture
https://blog.back.engineering/17/05/2021(2021)
https://blog.back.engineering/21/06/2021/

VMProtect 3.5: VirtualizatiolBased Software Obfuscation
https://www.mitchellzakocs.com/blog/vmprotect®021)

VMProtect 3.x Devirtualization
https://github.com/JonathanSalwan/VMProtectevirtualization(~2022)
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https://webtv.univ-lille.fr/video/7566/inside-vmprotect
https://blog.back.engineering/17/05/2021/
https://blog.back.engineering/21/06/2021/
https://www.mitchellzakocs.com/blog/vmprotect3
https://github.com/JonathanSalwan/VMProtect-devirtualization

Other research on VMProtect

How To Unpack VMProtect Malware
(Paid- VMProtect 3¢ Targets only misconfigured VMP protected malware)
https.//www.patreon.com/posts/howto-unpackl-61634 765

| £ £ ¢ KA Pabramams! gide to debfuscating: a t N2 (BShDiingdi
obfuscation (2023)

https://www.youtube.com/watch?v=ZhQUbjFbsTw
https://www.youtube.com/watch?v=uxOVb&azIA
https.//www.youtube.com/watch?v=GvWSa6HTINY

Analyzing MutatiorCoded- VM Protect and Alcatraz (2024)
https.//keowu.re/posts/AnalyzingMutation-CodedVM-Protectand-AlcatrazEnglish/
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https://www.patreon.com/posts/how-to-unpack-1-61634765
https://www.youtube.com/watch?v=ZhQUbjFbsTw
https://www.youtube.com/watch?v=uxOVbG-azIA
https://www.youtube.com/watch?v=GvWSa6HTlNY
https://keowu.re/posts/Analyzing-Mutation-Coded-VM-Protect-and-Alcatraz-English/
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VMProtect

VPN to Singapore

6 VMProtect Overview Purchase Docs GetDemo

Complete solution
to software protection

Secure your code against reverse engineering, analyzing, and

cracking. Use the advantage uflcnde virtualization Jwhich

executes virtualized fragments of code on several virtual
machines embedded into the protected application.




VMProtect

Looks like they are also effected by the recent geo political isstdesLove for the West anymore

DDoS-Guard

Service is not available in your region

Sorry for the inconvenience caused

RecentIP IP Country/Region Prefix ASN Network Owner Description

185.178.208.164 mm RU 185.178.208.0/24 AS57724 DDOS-GUARD, RU 86400

CIsco
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https://vmpsoft.com/

Pricelist

For Individuals

Lite Professional

+1 year of free +1 year of free
updates updates

s 239.00 s 349.00

All the features in Lite,
and more:

Obfuscation features:

For Companies

@ Ultimate

+1 year of free
updates

s §99.00

All the features in

Professional, and more:

RESGwa

1 additional year
of updates

s 139.00

Renewal of updates for




How does It work ?



VMProtect 3.8 Gl Compilation Type

Translation of CISC code to a RISC Virtual Machine

¥ Protection

Compilation Type

New markers and strings Complexi None
omplexity Virtualization

Functions for Protection

VMProtectMarker1 Mutation

Lock To Serial Number
S Ultra (Mutation + Virtualization)

Licenses ¥ Details

Files Type

Ebool IntelFunction::Compile(const CompileContext &ctx)

i

Original Intel code Complex Instruction Set Computing (CISC) &  switch Ccompilation_type()) i
instruction will be translated to multiple virtualized instructions ‘“ecﬁﬁgﬁjﬁjﬁztweg;:]'"
break;

. 4 case ctVirtualization: xuu ni hua

VMProtect VM uses Reduced Instruction Set Computing (RISC) EomptLeTnUHCctx)}
. case ctuléra:ffhh ni hua + bian vi

egInCGaX — V addv I’eg 1) Mutate(ctx, true);

— 0 CompileToVM(ctx);
eg deCEa‘X — V_addV_I’eg _1) break; \

default:
P - return . < Order

e.g.leaecx [esp+ebx*8+23] — > X YdzA GALX S wL{/ “AYEGNUzOGA2Yy &




Veryverysimplified architecture

More or less a chain AfMHandlers

| I " N
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Very simplified VM Architecture Stack Machine

dzi  F 60Ad0 Y2NB USOKYAO!lf X

VMHandlerTablekkisEzkl dd 41AEA8DFh : 1. VMHandler enc. offset
dd 93133Ch ;. 8. VMHandler enc. offset

JJJJJJJJJ

Fetch A
VMHandler e.gv_add)
Decode _i_:00000001400311D3 r8, loc_1400311D3 ; VMHandler ©
:00000001400311DA rbx, 4
:00000001400311E1 ecx, @DF2051BBh
._1_:00000001400311E6 eax, cl
Execute g . i :00000001400311E9 ecx, [rbx] ; [rbx]=[140010778]
i _:90000001400311EC edx, eax
:00000P01400311EE rsi, ds:@FFFFFFFF8A@44781h[rax*2]

ecx, ebp

cisco



Virtual Machine Protection

e |nstances - this options allows to specify thelnumber of the virtual machine|copies (the default value is 10). Each

virtual machine will have unique set of properties (different registers positions, different bytecode direction,
different handlers of commands, etc.) that makes harder the analysis and hacking of virtualized code.

» Complexity - this options allows to specify the probability of creating complex handlers (consisting of several

simple handlers)|inside the virtual machine. This option also greatly complicates the analysis and hacking of

virtualized code. As the complexity increases, the size of the protected file also increases.

CIsco



VMProtect 3.8 G4 Complexity and Instances

— Asm2-10diff-instr.exe E Templates
I -

¥ Virtual Machine

L Functions for Protection .
Version Default
o .
New markers and strings Inetances 1 Default = 10
VMProtectMarkeri .
Complexity 100% None, 1% , 10%, 20%, 100(
Licenses ¥ File

Files Memory Protection No

Import Protection
Resource Protection
Pack the Qutput File
Output File Z:\VMprotect\vs\t2\Asm2\x64\Release\complexity_check\Asm2-10diff-instr.vmp-c100-il.exe
¥ Detection
Debugger
Virtualization Tools

¥ Additional

Segments

Strip Debug Information

A debugger has been found running in your system.

Debugger Found Please, unload it from memory and restart your program.

Wirtualization Tools Found Sorry, this application cannot run under a Virtual Machine.

File corrupted! This program has been manipulated and maybe
it's infected by a Virus or cracked. This file won't work anymore.

This code requires valid serial number to run.
Program will be terminated.

File Corrupted

Serial Number Required

HWID Mismatched This application cannot be executed on this computer.

@ ¥ Licensing Parameters

Output file size is 290304 bytes (2465%)




: if

#ifdef DEMO VMP 3.5
5 (true)

#else

(ctx.options.flags & cpUnregisteredVersion)

Licensed vs. =

Erypt_registr_ (ctx.options.flags & cpEncryptBytecode) ? regEBX : O:
pcode_registr_ = regESI;

jmp_registr_ = 0;

4 stack_registr_ = regEBP;
n Ice n S e if (type_ == vtAdvanced) Demo or
| Jmp_registr_ = regfDL; unregistered
else if (cpu_address_size == osQWord) .
Ve rS i O n S . jmp_registr_ = regR1l; version
else

lse {
IntelRegistrlist work_registr_list;
work_registr_list.push_back(regEBX);
work_registr_list.push_back(regEBP);
work_registr_list.push_back(regESI);
work_registr_list.push_back(regEDI);
if (cpu_address_size == osQWord) {

. for (i = 8; i<16; i++) { Licensed version

l i work_registr_list.push_back((uint8_t)i); . .
I with random register
¥ assignment

work_registr_list.remove(wrong_registr_list);

crypt_registr_ = 0;
if (ctx.options.flags & cpEncryptBytecode) {

if (cpu_address_size == osDWord) {
crypt_registr_ = regEBX;
work_registr_list.remove(crypt_registr_);

}

;

e e e T | L

else
crypt_registr_ = work_registr_list.GetRandom();
pcode_registr_ = work_registr_list.GetRandom();
stack_registr_ = work_registr_list.GetRandom();
jmp_registr_ = (type_ == vtAdvanced || cpu_address_size == osQWord) ? work_registr_list.GetRandom() : ©;



Main-Function after protection

#include <iostream>
#include "VMProtectSDK.h"

int main()

VMProtectBegin("Test marker");
printf("Hello Protection\n");
VMProtectEnd();
printf("Hello\n");

exit(0);

10000000 140001000 main proc near ; CODE XREF: __scrt_common_main
:0000000140001000

:00eeee0140001000 arg_8 = qword ptr 18h
:0000000140001000

:0000000140001000 call _CRT_INIT
:0000000140001005 push rbp

: 0000000140001006 mov rbp, rsp
:0000000140001009 sub rsp, 26h

: 0000LB0e140001006D push rax
:0000080140001006E push rcx
:000000014000100F call loc_l40e001044
:0000000140001014

:0000000140001014 loc_140001014:

:0000000140001014 xchg ah, [rbx+@]
:0000000140001017 add [rax-4Fh], ch
:000000014000101A i al, dx
:000000014000101B eax, B@F7489C7Fh
:0000000140001020

:0000000140001020 |

-
2] 23

:0000000140001028 ;

:00000801408001028 eax,

:0000000140001029 al, 8
:000000014000102C [rsp+arg_8], 376D4@5Ch
:0000000140001035 qword ptr [rsp+l]
:0000000140001039

:00P000014000103A rsp, [rsp+16h]
:000000014000103F loc_14001E9F0@
:0000000140001044

:0000000140001044 loc_140601044: ; CODE XREF: main+FTp
:0000000140001044 rbx

:0000000140001045 loc_140012426
:000000014800104A

:0epepeel140001048

:000000014000104B loc_14060104B:

:0eoeveel40001048

:000000014000104B ;

4 db 3 dup(@)

(t: 4 © dq ©A58D8D485859B7C1h, 1@E886082Fh
:0o0eeeel4e0001060 ;

:0000080140001060

:©0000ee0140001062 call $+5

:0000000140001062 i S

-




Main-Function after protection

Anti-Disasmmnot fixed

:8008000140001000 main

Anti-Disasnfixed

proc near ; CODE XREF: __scrt_common_main_seh+1@ :0000000140801800 maln proc near ; CODE XREF: __scrt_common_main_seh+107.p

:6ee0eee140001000
:eeoPeee140001000
:6ee0eee140001000
:eeoPeee140001000
:0000000140001005
:0000000140001006
:6000000140001009
:eeo0eee14000100D
:600000014000100E
:000000014000100F
:60e0e0e140001014
:0oeeeeel4ee0lels
:60e0e0e140001014
:0oeeeeelieenlel?
:000000014000101A
:0oeeeeel4ee0lelB
:6000000140001020

arg_8 = gword ptr 18h

call _CRT_INIT
push rbp

mov rbp, rsp

sub rsp, 2eh

push rax

push rex

call loc_l4ee@1044

loc_l40001014:
xchg ah, [rbx+e]
add [rax-4Fh], ch
i al, dx
sub eax, @F7489C7Fh

.0oegeeeel4ee0le2e ;

PPRERRR146001023

:00eeee0l40001028 ;

:0000000140001028
:00eeeeel40001029
:6eeeeeel4e00l02C
:0oeeeeeliee0less
:6000000140001039
:000000014000103A
:000000014000103F
:0oeeecel4oe0less
:60e0e0el40001044
:0oeeecel4oe0less
:0000000140001045
:000000014000104A
:0000000140001048
:000000014000104B
:0000000140001048

:0000000140001048 ;

[rsp+arg_8], 376D4e5Ch
gword ptr [rsp+]

rsp, [rsp+léh]
loc_14@@1E9Fe

loc_1406001044:
rbx
loc_140012426

loc_l4e00104B: DATA XREF:

[rex], al

db 3 dup(@)
dq BA50D8D485859B7C1lh, 10E800002Fh

:0000000140001060 ;

:000e000l140001060
:0000000140001062
:000e000140001062

call $+5

; CODE XREF: main+Ftp

.vmH: 00000001400466B0.0

:0000000140001000
:0000000140001000
:0000000140001000
:0000000140601000
:0000000140601005
:00000001400801006
:0000000140001009
:0ee0ee0l14000100D
1 000000014000100E
:000000014060100F
:000000014060100F
:0e00eeel4ec0lels
:0000000140001015
:0000000140001016
:0000000140601017

arg_8

3

unk_l4eeele14

:0eeeeeel4001018

:0000000140001018
:0ee0ee014000101D
:000000014000101E
1 0000000140001027
:000000014060102C
:00000001406010835
:0000ee0140001039
:000000014000103A
:000000014000103F
:0000000140601044
:0000000140601044
:00e0eeel40801044
:0000000140001045

loc_l4e6601044:

:0000000140001045 ;

1 000000014000104A
:0eeoeeel4oeoleds
:0eeeeeelieenlesc
:0ee0eeel4e00104D
:000000014000104E
:000000014000104F
:0eeoeeelioeelese
:0eeoeeelivenlesl

:0000ee0140001052

:0ee0ee0140001052
:0000000140001053
:0000eee140001054
:0000000140601685B
:0000000140601060
:0000000140001062

= gword ptr 18h

call
push
mov
sub
push
ush

_CRT_INIT
rbp
rbp, rsp
rsp, 2@h
rax
rcx

loc_l4@@01044|
=

call/jmp to VMP Section

call
xor
call

7F2DECB1h

qword ptr [rsp+8], @FFFFFFFFF834D52Fh
byte ptr [rsp+8]

qword ptr [rsp+l@h], 376D4@5Ch

qword ptr [rsp+8]

rsp, [rsp+1@h]
loc_14001E9F@

; CODE XREF: main+Ftp
rbx
loc_1l4e012426

rax
rcx, fmtStr
printf

ecx, ecx
$+45

:0000000140001062 MmN Endp 5 Spanalysis failed
m Code trace




Asm2_single_instr-c1-il.vmp.e

Name Virtual Size Virtual Address | Raw Size Raw Address Reloc Address | Linenumbers | Relocations N... | Linenumbers ... | Characteristics
Byte[8] Dword Dword Dword Dword Dword Dword Word Word Dword
text 0000OF20 00001000 00001000 00000400 00000000 00000000 0000 0000 60000020
rdata 00001056 00002000 00001200 00001400 00000000 00000000 0000 0000 40000040
data 00000140 00004000 00000200 00002600 00000000 00000000 0000 0000 C0000040
pdata 000001D4 00005000 00000200 00002800 00000000 00000000 0000 0000 40000040
A0! 00037CEC 00006000 00037E00 00002A00 00000000 00000000 0000 0000 68000020
reloc 00000048 0003E000 00000200 0003A800 00000000 00000000 0000 0000 40000040
rsrc 000001D5 0003F000 00000200 0003AA00 00000000 00000000 0000 0000 40000040
¥ PE64

Operation system: Windows(Vista)[AMD64, 64-bit, Console]

Linker: Microsoft Linker(14.36.33134)

Compiler: Microsoft Visual C/C++(19.36.33030)[C+ +] Nete A5

Language: C/C++

Tool: Visual Studio(2022 version 17.6)

Packer: Packer detected(Heuristic)[Section 3 (".pdata") compressed]

0 O ® G ~



= Asm2_5incs_3mov.exe r Templates
I -

Name

¥ Virtual Machine

Functions for Protection
Version Default

N ke d stri
ew markers and strings Instances Default

VMProtectMarkeri Complexity 20%

Licenses ¥ File

Files Memory Protection Yes
Import Protection Yes
Resource Protection Yes

Pack the Output File Yes

Output File Z:\VMprotect\vs\t2\Asm2\x64\Release\complexity_check\Asm2_5incs_3mov.vmp1-full_protected.exe

¥ Detection
Debugger User-mode + Kernel-mode
Virtualization Tools Yes
¥ Additional
Segments
Strip Debug Information
Strip Relocations (for EXE files only)
Shadow Stack Compatible
Watermark
Lock To HWID

¥ Messages

A debugger has been found running in your system.

Debugger Found Please, unload it from memory and restart your program.
Virtualization Tools Found Sorry, this application cannot run under a Virtual Machine.

File corrupted! This program has been manipulated and maybe

File Corrupted it's infected by a Virus or cracked. This file won't work anymore.

This code requires valid serial number to run.

Serial Number Required Program will be terminated.

HWID Mismatched This application cannot be executed on this computer.

W Licensing Parameters

Complation 103 Output file over 100 000% larger than input

I: Output file size is 13488640 bytes (114543%l




Multiple random sections

Asm2_5Sincs_3mov.vmp1-full_pro

Name Virtual Size Virtual Address | Raw Size Raw Address | Reloc Address | Linenumbers | Relocations N... | Linenumbers ... | Characteristics
Byte[8] Dword Dword Dword Dword Dword Dword Word Word Dword

text 00000F60 00001000 00000000 00000000 00000000 00000000 0000 0000 60000020
rdata 00001056 00002000 00000000 00000000 00000000 00000000 0000 0000 40000040

.data 00000140 00004000 00000000 00000000 00000000 00000000 0000 0000 C0000040
pdata 000001D4 00005000 00000000 00000000 00000000 00000000 0000 0000 40000040

05" 0079EB12 00006000 00000000 00000000 00000000 00000000 0000 0000 60000020

D 00000870 007A5000 00000A00 00000400 00000000 00000000 0000 0000 C0000040

PG 00CDCODC 007A6000 00CDC200 00000EQO 00000000 00000000 0000 0000 68000060

JISIC 000001D5 01483000 00000200 00CDDO000 00000000 00000000 0000 0000 40000040




Fully protected and packed sample

3:0000000140FEGDFE
: 000000 140FEBGDFF
: 000000 140FEGDFF

: 0000ROR140FECGDFF
: 00000 140FEBGDFF loc_140F295F@

- P
:000000B140FEGEGS rsp

: 000000 140FEQERE [rl5-6Ch], ri12
:000O0LO140FEQERGE
3:00000001460FEGEGA

v PE64 Latest
Operation system: Windows(Vista)[AMD64, 64-bit, Console] DIE version
Protector: VMProtect(new 36 jmp 12)[D5]

Protection: Generic(Heuristic)[Strange sections]
Packer: Packer detected(Heuristic)[High entropy + Section 6 (".IPG") compressed]
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_.0000000140774736 ;

:0000000140774736
:0000000140774736

_:0000000140774736
_:0000000140774736
_:000000014077473B
_:000000014077473C
_.0000000140774741

:0000000140774746
:000000014077474D

_:0000000140774753
_:000000014077475C
_:0000000140774760
_:0000000140774761
_.0000000140774766

:000000014077476B

PE64

2

Fully protected
OFFFFFFFFE1BF151Fh But not paCked

byte ptr [rsp+8], 32h f;fifY]F)lEE

3CBF67B%h

word ptr [rsp+@], 1F8@h

gword ptr [rsp+16h], 7Eh

qword ptr [rsp+18h], @FFFFFFFFF4@D5F@2h
qword ptr [rsp+8]

rsp, [rsp+16h]
near ptr unk_140B77781

Operation system: Windows(Vista)[AMD64, 64-bit, Console]

Protector: VMProtect(new 25 jmp 9)[DS]

Protection: Generic(Heuristic)[Strange sections]

Packer: Packer detected(Heuristic)[High entropy + Section 3 (".pdata") compressed]

PE64
Operation system: Windows(Vista)[AMD64, 64-bit, Console]

Not packed
Packer: Packer detected(Heuristic)[High entropy + Section 3 (".pdata") compressed] EN\o] Anti-Dbg




How can we simplify the
complexity ?



main proc
call _CRT_INIT
push rbp
mov rbp, rsp
sub rsp, 32

push rax

call VMProtectBegin

mov rax, Odeadcafeh
call VMProtectEnd

pop rax
lea rcx, fmtStr
call printf

XOr ecx, ecx
call exit

main endp

end

main proc
call _CRT_INIT
push rbp

mov
sub

rbp, rsp
rsp, 32

push rax
push rcx
call VMProtectBegin

mov
mov
add
add
add
rol
ror
nop
nop
nop
not
neg
xor
inc
dec

rax, Odeadbeefh
rax, 0deadl337h
rax, Oaaaaaaaah
eax, Obbbbh
ax, Occh
rax, 1
rax, 2

rax
rax
rax, Offffh
rax
rcx

call VMProtectEnd

pop
pop

L =E

rcx
rax

rcx, fmtStr

call printf

xor

ecx, ecx

call exit
main endp

Sample code for testing

main proc

call _CRT_INIT
push rbp

mov rbp, rsp
sub rsp, 32

push rax

call VMProtectBegin
mov rax, Odeadcafeh
inc rax
inc rax
inc rax
inc rax
inc rax
mov rax
inc rax
inc rax
inc rax
inc rax
inc rax
mov rax
inc rax
inc rax
inc rax
inc rax
inc rax
call VMProtectEnd

@deadbeefh

0@dead1337h

pop rax
lea rcx, fmtStr
call printf

Xor ecx, ecx
call exit

main endp



| 2V UNRE Cf 26 DNJ LIK3Z

$ head asm2_single_instr.vmp3-c0-11-20240609-135638.Tog
0x0000000140001006 mov rbp, rsp

0x0000000140001009 sub rsp, 0x20

0x000000014000100D push rax

0x000000014000100E call 0x0000000140006580
0x0000000140006580 pushfq

0x0000000140006581 add qword ptr ss:[rsp+0x08], OXFFFFFFFFBFFFEFED Code trace
0x000000014000658A push rbp

0x000000014000658B mov rbp, OxD78290B4F6B57699
0x0000000140006595 push r9

0x0000000140006597 mov qgqword ptr ss:[rsp+0x18], O0x60228E5B

import sys

import graphviz

import argparse

from pathlib import Path

cfg_instr = [ "call’,’ret’,’Ja’, ‘jae','Jb", "jbe’, "je', "Jexz', "je’, "Jg ', g, 317, Gle’, "gmp’, "Gna’, "jnac’, ‘jnb’, “gnbe’, ‘jnc’, “jne’, 'jng’, 3

parser=argparse.ArgumentParser(description="This script takes an X64dbg instructions trace log file and generates a corrosponding graph.")
parser.add_argument(“tracelog_filename")

Python Script

trace_fname = args.tracelog_filename

graph_fname = f"{Path(trace_fname).stem}-graph” b u i I d S C FG aS

print(f“[INFO] Loading trace from {trace_fname}")

with open(trace_fname) as file: P D F

lines = file.readlines()

AR R R R RRRRER
DN UVMBEBWNREPOWOWINOV AWNER



--- 0x0000000140001006 ---
0x0000000140001006 mov rbp, rsp
0x0000000140001009 sub rsp, 0x20
0x000000014000100D push rax
0x000000014000100E call 0x0000000140010E1A
bb_start 0x0000000140001006

bb_end 0x000000014000100E

jmp_addr ['Ox0000000140010E1A"]

bb_1dx [0]

--- 0x0000000140010E1A ---
0x0000000140010E1A call 0x00000001400064D2
bb_start = 0x0000000140010E1A

bb_end = 0x0000000140010E1A

jmp_addr = ['0x00000001400064D2" ]

bb_idx [1]

--- 0x00000001400064D2 ---
0x00000001400064D2 push rl2
0x00000001400064D4 mov qword ptr ss:[rsp+0x1(
0Xx00000001400064DD lea rsp. ss:[rsp+0x107
0x00000001400064E2 call 0x000000014001BF44
bb_start = 0x00000001400064D2

bb_end 0x00000001400064E2

jmp_addr [ "0x000000014001BF44 ']

bb_idx [2]

--- 0X000000014001lBF44 ---
0x00000001400lBF44 jmp 0x000000014001B544

Code trace split into basic blocks
and than usésraphvizo build a Code
Flow Graph (CFG)

. asm2_multiple_instrvmp1-c0-i1-20240609-143630-graph.pdf
. asm2_multiple_instrvmp1-c10-i1-20240609-150850-graph.pdf
. asm2_multiple_instrvmp1-c20-i1-20240609-151402-graph.pdf
. asm2_multiple_instrvmp2-c0-i1-20240609-144425-graph.pdf
. asm2_multiple_instrvmp2-c10-i1-20240609-152026-graph.pdf
. asm2_multiple_instrvmp2-c20-i1-20240609-152748-graph.pdf
. asm2_multiple_instrvmp3-c0-i1-20240609-145114-graph.pdf
. asm2_multiple_instrvmp3-c10-i1-20240609-153206-graph.pdf
. asm2_multiple_instrvmp3-c20-i1-20240609-153725-graph.pdf
. asm2_single_instr.vmp1-c0-i1-20240609-132343-graph.pdf

. asm2_single_instr.vmp1-c¢10-i1-20240609-154406-graph.pdf
. asm2_single_instr.vmp1-c20-i1-20240609-154824-graph.pdf
. asm2_single_instr.vmp2-c0-i1-20240609-133133-graph.pdf

. asm2_single_instr.vmp2-c10-i1-20240609-155402-graph.pdf
. asm2_single_instr.vmp2-c20-i1-20240609-155947-graph.pdf
. asm2_single_instr.vmp3-c0-i1-20240609-135638-graph.pdf
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