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Whoami /all

USER INFORMATION

Name Occupation
Mike Harbison 6+ years with Palo Alto Networks Unit 42 Threat
Intel Team

USER BACKGROUND

e Computer Forensic Examiner w. DC3/Mandiant
e Vulnerability Researcher
e Reverse Engineer since SoftICE
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Agenda

e PlugX Malware Discovery
e Overview of COM

e USB Infection Technigue
e Microsoft's Response

o Q&A
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What is PlugX?

e Fully-featured remote access tool (RAT) that targets
Windows OS

e Firstseenin 2008

e Chinese nexus but used by various nation state threat
actors

e Historically abuses trusted software to DLL side load an
encrypted payload in-memory

e Considered one of the oldest, evolving malware families
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PlugX Infection Method - DLL Sideloading

i —— T
—_
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%or 5

(1) x32dbg.exe //// @x32bridge.dat N
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Journey into the lUnknown: Discovery Timeline

e January 2023 - Discovered interesting PlugX malware sample
while investigating a Black Basta ransomware case: x32bridge.dat

e January 22, 2021 - x32bridge.dat first uploaded to VirusTotal from
Thailand*

o 4 /60 AV engines identified the sample as malware at that time

e July 4, 2019 - PE Compilation date and time

* No prior mention or detection of USB capabilities
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USB Infection and Concealment Key Components

1. Targets all type 2 DRIVE_REMOVABLE devices attached to a
host

2. Implementation of Shortcut COM object
3. Implementation of Recycle Bin COM object

4. Use of a Unicode character (Non-Breaking SPace) as a directory
name

The combination of the Recycle Bin + the NBSP prevents the

Windows OS from accessing the directory
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What is COM?

Microsoft Definition -

"COM is a platform-independent, distributed, object-oriented system for
creating binary software components that can interact. COM is the
foundation technology for Microsoft's OLE (compound documents) and
ActiveX (Internet-enabled components) technologies."

Component Object Model (COM) is a binary interface standard for
software components introduced by Microsoft in late 1993 early 1994!

Programming COM involves the use of COM-aware components.
Components are identified by a unique ID 128-bit CLSID, which are
globally unique identifiers. The components expose their functionality
through one or more interfaces.
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USB Infection Stages

Create directory structure and Windows shortcut.

\Root of USB device & Move all user files from root of USB device to 2nd NBSP
e NBSP Directory #1 directory
e Windows Shortcut _1 --------- - Windows Shortcut links to X32dbg.exe
\..\NBSP Directory #1 @ Applies drive icon to NBSP directory

e NBSP Directory #2 )
e \Windows Shortcut
e Desktop.ini '

B Deien 2 CD Contains the 128-bit CLSID for Recycle bin
e All user files from the root . COM object. Windows Explorer now sees
SIS ASIE  the hidden recycler.bin folder as a link to
* Recycle[: b.' n Directory . the hosts master recycle bin!
. DeSktOp_lnl ‘l ................ )
O |

\..\..\..\Recycler.bin Directory
e Subdirectory + files :
e Desktop.ini | 5
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COM Class Factories

e Used to create the Windows shortcut file(s)
o 128-bit CLSID (RIID) of
00021401-0000-0000-C000-000000000046
o “Shortcut”

e Used toturn a folder to link to the master Recycle bin
o 128-bit CLSID (RIID) of
645FF040-5081-101B-9F08-00AA002F954E
o “Recycle Bin"
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COM Class Factories - Shortcut

e 128-bit CLSID (RIID) of
00021401-0000-0000-C000-000
000000046

e CLSID_ShellLink (Shortcut) class
Implements the following
Interfaces in windows.storage.dll
version 10.0 taken from Windows
10 version 21H2
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Sshortcut

? ICustomizelnfoTip

-? IDropTarget

-? |Extractimage

-? |Extractimage?

-% lInitializeWithStream
-% ILinkTarget

-7 |ObjectWithSite

-7 |Persist

-7 |PersistFile

-? |PersistPropertyBag
-7 |PersistStream

-? [PropertyStore

~% IServiceProvider

- IShellLinkA

- IShellLinkDataList
- IShellLinkW

~% ISLTracker

% IThumbnailProvider
% lUnknown
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COM Class Factories - Recycle Bin

e 128-bit CLSID (RIID) of Bé‘ Recycle Bin

645FF040-5081-101B-9F08-00AA
O02F954E

e CLSID_Recyle Bin class
iImplements the following
interfaces in shell32.dll version
10.0 taken from Windows 10
version 21H2

- %lContainsDeletedltems

~~~~~ ? IFolderType

- -7 |ObjectWithBackReferences

- % IPersistFolder

~~~~~ ? IPersistFolder2

T ? IShellFolder
- % IShellFolder2
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Shortcut File Creation

e The shortcut COM object uses the Windows.Storage namespace

— Tl Al e Al f i L m e o e Al al mL£ LN LAl eiie Al o o

o Sets the ICON file for the new object to shell32.dll number 7

o Finally calling IPersistFile:Save to save the object to disk
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Shortcut File On USB Device

.~ RECON2023 Properties X
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Can you spot the NBSP???

spec% /q /c @ECYCLER.BIN\ﬁIes\x32dbg.exe"

Target location:

Target: spec% /q /c "\ \RECYCLER.BIN\files\x32dbg.exe"

d. Proprietary and confidential information.




Significance of the NBSP Directory (0x0O0AO)

e \Windows Explorer and the command console (cmd.exe) are unable to
traverse into the NBSP directory located in the recycler.bin directory

e The whitespace character is preventing the OS from rendering the
directory name, making the folder invisible (rather than leaving a
nameless folder in Windows Explorer).

e If an NBSP directory wasn’t used in the recycler.bin directory, a user

would be able to traverse the path and delete the corresponding file(s).
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Walk-Through Demo



Pre and Post USB Infection

~| 4 s | Manage FA\
Home Share View Drive Tools
<« v 4 <> > RECON2023 (F) >
&= Pictures # ~ [J Name

Montreal Beer Breweries .
Montreal Beer Breweries

| temp Research Documents
testfile @ APT43_Research.pdf
tools | ] calc64sc.bin
— My Willtxt
W This PC

\j secretdocs.locked
@ What to do in Montreal.pdf
B Desktop @ Wine Lists.pdf

_ 3D Objects

\j=L Documents
¥ Downloads
Js Music

&=/ Pictures

£ . Local Disk (C)
= CD Drive (E:) CD-ROM
~~ RECON2023 (F)

2 CD Drive (E:) CD-ROM

—_ RECON2023 (F;)
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Date modified

5/1/2023 6:30 PM
5/1/2023 6:30 PM
4/20/2023 12:09 PM
4/25/2019 11:49 AM
2/5/2019 5:53 AM
2/5/2019 5:51 AM
4/24/2023 6:20 PM
4/20/2023 2:35 PM

Type

File folder
File folder

Microsoft Edge PDF ...

BIN File
Text Document
LOCKED File

Microsoft Edge PDF ...
Microsoft Edge PDF ...

Size

9,087 KB
1KB

8 KB

57 KB
58 KB
1,916 KB

Non Infected USB Device

4y paloalto
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Post USB Infection

v| @ M | Manage FA\
Home Share View Drive Tools
« v 4 . > ThisPC > RECON2023 (F) v bl L
I Desktop # ~ [ Name Date modified Type Size
¥ Downloads & » RECON2023 5/2/2023 10:58 AM Shorteut 2 kB
5 Documents »
&=/ Pictures »

Montreal Beer Breweries
temp
testfile

tools

B Infected USB Device

> _J 3D Objects

I Desktop

E] Documents

¥ Downloads

J’ Music

&= Pictures

m Videos

£ . Local Disk (C)

~ CD Drive (E) CD-ROM
~ RECON2023 (F:)

Y ¥V ¥V ¥V ¥V VvV VvV Vv v
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Post USB Infection Shortcut

RECON2023 (F:)

~ [0 Name Date modified Type Size
[]5= RECON2023 5/28/2023 7:57 AM Shortcut 2 KB
a» RECON2023 Properties X
Colors Terminal File Hashes Details
General Shortcut Options Font Layout
RECON2023

o

Target type: File

Target location:

Spec% /q /c "F:\\RECYCLER.BIN\files\x32dbg.ex

Target:
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Post USB Infection - Hiding in Plain Sight

~ 4 . > This PC > RECON2023 (F:

I Desktop

¥ Downloads

Documents

= Pictures
Montreal Beer Breweries
temp
testfile

tools

= This PC

“M 3D Objects

I Desktop

’Zil Documents

¥ Downloads

.h Music

= Pictures

i Videos

i . Local Disk (C:)
- CD Drive (E:) CD-ROM
~ - RECON2023 (F;)

> ~
*

El Name

Montreal Beer Breweries
RECYLER.BIN

Research Documents

@@ APT43_Research.pdf

3
@ What to do in Montreal.pdf
ﬁ Wine Lists.pdf

calc64sc.bin
desktop.ini

My Will.txt
secretdocs.locked

Date modified

5/1/2023 6:30 PM
5/2/2023 10:58 AM
5/1/2023 6:30 PM
4/20/2023 12:09 PM
4/25/2019 11:49 AM
5/2/2023 10:58 AM
2/5/2019 5:53 AM
2/5/2019 5:51 AM
4/24/2023 6:20 PM
4/20/2023 2:35 PM

Type

File folder

File folder

File folder

Microsoft Edge PDF ...
BIN File
Configuration settings
Text Document
LOCKED File
Microsoft Edge PDF ...
Microsoft Edge PDF ...

Can you spot the NBSP?

23 Palo Alto Networks, Inc. All rights reserved. Proprietary and confidential information

o £ Sear

Size

9,087 KB
1 KB

1 KB

8 KB

57 KB
58 KB
1,916 KB
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USB Recycler Bin Folder

s > This PC » RECON2023 (F:) » » RECYCLER.BIN v
# ~ [ Name Original Location Date Deleted Size
s #
This folder is empty.
ts A ¥
x

e Not showing directories / files that were created

e Linksto host master recycle bin on the root directory and

not the USB device

e NBSP visibility makes it hard to detect as it looks like the F

drive
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Windows File Explorer - Not Found

| B < | Manage F\ \ \RECYCLERBIN
Home Share View Recycle Bin Tools
v 4 s F\\\RECYCLER.BIN\files
temp ~ [ Name Date modified Typ
Testhiles .| desktop.ini 5/2/2023 11:45 AM Cor
| This PC File Explorer X
3D Objects
B Desktop @ Windows can't find 'F:\ \ \RECYCLER.BIN\files'. Check the spelling and try again.

£ Documents

< Downloads OK

[ §
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USB Device Recycler bin folder

B=X WinHex - [Drive F]
ﬁ File Edit Search Position WView Tools Specialist Options Window Help

DhElEa8gdEx BEhn ML EM —-BeEs  OFemmO &4 )r @

Drive F:
' \RECYLER BIN
Name ~ - | Ext. | Size | Created | Modified | Accessed | Attr_ | 1st sector |
[ -
[ Ifiles 40 KB 05/02/2023 10:58:23 05/02/2023 10:58:24 05/02/2023 30608
Mldesktopini Jini | 65bytes|05/02/2023 10:58:24/05/02/2023 10:58:26(05/02/2023 32888
[ TESTDRIVE / / / RECYCLER.BIN / fFiles : Q
x32bridge. x32bridge. x32dbg.exe
dat dll
Drive E: 99% free Of f=et 0 1L 2 3 4 5 6 ? 8 9 &4 B ¢ D E F|halilEa
File system: FAT32 0100F000 5B 2E 53 68 65 6C 6C 43 6C 61 73 73 49 6E 66 6F

Volume label:  RECOMNZ2023 0100Fo010 5D 0D 04 43 4C 53 49 44 20 3D 20 7B 36 34 35 1. .CLSID = {645F
0100F020 46 30 34 30 2D 35 30 38 31 2D 31 30 31 42 2D FO040-5081-101B-9
Default Edit Mode 0100F030 46 30 28 2D 30 20 41 41 30 30 32 46 39 35 34 FOS-00AAQ02F954E

State: orginal | 0100FD40 7D 00 00 OO OO 00 00 00 OO0 OO0 OO0 00 00 00 00 00 TSeM_. .. ... ... ..
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Video Demo



C\temp
Home Share Voew

+ > Local Qisk (C) > temp >
* O name

TestFiles
¥ LoadDlLexe
onviewgne
¥ PlugXComtesting.exe
x32bridge dat

8 Videos
2. Locsl Disk (C)
JCDOrive (B)CD- v ¢

5 items

[ O Type here to search

Search temp
Date modified

5/31/2023 319 PM

9/7/2022 749

/772

10/47/2022 16:37 PM

Type

File folder
Application
Application
Agplication

DAT File
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Heme Shate

Manage

Vew Deive Tools

“ ¥ 4 - > RECON2023 (F:)

= Pictures -
Montresl Bees Bt
Research Docum
temp
Testies
 This PC
B 3D Objects
I Desktop
i Jrants
& Conaloads
)’ Music
= Pictures
B videos
& Local Disk (C)
« €D Drive (E) CD
«~ RECON2023 (F)

< CD Drive (E) CD-R

~- RECON2023 (F)
Montreal Beer 81 «
& itoms

“

D Nome

Montreal Beer Breweries
Research Documents
) APT43 Researchpd!
akbaschin
My Willtxt
secretdocs docked
@@ What to do in Montreal pdf
@ Wine Ustspdf

Date modihed

21572018 5:53 AM

2/5/2019 5:51 AM
412472023 620 PM

4720/2023 235 P

Microsoft Edge POF
BIN Fée

Text Document
LOCKED Fde
Microsolt Edge POF

Miceasaft Edge PRF

3] 0 Search RECON2023 (F)

9.087 K3
1K8
B8
S7TX8
56 k8

1916 X8

lowa. 10, Enterps

Bled 1904ty e 191206 1406
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https://docs.google.com/file/d/1IwapeunGPLZ3mKyJnE0PEj-ItOIog0VE/preview

Vendor Notification



MSRC Submission

“Hey Microsoft, we are seeing in the wild exploitation of USB devices by

the PlugX malware using a novel technique to conceal the payload.

Additionally, we are concerned that Windows Defender is not scanning

the files.”
- January 4th, 2023
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MSRC Response

“Our developers have looked into possible changes in the OS, but based
on designed functionality, there are no opportunities to improve on
the design which would help against this particular malware

campaign’”.

- January 20th, 2023
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But then...

. Trojan:BAT/Chitexa
e Thewir ™ /

e Whilek Alert level: Severe
started Status: Active
Date: 5/28/2023 7:52 AM
Malwar category: Trojan
Details: This program is dangerous and executes commands from an
attacker.

r

-~ Februar

Learn more

Affected items:

file: FARECON2023.Ink
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Chitexa VirusTotal Hits

| FILES-6/6

Sortby ~ Filter by ~ Export ~ Tools ~ Help ~

Detections Size First seen Last seen Submitters
914A6BE2CDBB49836C3A6AB4465BEERI183365EERES12F52A6E655347186FAT8
0 e® 1/59 S 2023-05-04 2023-05-04 4 Qg
- : 23:23:22 23:23:22 LMK
Ink  hiding-window  idle
9571A5DA93894E30302D274E45EDBRAR1014D1AE42BE1974E55809FE18BB5D14 2023-0426 2023-04-26
= 3c94e68783764786deebec84f110£32. vi : & So
O e c94e eebec virus 7 /60 1.76 KB 10:30:37 10:30:31 1 LR
Ink  hiding-window idle
E12B3228A115C1A54870AD6DSC775011CBFEGE1F2DF856BERDFF8D8IEAD2AABE oA 030320
- ; ; -03- )
0 & 746b2194e2£53925702b8e9c934acB2. virus 9/60 1.73KB 22-40:49 29-40:49 1 LNR
Ink  hiding-window
591286D74BC97C7CCB73A5E35616DFE6ACS2FC71D3F78B2B8A3ADAZB6F 3FFERF SUP30998 S0330518
u SR T S
U e Ll 22:03:58 22:03:58 ! LK
Ink  hiding-window
137268B2089863330E258487E4DDCEB3753E62916EFFFB984EAB52BEIBF2FCR4
0 e 9/60 1.64 KB 2023-03-13 2023-03-13 1 O
& & 02:03:13 02:03:13 s
Ink  hiding-window
A202FEFCF@29ACT! 18397064444 4
O e T /6 | tesks | EBORIO | mmew e
- e . / . 11:50:36 11:50:36 LN

Ink  hiding-window runtime-modules detect-debug-environment idle long-sleeps direct-cpu-clock-access
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Discovery of 2nd USB Variant

Ddve F,

\\ \RECYCLER BIN Vs da5202e5
Name * - Ed | See | Ceated Modfied Aocessed At | s sector
al. 5
) 247424 1 742081 o o S95KB 11/2/2020 130026 05/03/2020 170358 11/23/2020 A 800

) MsomProtector doc doc  235KB 11202000 130026 12072019 MOS06 12200 A 80
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Future Research



Future Research Opportunities

e Test AV vendors to ensure that they can scan files stored in the
NBSP + recycler.bin folder

e Can a Recycle Bin folder exist on non USB devices such as a
physical drive

e What other Unicode characters can be abused to conceal folders

e \What other Desktop.ini entries can be used to masquerade
folders and files

e Little to noresearch on how the master Recycle Bin folder works.

Maybe a chapter in the Windows Internals?
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Thank you!

Learning is doing. I've re-purposed the techniques outlined in this talk and
will make them publicly available. Enjoy, learn, and | welcome any
feedback you may have. The POC can be found here:

https://github.com/mjharbison/plugxUSBPOC/tree/master
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