
Malware Wars: 
DarkSide Strikes Back 
as BlackMatter

ALPH
V



Introduction

Lindsay Kaye
Senior Director, Operational Outcomes, Insikt Group

Recorded Future

James Niven
Principal Threat Researcher

Recorded Future



Same, same, but different

We’re going to discuss how ransomware 
groups rebrand and transition in response 
to external factors, such as law enforcement 
pressure, technical flaws, and internal fallout.

Along the way, they’ll iterate on their tools, 
carrying over technical (and tradecraft!) 
artifacts from version to version, and 
sometimes from old group to new group.

We’ll talk about DarkSide’s evolution to 
BlackMatter and later ALPHV



• DarkSide attacked Colonial Pipeline 
on May 6, 2021

• DarkSide decryption issues

• REvil Shutdown on July 12, 2021

• JBS Foods played a pivotal role 
in REvil disappearing

• Linux/ESXi locker needed after 
REvil/DarkSide gone

Discovery of BlackMatter

DarkSide Announcement on Decryption Issues
(Source: Propublica)

https://www.technologyreview.com/2021/05/24/1025195/colonial-pipeline-ransomware-bitdefender/


BlackMatter looking for targets

• Exploit and XSS - Initial communications

• Communications move to Jabber, 
Tox, and Telegram

• Reputation is important

• Ransomware removed by admins 
after Colonial Pipeline attack

Exploit Advertisement of BlackMatter

Advertisement



The Panel

BlackMatter Affiliate News Panel 



DarkSide Panel
(Source: Mandiant)

BlackMatter Panel
(Source: Recorded Future)

DarkSide vs BlackMatter



The Malware

Windows Ransom Note 

Linux/ESXi Function Names

• Two variants released initially: 
Windows, Linux/ESXi

• Windows ransomware 
implemented extensive 
anti-RE/anti-analysis capabilities

• Linux/ESXi was more 
straightforward - included function names, 
deobfuscated config



BlackMatter implemented some techniques 
that made their malware signaturable

• Cryptographic routines (more on this later)
• String obfuscation
• Function call obfuscation
• Magic numbers (0X22065FED, here)

Windows Ransomware

BlackMatter string decryption routine

BlackMatter call obfuscation

“Normal” call



• After we released our report, new 
versions of the Windows ransomware 
began appearing

• Simple changes, such as magic XOR key
• More complex, like some new features

• We never saw another Linux/ESXi one

• Ultimately, BlackMatter released 6 
versions (1.2-3.0) of their malware 
between July 2021 and September 2021

String encryption key initialization v1.2

String encryption key initialization v2.0

The Malware Evolves!



Feature Additions

• Print the ransom note on local printers

• Encrypt additional file types 
(eg: Microsoft Exchange files)

• Computers not to encrypt

• Implementation of cryptographic algorithm

• Checking for “large” files and encrypting 
them differently

The Malware Evolves!

BlackMatter Affiliate Panel



Print function v1.6-1.9 - Do not print to printer containing “PDF” Print function v2.0+ - Do not print if printer port for virtual printers SHRFAX, 
FILE, XPSPort, PORTPROMPT

Between version 1.6 and 2.0, added additional “virtual printers” to ignore in printing ransom note

The Malware Evolves!



The Malware Evolves!

Check if file extension is .mdb, .mdf, .edb, .accdb and encrypt 
as “large file” by default - v1.9+

Part of function to find and traverse Microsoft Exchange 
mailbox path and later encrypt files - v1.4+

First added capability to encrypt Exchange files, then to handle “large” Microsoft files differently



DarkSide vs BlackMatter

"There is some evidence to suggest that 
DarkSide, or at least some members of 
DarkSide, may have returned under the 
BlackMatter moniker. After investigating a 
leaked BlackMatter decryptor, Emsisoft 
analysts determined that BlackMatter 
uses the same encryption routines that 
DarkSide formerly used in their attacks, 
including a custom Salsa20 matrix that 
was unique to DarkSide."
_____________________________________________________

Source: Emsisoft

https://blog.emsisoft.com/en/39121/ransomware-profile-blackmatter/


DarkSide (top) random buffer (salsa20 matrix init) followed 
by RSA 1024 encryption and BlackMatter (bottom) random 
buffer (salsa 20 matrix init) followed by RSA 1024 encryption

DarkSide vs BlackMatter



Emsisoft released a decryptor for 
BlackMatter ransomware → the threat 
actor is said to have fixed the issue in late 
September 2021. Can’t speak to the 
specific cryptographic issue at hand, 
however, interesting to notice slight 
changes in key init code, among others

Broken Again?

Key initialization in v3.0

Key initialization in v2.0

Key initialization in v1.2

https://www.bleepingcomputer.com/news/security/blackmatter-ransomware-victims-quietly-helped-using-secret-decryptor/


• Decryption Issues

• Chat Hijacking

• Requirements for victim chat

• Domain Controller name

• Domain Admins

• Chat Access Codes (discussed later)

Downfall

BlackMatter Victim Chat



Blackmatter claims to be shutting down due to local law enforcement pressure

The End

BlackMatter announcing retirement
(Source: VX Underground)

https://www.bleepingcomputer.com/news/security/blackmatter-ransomware-claims-to-be-shutting-down-due-to-police-pressure/


Well, no, not quite.

• Rebranding does happen

• Affiliates move from one program to another

• BlackMatter and REvil affiliates rebranded 
to ALPHV

So It’s Over, Right?



Everyone else sucks (hello BlackMatter)

ALPHV Affiliate Introduction and Rules



Advertisements

ALPHV Advertisement on Exploit Jabber ServiceBlackMatter Advertisement on Exploit Jabber Service 



ALPHV

ALPHV Affiliate Panel



• Rust

• New panel

• Access code for victim chat

• Better support

• BTC Mixer

• MORPH

What’s New?

ALPHV Ransomware Build Panel

ALPHV Ransom Note 
Source: Recorded Future



ALPHV MORPH - Linux

Exported variables from “obfuscated” x86 Linux/ESXi Samples

Function names  from “obfuscated” x64  Linux/ESXi Samples

Function names  from “unobfuscated” x64  Linux/ESXi Samples

Exported variables from “unobfuscated” x64 Linux/ESXi Samples

No string obfuscation was present, but the Linux x64 
Morph-obfuscated samples appear to now have the 
name-mangled function names, versus the 
unobfuscated ones with scrubbed names

https://internals.rust-lang.org/t/pre-rfc-a-new-symbol-mangling-scheme/8501
https://internals.rust-lang.org/t/why-rust-has-name-mangling/12503


ALPHV MORPH - Windows

Deobfuscation function for “Starting Discoverer”

Strings deobfuscated with 1-byte XOR 
using “randomly generated” functions (with 
garbage code)

Windows binaries over 4 times the size of 
the “unobfuscated” versions - biggest 
increase in .text, .data and .reloc sections

Morph-Obfuscated Binary Section Information



ALPHV MORPH - Windows

Two builds of MORPH-obfuscated Windows samples showing junk code inserted



And The Story Continues…

(Source: CISA)(Source: Krebs on Security)

(Source: Conti Blog)

https://www.cisa.gov/uscert/ncas/current-activity/2022/04/22/fbi-releases-iocs-associated-blackcatalphv-ransomware
https://krebsonsecurity.com/2022/01/who-wrote-the-alphv-blackcat-ransomware-strain/


Thank You!

Lindsay Kaye @TheQueenofELF
James Niven @stuffedinlocker


