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CPU Boot BootGuard
(2?(?;::‘63:2;) initialization ROM ACM B
UEFI Secure (ON) < UEFI
Boot bootloader firmware
OS Secure (ON ) User
. ———-| OS driver |——» T
Boot kernel applications Source: Rootkits and Bootkits



https://edk2-docs.gitbook.io/understanding-the-uefi-secure-boot-chain/secure_boot_chain_in_uefi/intel_boot_guard
https://github.com/liba2k/Insomni-Hack-2022
https://nostarch.com/rootkits
https://securelist.com/moonbounce-the-dark-side-of-uefi-firmware/105468/
https://github.com/hackedteam/vector-edk
https://www.welivesecurity.com/2018/09/27/lojax-first-uefi-rootkit-found-wild-courtesy-sednit-group/

y parsing and scanning the image with signatures
/RECON2022


https://www.crowdstrike.com/blog/crowdstrike-first-to-deliver-bios-visibility/
https://www.microsoft.com/security/blog/2020/06/17/uefi-scanner-brings-microsoft-defender-atp-protection-to-a-new-level/
https://help.eset.com/glossary/en-US/technology_uefi.html
https://www.kaspersky.com/antivirus-for-uefi
https://eclypsium.com/
https://www.binarly.io/

DeviceloControl()

mware acquisition
0 1. Get SPI Base Address Register
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Pl flash
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1 SPI REGISTER ACCESS FOR FIRMWARE
ACQUISITION

Realder SP| Controller
|

HSFC: FDBC FCYCLE

094 [ (09

Flash SPI SMI# Enable (FSMIE) — R/W. When set to 1, the SPI asserts
an SMI# request whenever the Flash Cycle Done (FDONE) bit is 1.

|<*Read data from FDATAX registers

Source: UEFI Firmware Rootkits: Myths and Reality


https://www.blackhat.com/docs/asia-17/materials/asia-17-Matrosov-The-UEFI-Firmware-Rootkits-Myths-And-Reality.pdf

SPI FLASH READ MITM ATTACK

SPI Controller

Attacker

< Set FSMIE bit to 1 in HSFC
Write start address to FADDR————»

Write size of data to read to HSFC———»

Write read command to HSFC———>

Set FGO (0x0001) bit in HSFC————>

Wait for SPI read cycle

<«—Read data from FDATAX registers

RECON2022 Source: UEFI Firmware Rootkits: Myths and Reality

Once FDONE is set to 1 SMl is triggered—»

completion <«—Write fake data to FDATAX registers



https://www.blackhat.com/docs/asia-17/materials/asia-17-Matrosov-The-UEFI-Firmware-Rootkits-Myths-And-Reality.pdf

= e

® Test firmware scanners against the PoC
/)RECON2022



https://www.mitre.org/publications/technical-papers/copernicus-2-senter-the-dragon




“hronicles” by

Open Source Firmware I
explorations using DCI on the |EEEE==_Emdce
AAEON UP Squared board * How to Build the image

'@ Alan Sguigna & May 16, 2020 O 4:23 pm

/4


https://up-board.org/upsquared/specifications/
https://www.intel.com/content/www/us/en/developer/articles/tool/uefi-firmware-project-for-intel-atom-processor-e3900-series-processor-platforms.html
https://www.asset-intertech.com/resources/blog/2020/05/open-source-firmware-explorations-using-dci-on-the-aaeon-up-squared-board/
https://www.asset-intertech.com/resources/blog/2020/06/the-up-squared-chronicles-episode-2-building-the-uefi-image/

" recommended!

stanc ";‘\Ione)

®* WinDbg extensions
/)RECON2022



SMM CODE DEBUGGING TIPS /

Q- SR ET i@ 8 S ® Instruction Stepping Mode
CpulceBreak Instruction Stepping Mode| ® essential for step into/over

test ebx, ebx ®* How to break the SMM code

inz @x7b530593
izz e)éx, ptr [rdi-ox12feffo] ® Break by SMMEntry then enable the

moxlllegxi_ exbaadfeed hardware breakpoint manually
ca

add 9@ Breakpoints 7 %P o |dp| ® It’s noisy if any periodic timer SMI

A e -
[ 72 [eondition: Int1Exception] ® Insert CpulceBreakpoint (INT1)
[1*¥ [condition: SmmEntry]

> Debug o< I Project Explorer R =i 8§ = O & apl i CpulceBreakpoint.iii

v @ New_configuration (Intel System Debugger) DEFAULT REL
v (112 BXTP_CLTAPCO SECTION .text
v 1 GLM_CO0_TO (Suspended) global CpulceBreakpoint
= 0x000000007b7198f3 CpuIceBreakpoint:
v # GLM_C1_T0 (DbgTrap) intl

RECON2022 -
= 0x000000007b530001 [SpiMitm.efi] CpulceBreakpoint(): ... > ret

= 0x000000007b530577 [SpiMitm.efi] SpiMitmCallbackHw







J lock

‘and register
M | F I\ R [ }

(3) Keep enabling ForiETEET—_—— |
clearing BIOS Decode Enable (4) SPI read MitM 4
(BDE) SPI Controller |

/ RECON2022



‘SMI handler

s

7

// Trigger an SW SMI to do BiosWriteProtect

i
if ((BxtSeries == BxtP) && (LockDownConfig—>Big />
IoWrite8 (R_APM_CNT, (UINT8) LockDownConfig-pBiosLockSwSmiNumber}); 17
SW_SMI_BIOS LOCK



https://github.com/tianocore/edk2-platforms/blob/2c15135d5d766b276bc1a6d41385230d4aeeb7ea/Silicon/BroxtonSoC/BroxtonSiPkg/SouthCluster/ScInit/Dxe/ScInit.c

ceeps enabling it

if ( HSFCTL ERASE CYCLE != hsfctl spi cycle cmd ):
self.spi_reg_write( self.hsfc_off + 0x1, dbc, 1 )
/ RECON2022



https://github.com/chipsec/chipsec/blob/8878dbefb2d0b17d7ef86740bfe818620de1c3a5/chipsec/hal/spi.py

/// Time constants, in 100 nano-second units
/17
#define TIME_64s 640000000 /x 64 s x/
#define TIME_32s 320000000 /x 32 s %/
#define TIME_16s 160000000 /*x 16 s x/
#define TIME_8s 80000000 /x 8 s x/

) #define TIME_64ms 640000 /* 64 ms x/
#define TIME_32ms 320000 /* 32 ms x/
#define TIME_16ms 160000 /* 16 ms */ impqct to
#define TIME_1_5ms 15000 /* 1.5 */ —

/ RECON2022

the interval the

system performance



https://github.com/tianocore/edk2-platforms/blob/2c15135d5d766b276bc1a6d41385230d4aeeb7ea/Silicon/BroxtonSoC/BroxtonSiPkg/SouthCluster/ScSmiDispatcher/Smm/ScSmmPeriodicTimer.c

\

PERIODIC TIMER SMI HANDLER (CONT.)

® The firmware acquisition performance in 64ms
®* Time overhead = 11%, Ratio of data overwritten by SPI SMI = 1.89%

@ UEFITool 0.28.0 - rom_ifwi_chipsec_mitm.bin

File Action Help
Structure Information

Action Type Subtype Section GUID:
EE4E5898-3914-4259-9D6E -

DC7BD79403CF

. . Type: ©2h

VBIOS region Region BIOS Full size: 164467h (1459303)
Padding Padding Non-empty Header size: 18h (24)
»>8C8CE578-8A3D-4F1C-9935-896185C32DD3 Volume FFSv2 Body size: 16444Fh (1459279)

»8C8CE578-8A3D-4F1C-9935-896185C32DD3 Volume FFSv2 Data offset: 18h
»8C8CE578-8A3D-4F1C-9935-896185C32DD3 Volume FFSv2 Attrihutes: 00a1h

Padding Padding Non-empty Compression type: unknown
»8C8CE578-8A3D-4F1C-9935-896185C32DD3 Volume FFSv2
»>8C8CE578-8A3D-4F1C-9935-896185C32DD3 Volume
»8C8CE578-8A3D-4F1C-9935-896185C32DD3 *%}Exhacﬁonfaﬂed X
v8C8CE578-8A3D-4F1C-9935-896185C32DD3

Vv7F914768-5EB4-47B0-A125-64ED11338FA3 ' . . .
@ Customized compression failed

Image Intel
Descriptor region Region Descriptor

EE4E5898-3914-4259-9D6E-DC7BD79403CF
Volume free space

Non-UEFI data
FFF12B8D-7696-4C8B-A985-2747075B4F50
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// Is thls caused by a SPI controller?

//
if (((hsfs & B_SPI_HSFS_FDONE) != @) && ((SmiSts & [§ SMI_STS_SPI) != 0))

EmAdd e Mmqnhn-al'.')"llff CNT DACC ANRNNDCCC « D ONT CARNND) .

RECON2022




//NULL_SOURCE_DESC_INITIALIZER,
{

- (
ASSERT [ScSn %C—SMM—NO-FLAGS' yrms \ Silicon\BroxtonSoC\ BroxtonSiPkg
\SouthCluster { . lelpers.c(573): (BOOLEAN)(0==1))
ACPI_ADDR_TYPE,
{R_SMI_EN}
/// IchnExSpi ¥,
i S_SMI_EN,
N_SMI_EN_SPI
NULL_SOURCE_DES },
: {
MEMORY_MAPPED_I0_ADDRESS_TYPE,
{
SPI_BASE_ADDRESS |
R_SPI_HSFS
}
\ &
S_SPI_HSFS,

N_SPI_HSFS_FSMIE

}
/ RECON2022 }, 23
r



https://github.com/tianocore/edk2-platforms/blob/2c15135d5d766b276bc1a6d41385230d4aeeb7ea/Silicon/BroxtonSoC/BroxtonSiPkg/SouthCluster/ScSmiDispatcher/Smm/ScSmmIchn.c

comr

* offers a little more fine-grain control

*|’'ve referred to only Hardware Sequencing so far

Source: Advanced x86: BIOS and System Management Mode Internals
SPI Flash Programming

RECON2022



https://opensecuritytraining.info/IntroBIOS_files/Day2_00_Advanced%20x86%20-%20BIOS%20and%20SMM%20Internals%20-%20SPI%20Programming.pdf
https://opensecuritytraining.info/IntroBIOS_files/Day2_00_Advanced%20x86%20-%20BIOS%20and%20SMM%20Internals%20-%20SPI%20Programming.pdf

SEQUENCING (CONT,)

® | also implemented the SPI SMI handler for SW Sequencing
® Enable the SPI SMI# Enable (SSFC.SME) bit
® Define the SPI logic for SW Sequecing

® But SW Sequencing is usually disabled after POST using the FLOCKDN bit
® | checked HSFS.FLOCKDN was enabled by the CHIPSEC spi_lock module

® |t’s not supported in Apollo Lake SoC?

Hardware Sequencing

Host/Bios and TXE may read/write /erase flash via Hardware Sequencing or Software
Sequencing registers.

APL SoC Hardware sequencing has been enhanced to include all operations the BIOS
needs to perform.

25
Host / Bios is not supported in Apollo Lake.



https://igor-blue.github.io/2021/02/04/secure-boot.html
https://usermanual.wiki/Document/APLBXTSPISMIPProgramingGuideRev1p0.1888570826/html




3 Acqblr ‘or scan the firmware using the security tools j>

(X ® Can the tools detect the Vector-EDK modules?



https://github.com/hackedteam/vector-edk
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re poor
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*The Ias’r one detected Vec or-EDK W|’rh the MitMI
/ This device has been infected with the following: HackingTeam-based UEFI implant.



“ .- Decode

Enqb e

(X ®The latter one was not covered by SpiMitm initially
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Firmware Threats

NDetected NS

Suspicious Binary
Detected

AR

Firmware Threats

No Implants or
Backdoors
Detected
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ifferent firmware ®

Ox7b4e0cl 8 perlodlc timer SMI O0x7b530640 W|’rh Perlod 1000000 and SmiTickInterval
640000 (image = SpiMitm, link error = False)
/JRECONQQ(JbAlebd] 8: Ichn/IchnEx SMI 0x7b5304c8 with context type Ox2e (image = SpiMitm, links

error = False)



https://github.com/Cr4sh/smram_parse/blob/master/smram_parse.py

‘the acquisition

*We can't |den’r| malicious implants but we can

recognize “something is wrong” at least

RECON2022







- the SMI

append the

- Once 'rhe AitM mo dule d, . hard to detect the threat

( explicitly using sof’rwqre-based approqches










