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Mobile chip market share

Q4 2021

Mediatek 33%

Qualcomm 30%

Apple 21%

Unisoc 11%

Samsung 4%

HiSilicon 1%



NPU

Unisoc SoC

CPU Cortex-A75 (x2)
CPU Cortex-A55 (x6)

GPU Mali-G52 MC2

LTE Cat. 7 modem

ISP

...

Tiger T700 SoC

○ T606 
○ T616
○ T700 
○ T760

Released in 2021/22



Why is the cyber-army researching 
Unisoc?



Targeted attack



Broadcast to neutralize communication



Where is the smartphone modem 
in the LTE network?



Long-Term Evolution network



LTE protocol stacks



Non-access stratum

● security control
● tracking area management
● mobility between access networks
● bearer management

…

NAS NAS

UE MMEEMM

ESM



Network attach flow
Modem:   10.90.10.1 
MME:        10.201.150.41



Network attach flow



Open-source UE stack



srsRAN



“Attach accept” message

● list of tracking area identifiers
● GPRS timers
● access point name
● mobile identity
● emergency numbers
● protocol configuration options 

…



A vulnerability in the NAS parser
liblte_mme_unpack_emergency_number_list_ie()

The max length of the 
emergency list is 12

We control the length and 
contents of the message



Looking for the NAS parsing functions 
in the Unisoc modem 



Moto G20 [Unisoc T700]



Modem image

Debug lib
(7-zip)

Modem binary
(ARM)

0x200 

0x70D780 

0x173F410 



Debug lib?

Debug lib 
(7-zip)

Do you also see these x86 DLLs on the ARM chip?!



lteps_air_msg_dll.dll



Modem binary
Header lengthBase address

The code

Modem 
binary



Modem code
● For convenience, we:

○ wrapped the code blob with an ELF32 header
○ added the data segment

● Not compressed/encrypted
● No symbols
● There are many strings



Where are the NAS handlers?



srsRAN vs Unisoc
srsRAN

Modem



srsRAN vs Unisoc
srsRAN

Modem



Looking for vulnerabilities



 The unified parsing function format

out an output buffer malloc(XXX)

in the message blob Test data

offset the current offset in the in 0

qemu-arm

Redirect 
modem's malloc to 

libc::malloc
+



Fuzzing
The classic combo: AFL + QEMU

AFL QEMU Modem segments

Loader liblte_mme_unpack_XXX

lteps_air_msg_dll.dll

Loader LNAS_airMsgEmm_XXX_decode

ELF

ELF

PE

PE



Mobile identity

liblte_mme_unpack_attach_accept_msg, …

liblte_mme_unpack_mobile_id_ie

IMSI 313 460 000 000 001

IMEI 35 161508 297879 5

IMEISV, TMSI, TMGI, …



Malformed mobile ID
“Attach accept” message

Mobile ID
field

ID length

ID type



Integer underflow
The length-2 bytes of the message data are copied to the output buffer
What if the length is 0 or 1?



What have we achieved?
● For the first time, we looked at the Unisoc baseband as an 

attack target
● We discovered DoS vulnerabilities in the NAS protocol
● 5G Unisoc devices are also affected

● Unisoc fixed the CVE-2022-20210 (9.4) in May 2022
● The open source srsRAN is still vulnerable



Thank you!
slavam@checkpoint.com

@_cpresearch_
research.checkpoint.com


