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The story begins with ...



The story begins with ...



What is silivaccine?

• Anti-virus developed and used exclusively in North korea

• Very rare and hard to find outside the dprk

• actively developed since 2003

• the version we researched is 4.0 - FROM 2013
 WE ARE IN POSSESSION OF ANOTHER ONE FROM 2005



• THERE IS NO INTERNET for citizens IN THE DPRK, ONLY INTRANET
 SO WHY USE an anti-virus?

• Possibly, used to protect against  smuggled media

north korean av?
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north korean av?

• THERE IS NO INTERNET for citizens IN THE DPRK, ONLY INTRANET
 SO WHY USE an anti-virus?

• Another option - meant to be sold as a product to other 
countries



north korean av?

• THERE IS NO INTERNET for citizens IN THE DPRK, ONLY INTRANET
 SO WHY USE an anti-virus?

• IN FACT, THE 2005 VERSION WAS WRITTEN BOTH IN KOREAN AND ENGLISH
 POSSIBLE EVIDENCE THAT IT WAS AIMED TOWARDS GLOBAL MARKERT



How did we obtain it?

@martyn_williams

• Bloomberg article links to a blog post by 
martyn williams

• He got the av by e-mail as a potential 
story lead from an unknown user

• Agreed to share it with us for deeper 
analysis

• Thank you martyn!



motivation

• Understand how the program is built

• Observe some of north korea's Coding and engineering practices 

• Find any abnormal behavior \ "undocumented" features

• Find potential backdoor 



Anti-virus 
components 
overview
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SOFTWARE ARCHITECTURE

SVRegSrv.dll SVKernel.dll SVShell.dll

Libraries

• File scanning engine

• Contains core functionality to detect if a 
file is malicious or not

• Exposes 20 export functions

• Verdict is based on search of malicious 
patterns
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Load

Drivers

SOFTWARE ARCHITECTURE
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Deep dive into 
svkernel.dll



Strings

• WE OBSERVE SOME OF THE STRINGS IN SVKERNEL.DLL

• SIMPLE SEARCH OF THOSE STRINGS BRINGS US TO A FILE
NAMED VSAPI32.DLL

• file scanning engine!

• Does this mean silivaccine uses a trend micro dll?



Code similarity

100%

match



Code similarity



Trend Micro SiliVaccine

VSCleanVirus SVFunc001

VSDecompressFile SVFunc002

VSGetPaternPath SVFunc003

VSGetVSCInfo SVFunc004

VSInit SVFunc005

VSQuit SVFunc006

VSReadPatternInFile SVFunc007

VSSetCharacterEnvType SVFunc008

VSSetConfFlag SVFunc009

VSSetConfig SVFunc010

Unknown SVFunc011

Calls VSSetConfFlag SVFunc012

VSSetLogFilePath SVFunc013

Calls VSSetConfFlag SVFunc014

Calls VSSetConfFlag SVFunc015

VSSetProcessFileCallbackFunc SVFunc016

Calls VSSetConfFlag SVFunc017

VSVirusScanFileW SVFunc018

Code similarity

SVFunc005VSInit

VSQuit SVFunc006

VSGetVSCInfo SVFunc004



Code similarity

VSGetVSCInfo SVFunc004 VSInit SVFunc005 VSQuit SVFunc006



Trend Micro SiliVaccine
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Code difference
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Trend Micro SiliVaccine

VSCleanVirus SVFunc001

VSDecompressFile SVFunc002

VSGetPaternPath SVFunc003

VSGetVSCInfo SVFunc004                              

VSInit SVFunc005

VSQuit SVFunc006

VSReadPatternInFile SVFunc007

VSSetCharacterEnvType SVFunc008

VSSetConfFlag SVFunc009

VSSetConfig SVFunc010
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VSSetLogFilePath SVFunc013

Calls VSSetConfFlag SVFunc014

Calls VSSetConfFlag SVFunc015

VSSetProcessFileCallbackFunc SVFunc016

Calls VSSetConfFlag SVFunc017

VSVirusScanFileW SVFunc018

Code difference

SVFunc004VSGetVSCInfo



Code difference
VSGetVSCInfo SVFunc004

Engine Version:

8.910-1002

AGAIN, 
FUNCTION INLINING



Trend Micro SiliVaccine

VSCleanVirus SVFunc001

VSDecompressFile SVFunc002

VSGetPaternPath SVFunc003

VSGetVSCInfo SVFunc004

VSInit SVFunc005

VSQuit SVFunc006

VSReadPatternInFile SVFunc007
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VSSetConfFlag SVFunc009

VSSetConfig SVFunc010

Unknown SVFunc011
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VSSetProcessFileCallbackFunc SVFunc016

Calls VSSetConfFlag SVFunc017

VSVirusScanFileW SVFunc018

Code difference

SVFunc006VSQuit



Code difference

VSQuit SVFunc006

Silivaccine proprietary function



An ongoing practice
• Remember the 2005 version of silivaccine?

• Guess what... It also uses a trend micro component
• Instead of using vsapi32.dll (user mode), authors used tmfilter.sys (kernel mode)

• This is not a one time thing. 



Trend micro’s response

“Trend Micro is aware of the research by Check Point on the ‘SiliVaccine’ North Korean anti-
virus product, and Check Point has provided us with a copy of the software for verification. 
While we are unable to confirm the source or authenticity of that copy, it apparently 
incorporates a module based on a 10+ year-old version of the widely distributed Trend 
Micro scan engine used by a variety of our products. 

Trend Micro has never done business in or with North Korea. We are confident that any 
such usage of the module is entirely unlicensed and illegal, and we have seen no evidence 
that source code was involved. The scan engine version at issue is quite old and has been 
widely incorporated in commercial products from Trend Micro and third party security 
products through various OEM deals over the years. 

The specific means by which it may have been obtained by the creators of SiliVaccine is 
unknown. Trend Micro takes a strong stance against software piracy, however legal 
recourse in this case would not be productive. We do not believe that the infringing use at 
issue poses any material risk to our customers.”



hiding the trend 
micro components



Same engine.. Same signatures?



Same engine.. Same signatures?



Looking Deeper

SVKernel.dll

SVFunc019



The encryption key

voxjsdkaghghk패턴암호화



Overcoming encryption



DUmped and Decrypted



I see a pattern emerging



I see a pattern emerging



Let me see those names



Let me see those names



Renaming is easy



How do you say BKDR in SILI?

Prefixes
PE W32

WORM Wrm

BKDR Bkd

Cryp Crp

TROJ Trj

TSPY Spy

Possible Poss

Html Htm

Suffixes
0 - 9 A - J

O Org

All Else* Random Hex



Hiding something?

 Files are protected with themida

 Pattern files are encrypted

 Malware signatures are renamed in real time



The ignored 
signature



What’s with this string?



Translation please!



What is going on here?

SVMain.exe

Scan_File

SVDealer.exe

Scan_File

Scan file

Ignore!

Ignore!

Scan file Check if not
Mal.Nucrp.F

Check if
Mal.Nucrp.F



What is going on here?

SVMain.exe

Scan_File
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Scan file
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Check if
Mal.Nucrp.F



0 / 6 Detections6 / 6 Detections

Scanning: 6 samples



Whitelisting QA

Woops! A typo 



NUCRP?



Why Whitelist?

o Existing “north Korean tool ?

o Possible future backdoor ? 

o Detection of a SiliVaccine component ?

o False positive  ?



the kernel side of 
silivaccine



A story about 3 drivers

SVRegSrv.dll SVKernel.dll

SVMain.exe

SVShell.dll
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SVUpdate.exe

SVDiffUpd.exeSVDealer.exe
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Execute
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Snooping around



Snooping around



BopCrypt?



What is the answer???



What is the answer???



SVFilter.sys

 File system filter driver

 Loaded and utilized by SVDealer.exe

 2 main functionalities:

 real time scanning on file access

 Protection of anti virus binaries



SVFilter.sys in a nutshell

Allow access

Scan file with SVDealer. Infected?

Is file an AV binary?

Deny access

waste some time

Waste a lot more time



SVHook.sys

 Loaded and utilized by SVMain.exe

 Doesnt actually hook anything

 Used to query object metadata from kernel

 Odd and confusing...

 Contains 13 ioctls, only 3 are ever used

 Very buggy



You copy?

SVHook.sys

SVMain.exe



Oh yes I copy



Oh yes I copy



Who is behind 
silivaccine?



Version info

• North korean establishment
• Appeared as author of other 

technological developments in 
DPRK 
• Specializes in network 

security software



who’s sts tech-service?

o BASED IN THE DPRK
o Government entity? Or private company?

o According to a source: subdivision of the KPA

o KOREA PEOPLES ARMY

o TREND MICRO STATES ENGINE LEAKED FROM A 3RD PARTY
o IS THE COMPANY CONNECTED WITH OTHER COMPANIES OUTSIDE DPRK?
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The Japanese connection
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The Japanese connection

japan

North korea

STS Tech- Service KCC SVKernel.dll

SilverStar Magnolia Trend Micro



Examining the 
package



NO backdoor...?



Examining the package
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Examining the package



Examining the package



Examining the package



Looks suspicious



Looks suspicious



Digging Deeper



JAKU?



Target?



Wait... IS THIS...?



final words



conclusion

 SiliVaccine has been illegally using trend micros 

engine for years, over multiple versions

 silivaccine Authors tried to hide this fact

 SiliVaccine explicitly whitelists a specific signature

 installation comes bundled with jaku malware



Unanswered questions

 How did SiliVaccine authors obtain access to 

trend micros proprietary components?

What is the exact purpose of the whitelisting?

 is Jaku part of SiliVaccine or was Martyn the target?



THANK YOU!
@  _marklech_           @kajilot



Questions?
@  _marklech_           @kajilot

Who work at:


