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THE STORY BEGINS WITH ...

Bloomberg

Inside North Korea’s
Hacker Army

The regime in Pyongyang has sent hundreds of programmers to other
countries. Their mission: Make money by any means necessary. Here's what
their lives are like.



THE STORY BEGINS WITH ...

Bloomberg

} Inside North Korea’s

Formally, North Korea denies engaging in hacking and describes
accusations to that effect as enemy propaganda. It says its overseas
computer efforts are directed at promoting its antivirus software in the
global market. The country has for more than a decade been working on
such programs, including one called SiliVaccine. It also has a homegrown

operating system, Red Star, that software developers have pointed out



WHAT IS SILIVATCTINE?

anti-virus developed and used exclusively in
very rare and hard to find outside the DPRK +
actively developed since 2003

the version we researched is 4.0 - from 2013
= we are in pessession of anether one from 2005

FyBEREN

opyright @ 2002-2011
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NORTH KOREAN AV? *

* there is no internet for citizens in the DPRK. enly intranet
= so why use an anti-virus?

* possibly, used to protect against smuggled media



e thereisno

NOR

C|a r

= sowhy

possibly. u



* thereis ho
= sowhy

* possibly, u:



NORTH KOREAN AV?

Secure | https://flashdrivesforfreedom.org

* thereis ho
= sowhy

e possibly. u

DONATIONS TAX-DEDL 4
lfwuwuuldlihamfuryourdomﬂonofﬂashdrm,phase
include your contact information (Including ematl) as well as a
description and estimated value of the donated goods.

VAT OES ONTHE RIVES?
Our North Korean defector partners determine what goes on the drives.

Content ranges _fgoln South Korean soap operas and Hollywood films, to
Korean-language versions of Wikipedia and interviews with North
Korean defectors.

DONATE USB DRIVES TO HELP US SMUGGLE OUTSIDE
INFORMATION INTO NORTH KOREA.

Belleve It or not, USBs are a significant form of sharing information
In North Korea. Many cltizens have devices with USB ports. So for
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NORTH KOREAN AV?

c |

$BS

= sowhy

El (DEDUCTIRL
If you would like a tax receipt for your ¢
include your contact information (Incluc
description and estimated value of the d¢

~$@;ﬁﬁﬁ§$ﬁ$ﬁﬁﬁ:z ' i o DONATE USB DRIVES T0 HELP US SMUGGLE OUTSIDE
| * ) \ NFORVATON INTONORTH KOREA,

 Korean-language versions of Wikipedia and inter |
Korean defectors.
Believe It or not, USBs are a
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NORTH KOREAN AV? *

* there is ne internet for citizens in the DPRK. enly intranet
= so why use an anti-virus?

« another option - meant to be sold as a product to other
countries

Formally, North Korea denies engaging in hacking and describes
accusations to that effect as enemy propaganda. It says its overseas
computer efforts are directed at promoting its antivirus software in the
global market. The country has for more than a decade been working on
such programs, including one called SiliVaccine. It also has a homegrown
operating system, Red Star, that software developers have pointed out




NORTH KOREAN AV?

* there is ne internet for citizens in the DPRK. only intranet
= so why use an anti-virus?

* in fact, the 2005 version was written beth in kerean and english
= possible evidence that it was aimed towards global markert

B Silivaccine 2005




HOW DID WE OBTAIN IT?

bloomberg article Jinks to a blog post by
martyn williams

he got the av by e-mail as a potential
story lead from an unknown user

agreed to share it with us for deeper @martyn_williams
analysis

thank you martyn!



MOTIVATION i.

understand how the program is built
observe some of north korea's coding and engineering practices
find any abnormal behavior \ "undocumented” features

find potential backdoor



antl-virus
componhents
overview




SOFTWARE ARTHITECTURE

Libraries

Print

Edit

Open with Sublime Text
7-Zip

CRC SHA

Edit with Notepad++

010 Editor
KDiff3

Hex Edit with Hex Workshop v6.8

Open with

Share with

B AA|L0




SOFTWARE ARTHITECTURE

Libraries

file scanning engine P o -
contains core functionality to detect if a Gt oveseo [

file is malicious or not

exposes 20 export functions gim . =

verdict is based on search of malicious B oon SR
patterns - e

00000012 0011
00000013 ODOE3AAD 0012
00000014 ODOE3, 0013




SOFTWARE ARTHITETTUR

Libraries

-] - -
SVRegSrv.dll +' SVKernel.dll SvShell.dll

i!.' GUI Components




Libraries
DLL

| &
SVShell.dll

Customize...

Bkt |



SOFTWARE ARTHITECTURE

] Libraries

. ﬁﬁ DL m
" SVRegSrv.dll SVKernel.dll SvShell.dll

-~y GUI Components
SVTray.exe
SVMain.exe
Execute




SOFTWARE ARTHITECTURE

Libraries

6“ DL DL
SVRegSrv.dll SVKernel.dll SVShell.dll

Sy GUI Components
SVTray.exe
TNEE T3031582, 1-2T4163— -

Execute




SOFTWARE ARTHITECTURE

Po Libraries

DLL
-] - | &
" SVRegSrv.dll SVKernel.dll SvShell.dll

-~y GUI Components
SVTray.exe

»

Execute

Load

User Space

Kernel Space

SVHook.sys @




SOFTWARE ARTHITECTURE

Libraries

6& J DL DL ‘
SVRegSrv.dll SVKernel.dll SvShell.dll

‘._—' GUI Components
Execute

Integrity Checker



SOFTWARE ARTHITECTURE

Libraries

DLL
P o | &
" SVRegSrv.dll SVKernel.dll SVShell.dll
. GUI Components . ﬂ‘ y
QOIVECRS TR Integrity Checker

Execute




Libraries
DLL

&
SVShell.dll
GUI Components ﬂ‘ y
SVDiffUpd.exe Integrity Checker

DPRK Intranet
Update Servers

A

Custom update x
- protocol 10.10.1.16
disclient_download_msg db [DISCLIENT-DOWNMLOAD/ '8 10.250.2.33
align client
desserver_download_msg db 'DISSERVER-DOWNLOADY ‘.8
. Server
align
download msg db "DOWNLOAD, ',8
client
update_complete_msg db 'UPDATE COMPLETE) -
Server

align



Libraries

6& DL DL ‘
~1° SVRegSrv.dll SVKernel.dll " SVShell.dll

DPRK Intranet
Update Servers

Custom update %
protocol 10.10.1.16

10.250.2.33

ET /silivaccineetc/?8a8f9b9e8b9ad@bc9091919a9¢c8b969091ad9%9a8e8a%9a8¢c8b HTTP/1.1
ccept: */*
ser-Dealer: SVUpdate
ser-Agent: SVUpdate
ost: 10.10.1.16

aContentLength:

"UTF-16LE™, ‘(contemt lengths ' ,o




Libraries
DLL

oﬁ. DL
SVRegSrv.dll 7 SVKernel.dll svshell.dll
-1 GUI Components . ﬂ‘
SVDealer.exe SVDiffUpd.exe

#

DPRK Intranet
Update Servers

%

10.10.1.16
10.250.2.33




— Libraries

.
&
“ SVRegSrv.dll SVShell.dil

SVDealer.exe

. e DPRK Intranet
SVMain.exe . Update Servers

Load
ok
Pattern Files 10.10.1.16

10.250.2.33

User Space

Kernel Space

SVHook.sys @

SVFilter.sys



SOFTWARE ARTHITECTURE

Libraries

(oL} DLL
P o | &
" SVRegSrv.dll SVKernel.dll SVShell.dll
-1 GUI Components ﬂ‘
S SVDiffUpd.exe

i

. e =4 DPRK Intranet
SVMain.exe SVUpdate.exe Update Servers

b

10.10.1.16
10.250.2.33

VDealer.exe

User Space

Kernel Space | Windows TDI Clientsw

ststdi2.sys

v

SVHook.sys @

SVFilter.sys

| \Device\TCP |



— Libraries

-] - | &
SVRegSrv.dll +' SVKernel.dll SvShell.dll
S

S

¢ | Components

—d
DPRK Intranet
\ate.exe Update Servers

VDealer.exe

3 ————
g )t
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10.10.1.16
10.250.2.33

User Space

Kernel Space

SVFilter.sys ststdi2.sys



Libraries

DLL

“ &
T SVKernel.dll SVShell.dll

i, ™ i
Load. Louu

= cucomponens ——r
SVDealer.exe. &+ SVTray.exe 7y SVDiffUpd.exe Integrity Checker

h =
L g5
SVMain.exe "I« SVUpdate.exe'}
. Execute .
Load

I0CTLs Custom update *x

protocol 10.10.1.16
10.250.2.33

o

DPRK Intranet
Update Servers

Load
IOCTLs

User Space

Kernel Space

Windows TDI Clients

® s ® &

_SVFitter.sys N2 IBLEE - SETASE
Drivers —i—y

\Device\TCP w



FILE
SCANNING
NGINE i o
& deep dive into
svkernel.d|]




STRINGS

s __:101149E0 000

we observe seme of the strings in svkernel.dll e 27 I

simple search of these strings brings us te a file
hamed

IAMEFL
MNOMAMEFL
MOMAMEFL
OMNAMEFL

file scanning engine! ¢/

does this mean silivaccine uses a trend micro d]]?

Y| __:10114B58 0OODDOOB
10114864 DOODDOOB
10114870
10114880

00D
’| __:10114BB4 00D0DODOE

BOOT.GEMERIC*

-

7 1 —




CODE SIMILARITY

+§E| 4.0

@uuuunm
Copyright @ 20

ioh 2-2011

A N Addar \
6722853¢c V5CleanVirus 100e1fb0 SVFunc001 1.000 2 22 Same rare MD Index
6722bb3a V5GetVSCinfo 100e34d0 SVFunc004 1.000 2 Same rare MD Index
672d405d VSVirusScanFileW 100e49e0 SVFunc018 1.000 5 15 Same rare MD Index
6727a%bc _BASE_STATE_OutputProgress 10001070 sub_10001070 1.000 2 12 Same rare MD Index
6727aadf _BASE_CRC_GetCRC 10001110 sub_10001110 1.000 5 Mnemonics small-primes-product
672050dd ExAmgFindHeader 10001540 sub_10001540 1.000 2 12 Same rare MD Index
6730669¢ sub_B6730669C 10001620 sub_10001620 1.000 0 20 Same rare MD Index
6727d5eT _Reset_BASE_ARCBLK_Header 100019d0 sub_100019D0 1.000 6 16 Same rare MD Index
6727a7d2 _BASE_QSORT_SortRange 10001aa0 sub_10001AAD 1.000 1 21 Same rare MD Index
67201d63 _ACTION 10007 ech sub_10001CCO 1.000 3 23 Same rare MD Index
67201e43 _ActionOnTempFile 10001dal sub_10001DAD 1.000 i3 33 Same rare MD Index
6720297 CheckVirusRcAndSetErrorRe 10002030 sub_10002030 1.000 1 21 Same rare MD Index
00190 67202d14 _V5GetDataTypeDC 10002310 sub_10002310 1.000 ] 39 Same rare MD Index
01004 6727b398 _BASE_DCPR_LZ77_CopyString 100028a0 sub_100028A0 1 00% 1.000 1 8 Same MD Index and constants
00882 6727372 _BASE_DCPR_PIC_InitQuantizers 10002b60 sub_10002B60 1.000 4 24 Same rare MD Index
00086 6727cbad _BASE_DCPR_SOUND_Init 1000270 sub_10002F70 matCh 1.000 1l Same cleaned up assembly or pseude-code
01076 6727d4de ReadlLongSize_2 10002fd0 sub_10002FD0 1.000 ] (] Mnemenics small-primes-product
00316 6727d358 _BASE_ARCBLK_ReadAddSizeBlock 1000490 sub_10004E90 1.000 2 12 Same rare MD Index
00996 6727afb? _BASE_DCPR_FillReadBuf 100051F0 sub_100051F0 1.000 ) B Same MD Index and constants
00122 6727b15a _BASE_DCPR_HUFF_ReadWidths 10005300 sub_10005300 1.000 1 31 Same rare MD Index
00928 6727bG0e _BASE_DCPR_LZ77_ReadSymbolsCore 10005510 sub_10005510 1.000 4 24 Same rare MD Index
00898 6727ched _BASE_DCPR_SOUND_Get 10005240 sub_10005A40 1.000 9 29 Same rare MD Index
00905 6727b43a _BASE_DCPR_LZ77_BlockCore 10005c70 sub_10005C70 1.000 3 3 Same rare MD Index
00514 6727bdf1 _BASE_DCPR_PIC_Pixel 10006210 sub_10006210 1.000 2 32 Same rare MD Index
00443 6727c0b9 _BASE_DCPR_PIC_Line 100064f0 sub_100064F0 1.000 2 12 Same rare MD Index
00837 6727c191 _BASE_DCPR_PIC_Block 100065d0 sub_10006500 1.000 4 21 Same rare MD Index




CODE SIMILARITY

+‘é‘EI 4.0

@muun-n

o 22011

A N Addr \
6722853¢c V5CleanVirus 100e1fb0 SVFunc001 1.000 22 22 Same rare MD Index
6722bb3a V5GetV5Clnfo 100e34d0 SVFuncD04 1.000 22 22 Same rare MD Index
672d405d VSVirusScanFileW 100e49e0 SVFuncD18 1.000 15 15 Same rare MD Index
6727a%bc _BASE_STATE_OutputProgress 10001070 sub_10001070 1.000 12 12 Same rare MD Index
6727aadf _BASE_CRC_GetCRC 10001110 sub_10001110 1.000 5 5 Mnemonics small-primes-product
672050dd ExAmgFindHeader 10001540 sub_10001540 1.000 12 12 Same rare MD Index
6730669¢ sub_6730663C 10001620 sub_10001620 1.000 20 20 Same rare MD Index
6727d5eT _Reset_BASE_ARCBLK_Header 100019d0 sub_100019D0 1.000 16 16 Same rare MD Index
6727a7d2 _BASE_QSORT_SortRange 10001aa0 sub_10001AAD 1.000 21 21 Same rare MD Index
67201d63 _ACTION 10007 ech sub_10001CCO 1.000 23 23 Same rare MD Index
67201e43 _ActionOnTempFile 10001dal sub_10001DAD 1.000 33 33 Same rare MD Index
6720297 CheckVirusRcAndSetErrorRe 10002030 sub_10002030 1.000 21 21 Same rare MD Index
67202d14 __V5GetDataTypeDC 10002310 sub_10002310 1.000 39 39 Same rare MD Index
6727b398 _BASE_DCPR_LZ77_CopyString 100028a0 sub_100028A0 1.000 8 8 Same MD Index and constants
6727372 _BASE_DCPR_PIC_InitQuantizers 10002b60 sub_10002B60 1.000 24 24 Same rare MD Index
6727cbad _BASE_DCPR_SOUND_Init 1000270 sub_10002F70 1.000 1 1l Same cleaned up assembly or pseude-code
6727d4de ReadlLongSize_2 10002fd0 sub_10002FD0 1.000 6 (] Mnemenics small-primes-product
6727d358 _BASE_ARCBLK_ReadAddSizeBlock 1000490 sub_10004E90 1.000 12 12 Same rare MD Index
6727afb7 _BASE_DCPR_FillReadBuf 100051£0 sub_100051F0 1.000 6 6 Same MD Index and constants
6727b15a _BASE_DCPR_HUFF_ReadWidths 10005300 sub_10005300 1.000 3 31 Same rare MD Index
6727b60e _BASE_DCPR_LZ77_ReadSymbolsCore 10005510 sub_10005510 1.000 24 24 Same rare MD Index
6727ched _BASE_DCPR_SOUND_Get 10005240 sub_10005A40 1.000 29 29 Same rare MD Index
6727b43a _BASE_DCPR_LZ77_BlockCore 10005c70 sub_10005C70 1.000 23 23 Same rare MD Index
6727bdf1 _BASE_DCPR_PIC_Pixel 10006210 sub_10006210 1.000 32 32 Same rare MD Index
6727c0b9 _BASE_DCPR_PIC_Line 100064f0 sub_100064F0 1.000 12 12 Same rare MD Index
00837 6727c191 _BASE_DCPR_PIC_Block 100065d0 sub_10006500 1.000 21 21 Same rare MD Index

Line 140 of 1159



CODE SIMILARITY

SiliVaccine 3’

VSCleanVirus SVFunc001

VSDecompressFile SVFunc002
VSGetPaternPa SVFunc003
VSGetVSCinfo SVFunc004
VSInit SVFunc005
VSQuit SVFunc006







CUODE DIFFERENCE

SiliVaccine

VSDecompressFile SVFunc002

VSGetPaternPath SVFunc003

VSGetVSCinfo SVFunc004

VSReadPatterninFile SVFunc007
SVFunc008




CUODE DIFFERENCE

int __stdcall V5Init{int CallerID, char *LogID, int OldCfgSection, int *NewSection)
i

if ( !New

return - ' E' )
*NewSection = 8;

if { LogID && *LogID )

.{
LogID len = strlen(LogID):
if ( __VSCheckLogIDString(LogID, LogID_len) )
.{

result =

_15:
c_result = result;
free(c_s_wvsc);
return c_result;

if ( logID lep <=8 )
[memset(c_s_vsc-)us_hogID, 95, Bu)ﬂ
else
ogll len = 2

[memcpy(c_s_usc->vs_L0gID, LogID, Loglj_len);]

élse
{ .
sprintf(c_s_vsc-»vs_LogID, a@8lx, CallerID);

signed int _ stdcall SVFunce®S{int CallerId, const char *LogID, S_VSCONF *01ldCfgSection, _DWORD *NewSection)

£

SVFunc005

if { !NewSection )
return _result;
*NewSection = 8;

s_wsc = (5 _WSC *)malloc(@x98u);
if ( !s_wsc )
return -98;

c_LogID = (char *)LogID;
memset(s_wsc, @, @x98u);
if ( LogID && *LogID )

LogID len = strlen(LogID);

if ( _WsCheckLogIDstring(c_LogID, LogID_len) )

13:

c_result = result;
free(s_wvsc);
return c_result;

if { LogID_len <= 8 )

*

shr ECX,

rep movsd

mov ecx, ea

and ecx,

rep movsh

Jmp short loc_1@@E365A

*(_DWORD *)s_wsc->»ws_LogID =
*(_DWORD *)&s_wsc->vs_LogID[4]

__//7

else

LogID_len = &;

[qmemcpy(s_usc-)us_LogID, c_LogID, Loglj_len);l

A
-{ .y
sprintf((int)s_vsc->vs_LoglID, "%

, CallerId);



CUODE DIFFERENCE

SiliVaccine

VSDecompressFile SVFunc002
VSlnit SVFunc005
VSSetCharacterEnvType SVFunc008




c_vscinfo = vscinfo; :
if { 'wscinfo ) t)
return -99;
result = _WSCheckWSC((5_VSC *)vscinfo-»vi_vsc, (5_WSC **)&vscinfo);
if ( !result )
{
LogID = &vscinfo[2].vi_VirusPatternNumber;
c_vscinfo-»vi caller = vscinfo-»vi caller;
(memcpy(c_vscinfo->vi_LogID, LogID, 9u); |
(strepy(c_wscinfo->wi_Version, s_Engine_version);)
ottset_to_vsptn =

int
I

CUODE DIFFERENCE

VSGetVSCinfo

__stdcall V5GetVSCInfo(WSCINFO *wscinfo)

[
[

el

_wscinfo-»vi_VirusPatternNumber = 8;
vscinfo-»vwi_VirusPatternVersion = @;

;ptn
do
{

= |

_VSPTH *)offset_to_wsptn[2]
vsptn

VECLINTO;
@ -
o

vi_caller;
)

SVFunc004

signed int _ fastcall SWFunc@®4(s_VsC sc, VSCINFO
__wscinfo = _wscinfo;
if ( !_wscinfo )

return -99;
result = WSCheckWSC((S_VSC *)& wvscinfo, (5_VSC **)vscinfo);
if ( !result )
{

c_vscinfo = (BYTE *)_wscinfo;

LogID = (BYTE *)& vscinfo[2].vi
vscinfo-»vi caller =
*( _DWORD *)__
LogID += 4;
*(_DWORD *)& wscinfo-»vi_LogID[4] =
vscinfo-»wvi LogID[8] = LogID[4]:
*#(_DWORD *)__wscinfo-»vi_Wersion = *{_DWORD *)"3.918-18
*(_DWORD *)& vscinfo-»vi_Wersion[4] = *{_DWORD *)"8-
#(_WORD *)& wvscinfo-»vi_Wersion[&] = *{_WORD *)"82";
vscinfo-»vi Wersion[18] = engine version[18];
#(int *)((char *)& vscinfo-»vi_VirusPatternNumber + 2} =
_vscinfo-»vi_VirusPatternVersion = @;
xsptn = *((_DWORD *)c_wscinfo + 18);
if { wsptn )

{

_VirusPatternNumber;
vscinfo->wi caller;
vscinfo-»vi_LogID = *{_ DWORD *)LogID;

—» again.
function inlining

*(_DWORD *)LogID;

— engine version:
8.910-1002

do
{



CUODE DIFFERENCE

SiliVaccine

VSDecompressFile SVFunc002

VSInit SVFunc005

e




int _ stdcall VSQuit(5_VSC *vsc)

C_WsC

= T
LS

CUODE DIFFERENCE

result = _VSCheckVSC(vsc, @);

if (
i
i_'

{

'result

{ c_vsc && c_wsc->vs_Magic == @xBEX

SVFunc006

c_vsc = (S_VSC *)_vsc;
result = VSCheckVSC(s_vsc, vscpp); *
if ( lresult )

(ml_svio driver cleanup(); |
if ( clvsc & c_vsc->vs_Magic == OxBEASAAFF )

silivaccine proprietary function

signed int __userpurge SVFunc@@e@<eax>(S_VSC *s_vsc@<eax», S5_WSC **yscpp@<edx>, _VWSPTN *vsptn)
rs

BOOL ml_svio driver_cleanupi)

i
CHAR svio_sys_path; // [esp+8h] [ebp-184h]

if ( !ml_does_SVIO driver_file exist(&svio_sys_path, 268)
return @;

CloseHandle(8);

hsSVIO device = 8

return ml_cleanup svio service("SVIO", &svio_sys_path, 2)

1= @e
l= 8;




AN ONGOING PRACTICE

* remember the 2005 version of silivaccine?

& Siivaccine 2005

B 2T 200

]
O
In®
In’
2
b
!
In®
!
!
Ll
L

* guess what... it also uses a trend micro component
* instead of using vsapi32.dl] (user mode), authors used tmfilter.sys (kernel mode)

* this is not a one time thing.



TREND MICRO'S RESPONSE

“Trend Micro is aware of the research by Check Point on the ‘SiliVaccine’ North Korean anti-
virus product, and Check Point has provided us with a copy of the software for verification.
While we are unable to confirm the source or authenticity of that copy, it apparently
incorporates a module based on a 10+ year-old version of the widely distributed Trend
Micro scan engine used by a variety of our products.

Trend Micro has never done business in or with North Korea. We are confident that any
such usage of the module is entirely unlicensed and illegal, and we have seen no evidence
that source code was involved. The scan engine version at issue is quite old and has been
widely incorporated in commercial products from Trend Micro and third party security
products through various OEM deals over the years.

The specific means by which it may have been obtained by the creators of SiliVaccine is
unknown. Trend Micro takes a strong stance against software piracy, however legal
recourse in this case would not be productive. We do not believe that the infringing use at
issue poses any material risk to our customers.”




hiding the trend

micro components



Name Type Name

|| SVPatt00.spf SPF File 3 < || IptSvpn.961
| SVPatt01.spf SPF File

| SVPatt02.spf SPF File

|| SVPatt03.spf SPF File

|| SVPatt04.spf SPF File ,048 KB
|| SVPatt05.spf SPF File 2,048 KB
|| SVPatt06.spf SPF File 2,048 KB
|| SVPatt07.spf SPF File 2,048 KB
| SVPatt08.spf SPF File 2,048 KB
| SVPatt09.spf SPF File

| SVPatt10.spf SPF File

|| SVPatt11.spf SPF File

|| SVPatt12.spf

|| SVPatt13.spf

|| SVPatt14.spf

| SVPatt15.spf 2,048 KB
| SVPatt16.spf G722 wuuznu)ian 2,048 KB
|| SVPatt17.spf SPF File 2,048 KB
|| SVPatt18.spf SPF File 2,048 KB
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sprintf((int)&current_pattern_chunk,

File = CreateFileA(&current pattern chunk, ©x30000000, 1lu, ©, 3u, ©x80u, 0);

decrypt_pattern_file((int *)decrypted pattern_chunk, (int *)pattern_file raw, file_size);

qmemcpy (&g_decrypted_patterns_buffer[bytes mapped], decrypted pattern_chunk, 4 * 1le size >> 2));

S — SVKernel.dll
SVFunc019




voxjsdkaghghk



w w w N W

5 =
2 =

pattern_file_see +

- 23 = ;; 3. —‘:;; —g _
o4 = _ROR&__(V22: 27> | oopa P). 202

pattern_file_see + v28))5

_ *(int *)(( T3 Py S
( WORD)V35 + (7
(CWOREY (char =)mk_8_Pa%
4 'j\mk__g__PatL
'jmk_g_Patte

35, 9)5

27 9);

/

; = *(int
*( int
. ;\in"-

ROR4__V
-~ ROR4

) ((char
-3k(cha"

v21l = ROR4 (v18, 9);

Zern_file 800 + (v17 & @x7FC)) + _ ROR4__ (

;mk_g_pattern_file_80@ + (v18 & ©x7FC)) + __ROR4__ (v

V1o,

15,

2)s



DUMPED AND DECTRYPTED

AB FF FF C8 CE CD FF FF CB CE
DC C8 Cé C8 BE CF CB C8 FF FF
00 00 00 00 00 00 00 00 BE Bl

N O, .1 Iyx.....

P S8
Y. SYTIRE Y

P» o YISEYYVIELIY

V3ot « - . YUVVVVIY

Yyvvvvy

- YOI-YYIYVIIIIVY

- YIVERS Sy »o vl

B'0'0°''8"8"8 "800 8 "8 "s

—e. .3C
YIYVVIvYey. vy
3 G » O Y3 AV VET
IEy®°%,« . Y¥yyvy
YYyyyveey feee
- - - IRI<IEGYVIVYY
VY.9yyyn s
V3 A~«VVEIIYVEI %

UE2UEEEXIEEVYVY

5. . .~>$2A.....

h. .;A%.§.E.:RA
!.4.;A.ER.)—. .EK
E+8VVVZENY, GeyS.
YVe YYYOFH2 <<9-

)=> +:,+Q>806.NL
GJ 8-00) :806.6D|
.AJ& 1>, Q<R=516Y
139 :34104Q;8;58=
1362L>/>L>Q>R=1iud
J=pudy<pudy; Nyusd
{: YUOYR=UUSYIR=6
USYINOHENS. 6D | >GH
GOGiu6.69|1i+7,0
1RNOpué . Npud . My
6.Ipud.sD | $#xHpud
.8D|..xGpud.Fzud.
GJINR:G06.6D}73=>
33Q=2ud{>M4E2 ><<
1) Q>uudéy;-0//:-Q




1 SEE A PATTERN EMERGING ' <

saXXevannaa
VACSINA-1.

RAPE.2887-

00
00
00
00
00
00
00
00
37
00
00
00
00
00
00

-RAPE.2887-0...

S5

oo

00

=

.DJVIRUS

2D 45 00 01
00 00 53 S5
00 00 00 FE
00 00 49 4E

VIVIANLAI.
1183-C.ccuunennn
G720 BABE UL IRl VIVIANLAT.
00 00 00 00 1183-E.....cn.-.
45 4E 44 45
00 00 00 00

44 45 2E 37 «-....INSIDE.752

oT
41
00
91

55

00

00

U
2D 45
00 00
00 00
00

TREN Dr
56 6 SR 0SS

4C 41

00
44
00
2E

00
45
00
37

31 38
OO OO 00 00
2D 45 00 00
00 00 00 00
32 2D 45 00

.INSIDE.752-E..




1 SEE A PATTERN EMERGING

IDAFOh: 00 00 00 00 4C 41 44 59 . " " " " » DWI RUS . " » 9 2E 38 37 33 00 00 00 00 00 ..LADY.873......

IDBOOh: 00
IDB10h: 00
IDB20h: 00
IDB30h: 00
IDB40h: 00
IDBSOh: 00 ’ — =
IDB60h: 00 Y 00 00 00 c.vivienenenannns
IDB70h: 00

IDB80h: 37 . T Y 00 00 00 . .......ccc00eann
IDB90h: 00 ! A

00 ? s~ b o,

00 . s oo socic
' .RAPE.2887-0...

IDBFOh: 00 00 00 00

. . SURRENDER-E...

) -
. .INSIDE.752-E..




oo -
=

=

S0 WM AN

USCANTH Uer 3.80-1818
Copyright <c> 1998 - 2886 Trend Micro Inc.

Support Platformsz: Windows 9x-Me-NI. 2088 HP

[ —Y

JS5GetUiruzPatternInformation iz invoked
Reading virus pattern from lptivpn.?61 (2018/82-11> (1396188>

Scanning 57c6d98d5£aB635946 35 £F BR2VPHEVd65eBBcc?hdec?abbh4ca?SAB2681 ...
—>Found Uirus| [TROJ_PACKED.EGQY]

Scanning 78d8hhB24425ch623c5d185F d735178b1h5oBE 7ch? 7608692 75995A93 ...
—>Found Uirus [[BEDR_BIFROSE.SHH]

Scanning albb6b6£138cbhe44f5d8108376272357dBalefhd31151ac280bh8e4Bballe. ..
—>Found Uirus [BEKDR_PO_CI1AFF11E]

Bcanning dc3BhP%c31lal?cl1i?diSd4cda3?d2?e57db81d3e2b413fah?2%e1Bach?. ..
—»Found Uirus [[Mal_Nucrp—-21

Scanning dfbf483841dc32fA638220531bl1e?6hd41311be3dBaecclff19527%chBl ...
—>Found Uirus | [BEKDR_AGENT .AULF1

Bcanning f4cBcfB4deBieBAchi22T16606148ee?ddef 346a3ddd?Yh35ceabPee2@35. ..
—>*Found Uirus [TROJ_FAKEAU.SHC2 1

h filez have been checked.
Found & files containing viruses.




LET ME SEE THOSE NAMES ‘ o

» 3.88-16818
"vend Micro Inc.

?x~Me/NT-20808-5P

[ —Y

12-11> (13961688>

:c?5dc?ab5h4ca?7oB82681. ..

"Pch?768c69e?59956893%c. ..

131151 ac2@@h8e4Bballde. ..

d3e2h413fa5?2%el1Bach?. ..

bedBaecclff19527%9chil. ..

yadddd?7h35ceab%ee2B35. ..







HOW DO YOU SAY BKDR IN SILI? "*!
L&

prefixes
—
—_— )
i suffixes
o —_—
i o —
i —_
e



HIDING SOMETHING? 'n.

v’ files are protected with themida
v’ pattern files are encrypted
v’ malware signatures are renamed in real time



the ighored
signature



p(&mk_g detection_name,

;strwcwpzisv_malwa

F€_name_wide, | " & - .
. . ) ) £:1e t =cafl W, f A |
) Sl A= — V) \
name,
——
'TSet aMalNucrpe
UC p‘ ’ | |



TRANSLATION PLEASE!




WHAT IS GOING ON HERE?

scan file

|

is_ ? = SVIFEﬁch_J.S(SV_Struct, file_path, 0);

SetEvent(9); .

(_is_malicious? > @ && !strwcmp(&SV_malware_name_wide, L"Mal.Nucrp.F") ) €— ChQCk 3":
Mal .Nucrp.F

allCil0OUS

return -1;
mk_g last_scan_result = is malicious?; SVMain .exe
if is malicious? > @ ) =
’ ' Scan_File

++_this->detection_counter;
scan file check if not
I___Mal.Nucrp.F

|

if SVFuncOlS(a, &file_fo;scén:\v,_e) > @ && strwcmp(&SV_malware_name_wide, L"Mal.Nucrp.F") )

r
1

" mk_handle_malicious file(&file to scan w);
alicious file found = 1
SVDealer.exe

r

ﬂv malicious file found = @; Scan_File



WHAT IS GOING ON HERE?

k if

crp.F

¢ if not
lucrp.F

[.Nucrp.F") )

ealer.exe
:an_File




Scanning: 6 samples

USCANTM Uer 3.00-1018

Copyright <(c)> 1998 - 208086 Trend Micro Inc. H

Support Platforms: Windows 9x/Me/NT/28008/XP

USGetUirusPatternInformation is invoked o}
Reading virus pattern from lptSupn.961 <(2018,/82/11)> <(1396108)>

Scanning 0977fdaacBal33fec2?ea3f67ad8225c434506221482d150e92d766ec973...
—>Found Uirus| [Mal_Nucrp-51

Scanning 3c35fce28b23ehBa93311d183312963fe?3f0B622dfdaB3a53aabff?18a...
—>Found VUirus| [Mal_Nucrp-51

Scanning 54a82268a8cadcabhf999767h58c%edeS51hf 74ea3aleddB4e3£f6731372h. ..
—>Found Uirus|[Mal_Nucrp-51

Scanning 862d5eeS5hi8abadahl1@f47533f8363h446148797e349d0257113baebh31...
—>Found VUirus| [Mal _Nucrp-51

Scanning d68e649h24fdf6a8384f487da4282c55f6f22094913e837d071fe?8df3...
—>Found Uirus|[Mal_Nucrp-51

Scanning fed4lcbecdcae?c534a86dA3d86e4563870451c17014a1384eafed478ele3. ..
—>Found VUirus| [Mal_Nucep-51

6 files have been checked.
Found 6 files containing viruses.

6 / 6 Detections O / 6 Detections



WHITELISTING QA

/ if ( is_malicious? > @ &% !strwcmp(&SV_malware_name_wide, L N Ex) )
/ if ( SVFuncol8(@, &file to scan w, @) > @ & & ml_strcmp(&mk_g detection_name,

if !strwcmp (&SV_malware_name_wide, L"Mal.Nurcrp.F") ) S —— WOOPS.’ a typo @



NUCRP?

Threat Encyclopedia » Malware >  MAL_NUCRP-5

Description:

Second Level Generic Detection Name

MAL_ (e.g. MAL_VUND, mal_hifrm, MAL_OTORUN1)

This is the Trend Micro detection for suspicious files that manifest behavior and

characteristics similar to known NUWAR, TIBS, and ZHELAT variants.



WHY WHITELIST?

o existing north Korean tool 7

o possible future backdoor ?

o detection of a silivaccine component ?
o false positive © ?



the kernel side of
si|iyaccihe




Libraries

m DLL
-] - | &
" SVRegSrv.dll SVKernel.dll SvShell.dll

S T

VDealer.exe §&————— 5
L & —en
SVMain.exe "I« SVUpdate.exe'}
. Execute
0 J

Load Load Load

I0CTLs h 10CTLs Custom update
User Space

protocol 10.10.1.16

10.250.2.33
Kernel Space

Load

DPRK Intranet
Update Servers

Windows TDI Clients

® s ®

_SVFittersys 2 BETEERE - SEBSE
Drivers —i—y

\Device\TCP w




Detect It Easy 1.01

File name: C:/Usersfanalyst/Desktop/SYHook, sys
Scan | Scripts | Plugins | Log
Type: PE Size: 14348 Entropy
Import
EntryPoint: 00006200 = ImageBase:
NumberCfSections: 0005 = SizeOflmage:
protector BopCrypt(1.00)[-]
compiler Microsatt Visual C/C+-+{2008 SP1)[]
linker Microsoft Linker (9.0} [Driver32]
100 86 = Signatures 94 ms

FLC 5 H
PE

00010000
00008000
[ 2 |

?

?

Scan

MajorLinkerVersion

Options
MinorLinkerVersion
About SizeOfCode
CireOfInitialize
Exit SizeCfInitializedData

SizeOfUninitializedData

BazeOfCode
BaseOfData

ImageBase

0DODOOOED
000000E2
0DDODOE3
000000E4
0DOODOES
ODDOOOEC

| AddressOfEntryPoint DO0000F0

0DD00OF4
000000F2
0DO00OFC

00010000




ﬂ Detect It Easy 1.01

(ITINTTTRERIITIRERTER:E

Yalue

Meaning

0108

09

00
00002000
0DO00G00
00000000

PE32

00006200

reloc

00001000
00003000
00010000



BORPCRYPT?

Kpuntep BopCrypt Bepcus: 1.0.36

Pasmep: 750 Kk OC: Windows 95/98/NT JobaeneHo:

OnucaHue:

BopCrypt npegHasHa4veH ans: 1. 3aWuTbl UCNONHAEMBIX MOAYNEN (NporpamMm) oT UCCNefoBaHUs
anroputMa paboTbl (Nocne HanoXeHus 3alluThbl NporpaMMbl ocTaloTca paboTaloWwnmm); 2.
CoKpbITUA pecypcoB B Moayne; 3. KoHTponsg uenocTHocTH dpaina. Jemo-Bepcud. BopCrypt umeeT
cneaylolne xapaktepucTuru: 1. lWudgpoeaHue/paclungpoBanue: a) Mcnonbayetca NoNMMOopdHLIA
pacwungpoBL MK/ 3aWIMPOBLLMK (Kb pas reHepUpyeTcs CBOW pacluMgppoBLUWK BMECTE C
3allNpPOBLLWKOM, KOTOpbIE peann3yloT HOBbIW CreHepUpOBaHHbIA anropuTM WKW poBaHus) b)
LndpoBaHue cnonb3yeT B Ka4ecTse OAHON M3 YacTeN KITo4a KOHTPONMbHY CYMMY MCXOQHOIO
dharina v KpUTHU4ECKUE y4acTkWM NporpaMmbl 2. [JoNONHUTENBHO NPUMEHAETCA aNTOPUTM CHaTUS
"LZ": a) CTeneHb cxatua B cpegHem coctaenseT 40-50% b) CxaTue ncnonesyeTtcs 4o
WwuchpoBaHua 3. AHTMOTNAAoYHbIE NpUEMEI: a) Mcnonb3yeTcs pag aHTUOTNaA0YHbIX MPUEMOB,
NoaToMy He 3anyckaiTe 3aluileHHbIe dainbl NpU YCTaHOBNEHHbIX OTNag4uKax

Cka4artb ¢ 3apybexa JoMaliHAs CTpaHu4Ka Jdemo




WHAT IS THE ANSWER?7??

Name Virtual Size Virtual Address | Raw Size Raw Address | Reloc Address | Linenumbers
000001CO 000001C8 000001CC 000001D0 000001D4 000001D8 000001DC
Byte[8] Dword Dword Dword Dword Dword Dword
et 00001966 00001000  00001A0 00000400 00000000 000000
.rdata 00000142 00003000 00000200 00000000 00000000
.data 00000020 00004000 00000200 00000000 00000000
INIT 00000420 00005000 00000600

.reloc 00000000 00006000 00001200

<

h B = o p
6 A B CDEF /| Ascii |

00000000 EEEEBEEEEEEEEEEE
00000010 E}4 E®A®]x- eCBIe?
00000020 140 rCBISe n¥UOrC
00000030 7 BE-+ JE.F:%U0rCEES
00000040

00000050

00000060 «N|- “"BEBBESH! 24B
00000070 : BBE=®E- 0F Jhe ks
00000080 ®ENIFEL "EeNE NEoH
00000090 7 E{ ®E@EeuA?0B6IA?
00000040 WL64&<«PEEE |« bCEEE
000000B0 1= 1CEEBI= 1 VEEBI=
000000C0 ] I1EBEE1= IEEEBIZ | !
000000D0 K" rCBXIZrCBHG +
000000ED Te): Isk!%UVrCEBHO
000000F0 ) ‘G 7E1=T EEIe]:

KIRrCB® En®kn



WHAT IS THE ANSWER?7??

Virtual Size Virtual Address | Raw Size Raw Address Reloc Address | Linenumbers

000001C8 000001CC 000001D0 000001D4 000001D8 000001DC

Dword Dword Dword Dword Dword Dword
00001000 00001A00 00000000 00000000
00003000 00000200 DOO0000 )
00004000 00000200 DOO000O ‘

00000600 0000000\
o)

SCll
oEEBBERZ
EX- E®,
TRl
BE{JE

ad0 BE BE IFEIT

goonoosn - 6 42 E}{ E®A® . | =BEBEE
00000060 42 42 42 42 ‘ «N|- “"BEBBESH! 24B
00000070 | 42 42 : BBE=®E- 0F Jhe ks
00000080 0 ®ENIFEL "EeNE NEoH
00000090 42 E{ ®E@EeuA?0B6IA?
00000040 ‘ > 42 7 42 42 | WL6&«EBE]«hCEEE
000000B0 2 1= 1CEEBI= 1 VEEBI=
000000C0 42 4 4 ] » 42 42 1EBEE|1= I EBEBL

0000oopo 42 KU rCBXUZrCBHS +
000000ED 42 Ie |2 Ik BUVrCBHS
000000F0 ) 42 ¢ ‘G 7E1=T EElle]:
oooooioo 3 4 KURrCB® ES®E !



SVFILTER.SYS

= file system filter driver
» Joaded and utiized by SVDealer.exe
= 2 main functionalities:

= real time scanning on file access
= protection of anti virus binaries



SVFILTER.SYS IN X NUTSHELL

waste some time

\

Is file an AV binary?
mk_strcmp_ascii(file_name_, SiliVaccine_install _dir, strlen(SiliVaccine_install_dir))
| mk_strcmp_wrapper(8 e_name_[strlen(file_name_) - 4], )
&& mk_strcmp_wrapper(&file _name_[strlen(file_name_) - 4],

Waste a lot more time

¥

Scan file with SVDealer. Infected?

mk_signal SVDealer_to_scan(file_name_, do_scan_file);

mk_g malware_detected_by_ SVDealer )

Curren - ~><a S.oTatus =
ail.Ove e += ol &




SVHOOK.SYS

» Joaded and utilized by SVMain.exe
= doesnt actually hook anything
= used to query object metadata from kerne]

= odd and confusing...
= contains 13 ioctls, only 3 are ever used

= very buggy



yolu CORYy?

+ d = n £ n
= = . g e SVMain.exe
I “input.Ha = inf pro

ind = (int)&IOCTL input;

nl_SVHbok_device_icctl Ox

Y

s SVHook . sys
if ( input_buffer_length == 12 )

io_status->Status = STATUS_INVALID_ PARAMETER;

io_status->Status = mk_close_handle_if_inheritable(input_buffer);




OB YES 1 CORY

~ pbgPrint( _ ‘

ovTE

‘ DbgPrint(

= \ & O f

|
0o

4
w
<
—
m
T
+
}

DbgPrint(

if ( (unsigned int)PID < PID_LIMIT )
=
{
1 ~ i DbgPrint( - ~ )3
~ ot T Aun- ome » T DTN Q
i AT > flag = 1; status = J e : 1(P1D, &p eprocess)
YUTPUT dup->some_ T ; )3
DbgP."int? :
s BYTE *)PID + 43) )
r
L —— 1
=i lag = 1

" Db rint(
T )s gPrint
DbgPrint( i



OH YES I CORY

. Dbgprint ll nnwn I "mnn vnu

DbgP"int oo
) N -.nn‘
-
-, i
DbgPrint Y
BVTE e

\1
;- “k
27 80 WE REVERSE ENGINEERED A DRIVER




who is behind

silivaccine?




VERSION INFO

1 VERSIONINFO
FILEVERSION 4,0,5,5
PRODUCTVERSION 4,0,5,5
FILEQS Ox4

FILETYPE Ox1

I

L

ErlLDCK "StringFileInfo”
BLOCK "0412035" e Novth Rorean establishment

VALUE "CompanyMame", "PGI" ® A‘PPea YCd as a l/(.tI/IDY D'f Dtl’ler

VALUE "FleDrescription Slivaccine Manager”

VALUE "FileVersion”, " 5.5" 4 4
VALUE “InternalName”, "SVMain" technological developments in
VALUE "LegalCopyright", "Copyright (C) 2013 Pyongyang Gwangmyong Information TechnologyfAll rights reserved.”

VALUE "OriginalFlename”, "SVMain.exe" DPRK
VALUE "ProductMame”, "SVMain"

VALUE "ProductVersion”, "4.0.5.5" b2 Specia LLzes Ln network
security software

1 VERSIONINFO
FILEVERSION 4,0,3,6
PRODUCTVERSION 4,0,3,6
FILEOS Ox4

FILETYPE 0x1

I

L

BLOCK "StringFileInfo"
I
BLOCK "000004b0"
{
VALUE "CompanyMame|, "STS Tech-Service"
VALUE "FleDescription”, "SiiWaccine Update Manager”
VALUE "FileVersion”, "4.0.3.6"
VALUE "InternalNamea", Update.exe”
VALUE "LegalCopyright”, "TODO: (c omCopyright (C) 2005 STS Tech-Servicepany name:. All rights reserved.”
VALUE "CriginalFilename”, "SVUpdate.exe”
VALUE "ProductMame”, "SVUpdate”
VALUE "ProductVersion”, "4.0.3.6"




WHO'S STS TECH-SERV
o based in the dprk

Companies with us at previous Pyongyang ITIE

« Association of Bavarian Chambers of Industry and Commerce * Association of the German Trade Fair Industry * Austrian

Embassy (Besjing) * Bavarian Bureau for International Business Relations Ltd (Bayern International) « Bavarian State Ministry

for Economic Affairs, Transport and Technology * German Federal Ministry of Economics & Technology * ltalian Trade

Commission - Government Agency (ICE) * Korean Committee for the Promotion of External Economic Corp + Korean

Ministry of Land and Environment Protection * Korean Ministry of Metal & Machine Industry * Korean Ministry of Railway —t

* ABB Ltd * Abbriata Giovanni S.rl. « Alfred Kircher GmbH « Alldos Dosiertechnik GmbH + Arneg S.p.A « Arven Sr.l

* B.Braun Medical Industries « Bavelloni Z Sp A » Blemmedue SpA. « CEAM (Consorzio Alto Milanese) « CNH lualia Sp A

* Coverco S.pA * Cubotex Srl « European Union Chamber of Commerce in Korea « FAG Kugelfischer Georg Schafer AG

* Fantini S.r.l. * FBDA - Foreign Business Development Associates * Groz-Beckert KG + Hilti Corporation * HORN Glass

Industries * IMAG - International Exhibition and Fair Service Ltd « IMR SpA « Iveco Sp A+ JVK Filtration Systems « Korea P Yo N G YA N G

General Machinery Trading Corp. * Korea Hungsong Group * Korea Jonlam Trading Co. * Korea Kumbyol Company * Korea

Kumgang Engine Joint/Venture Co. * Korea Magnesia Clinker Industry Group * Korea Ryonbong General Corp. * Koryo International Technolo gy

Natural Graphite Trd. Corp. * KSB AG « Lafer SrL « Landell Mills Ltd « LASCO Umformtechnik GmbH * Longinot Meccanica

Srl» Macpi SpA. * Manuli Rubber Industries SpA + Maschinenfabrik Reinhausen GmbH * MCS Dyeing & Finishing Machinery

* NETZSCH - Geritebau GmbH *» Obem Sp.A. + Officine Di Annone S.rl » ONDEO + Paracelsus — Klinken * Paul Wurth

S.A_ « Peace Motors Corporation * Renzaccl Sp.A » Robert Bosch GmbH * Rohde & Liesenfeld + Sacmi Imola » Sandvik AB with SPGCIG’ focus on:

* Scania CV AB * Siemens AG * Simec Sp.A_ + Sisma Sp A » Specht - Teso Ten Elsen GmbH & Co. KG « Spirax Sarco Ltd Information Techno}ogy‘
vice F Valente SpA » Weckerle GmbH

o

& Infrastructure Exhibition

Communications & Electronics;
Transport / Logistics & Railway Technology




WHO'S STS TECH-SERVICE?
o based in the dprk

o government entity? or private company?

o according to a source: subdivision of the kpa

o kerea peoples army

o trend micro states engine leaked from a 37 party
o is the company cennected with ether companies eutside dprk?



THE JAPANESE CONNECTION

j2Pay)

A PA X

Ooﬁyright C) 2005 SilverStar Japan.
Copyright (C) 2005 STS Tech-Service,

JIPNES

north korea

STS Tech- Service




nams

LS A AN /)



A

THE JAP



examining the
package




?

NO BATKDOOR




EXAMINING THE PATKAGE

Forwarded message - .
From: Yong Hak Kang <urimir  Neme Date modified
gﬂt?e;u?\.lcljrltjfz ?({erglliiﬁ.lurﬁi SiliVaccine4.0_2014_07_08.exe 7/8/2014 2:12 PM

To: "martyni@northkoreatech.org <maryni@nornkoreatech.orgs

Hello.
| am a computer engineer, Kang yong hak in Japan.
I'd like to introduce a antivirus vaccine called 'Silivaccine 4.0" in North Korea to you

| attached the program setup file and readme file.

Good luck Il

SiliVaccine4.0_2014_07_08.zip




EXAMINING THE PATKAGE

Forwarded massage -
From: Yong Hak Kang <urimir  "Neme
Eﬂ::’P,Tt”E cjlrlt'}: 82014 at 1157 oy Giivaccined.02014 07.08.exe

To: "marty orthkorea g <martynia

Hello.

| am a computer engineer, Kang yong hak in Japan.

I'd like to introduce a antivirus vaccine called 'Silivacc
| attached the program setup file and readme file.
Good luck Il

SiliVaccine4.0_2014_07_08.zip




Frum Ynnq Hg

| am a compy

I'd like to intr

Good luck Il

SiliVacci




Name Date modified

B silivaccined.0_2014_07_08.exe 7/8/2014 2:12 PM

No additional info available

@rerrneinnasnnannnans
S EEET RN R e L]

Name Date modified Name Date modified

B silivaccined.0_2014_06_25.exe 11/22/201 7PM

% svPatch4.0_2014_07_08.exe 5/15/2014 3:42 PM

CompanyName STS Tech-Service CompanyName

FileDescription Setup Launcher FileDescription

j FileVersion

FileVersion 4.0

InternalName Setup InternalName
LegalCopyright Copyright (C) 2007 Macrovision Corporation LegalCopyright
OriginalFilename Setup.exe OriginalFilename

ProductName SiliVaccine

Microsoft® Windows® Operating System



B silivacq

Property

CompanyN
FileDescript
FileVersion

InternalNary
LegalCopyri
OriginalFile
ProductNa

EXAMINING THE PACTKAGE

All rights reserved.

perating System




Name

b R L THE DARKHOTEL APT

A STORY OF UNUSUAL
3] commate s HOSPITALITY

-

This certificate is intended for the following purpose{s): -
-

e from software publister Ve rsion 11 KAs PE Rs KYﬁ

* Protects software from alteration afterpublication
- November, 2014

Subordinate
CA Root CA/lIssuer Owner Status Valid From Valid To
thawte thawte Primary  Xuchang Hongguang Revoked 7/18/2013 7/16/2014
Root CA Technology Co.,Ltd.
shal/RSA (2048bits)

Issued to: Mingbo ngu zhidian Electric Power
L

Technol o Lid.

Issued by: Thawte Code Signing CA - G2

thawte thawte Primary  Ningbo Gaoxinqu Revoked 11/5/2013 11/5/2014
Root CA zhidian Electric Power
Technology Co., Ltd.

shal/RSA (2048bits)

valid from 11/5/2013 to 11/6/2014

Install Certificate...| Issu
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Name Date modified
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KASPERIKY#

Status Valid From Valid To
Xuchang Hongguang Revoked 7/18/2013 7/16/2014
Technology Co.,Ltd.
shal/RSA (2048bits)

pegbo Gaoxinqu Revoked 11/5/2013 11/5/2014
an Electric Power
ology Co., Ltd.
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MALWARE STAGE 1

Reconnaissance. The sample executes the following commands in order:

date /t
time /t
systeminfo
task

dir"c Program Files\"

dir"c:\Program Files (x86)\"
netstat -na

arp -a

dir "%s"

dir "%s"
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JAKU is the name given to the investigation, surveillance
and analysis, by the Forcepoint Special Investigations
team, of an on-going botnet campaign. OTHERS, 12%

Forcepoint Security Labs has identified the
precision targeting and tracking of a small
number of individuals of various
nationalities. These individuals include
members of International Non-
Governmental Organisations (NGOs),
Engineering Companies, Academics,
Scientists and Government Employees.
North Korea (DPRK) and Pyongyang are
the common theme shared between these
individuals.

The JAKU campaign has clear connections with the TTPs used by the threat actors discussed by
Kaspersky in the DARKHOTEL investigations from November 2014. This paper recognises the extensive
contributions by Kaspersky in this area and acknowledges their detailed work.
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fina) words




CONCLUSION

v silivaccine has been illegally using trend micros =

engine
v silivaccine authors tried to hide this fact
v silivaccine explicitly whitelists a specific sighature
v’ installation comes bundled with jaku malware



UNANSWERED QUESTIONS

v how did silivaccine authors obtain access to

trend micros proprietary components?
v’ what is the exact purpose of the whitelisting?
v’ is jaku part of silivaccine or was martyn the target?
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