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Smart contracts analysis for...

0 Users/ICO O Security researcher @
» Due diligence » Bug hunting Q a
» Understand the Logic » Vulnerability research @
O Company O Threat intelligence team
» Security audit » Transaction tracking
» Bytecode Optimization » Analyze smart contract interactions
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Smart contract applications

@ Warehouse

@ Household
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Directions

how to ditch a third party

d

Alice wants to Bob wants to Alice puts an
sell a widget buy a widget ad for selling a
for $100. for $100. widget,

posfing $10 as

collateral.

An 2-2 fransactionis  The funds are Alice puts $10, and
created that gives deposited into the Bob puts $105 into
Alice $110 and Bob address only affer a 2-;mulﬁsig

$5. both parties address.

Alice signs her half sign.
and ships the

widget.

Bob retains the
power to not sign.

:'lere,hbo‘lh parties
ose their
collateral. (

‘B;Lbe:' :srz:il",:f The 2-2 fransaction

the widget. completes, and
Alice fis$|'leg0w“hd° §
nef o , an
Bob with his new (> U
brought to you by : widget.

Random Directions



Today's talk...

O WILL NOT be about:

Blockchain concepts (PoW/PoS/BTF/Merkle trees/Mining)
Cryptography (SHA-3/Keccak/RIPEMD160)
TheDAO/Parity bug/[Insert Your Hack Here]

If you should HOLD or NOT...

vV v. v Y

O WILL BE about:
» Smart contracts
» VM implementations
» Assembly language & Instructions set
» Disassembly / CFG reconstruction

» Octopus
» https://github.com/quoscient/octopus

O
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https://github.com/quoscient/octopus

Top 100 Cryptocurrencies by Market Capitalization

Cryptocurrencies - Watchlist usD ~ Next 100 — | View All
“# Name Market Cap Price Volume (24h) Circulating Supply  Change (24h) Price Graph (7d)
1 @ Bitcoin $131,630,663,771 §$7,706.55 $4,817,210,000 17,080,362 BTC 0.86%
1 ) 2 4 Ethereum $60,706,993,741 $607.52 $1,926,250,000 99,925 918 ETH -0.39%
3 «§ Ripple $26,563,609,126 $0.676926  $283,516,000 39,241,525,848 XRP * 0.19%
4 @ Bitcoin Cash $19,652,477,164 $1,138.72  $635,736,000 17,170,575 BCH -0.76%
5 @& EOS $12,350,553,071 $13.78  $985,357,000 896,149,492 EOS * -2.12%
3.
6 Litecoin $6,884,229,680 $121.04  $356,839,000 56,876,598 LTC -0.51%
7 & Stellar $5,527,306,942 $0.297553 $52,481,500 18,575,873,684 XLM * 1.06%
8 # Cardano $5,500,687,285 $0.212160 $83,969,500 25,927,070,538 ADA * -2.43%
9 £ I0TA $4,764,253,882 $1.71 $80,402,000 2,779,530,283 MIOTA * -0.07%
2 10 & TRON $3,894,674,866 $0.059236 $178,789,000 65,748,111,645 TRX * -0.98%
11 @M NEO $3,488,758,000 $53.67 $79,111,800 65,000,000 NEO * -1.25%

J
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ethereum
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What Is Ethereum?

O “Ethereum is a decentralized platform that runs smart contracts: applications that run exactly as
programmed without any possibility of downtime, censorship, fraud or third-party interference.”

O Create by Vitalik Buterin & Gavin Wood - 2013
» White paper: Description of the prolecj[_ | | » ,'
» Yellow paper: Ethereum's formal specification (Technical) —_— =
» Open source /v_ \*—\
O Ethereum Virtual machine (EVM) = =
= b

O  Smart contracts \ /

» Application stored & execute on the blockchain
» DApps (Decentralized Application) —
E —®|

© QuoScient | REcon Montreal 2018
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https://github.com/ethereum/wiki/wiki/White-Paper#ethereum
https://ethereum.github.io/yellowpaper/paper.pdf
https://github.com/ethereum/

Ethereum full node

O Anode is:
» Piece of Software
» Connected to other nodes
» Maintains locally a copy of the blockchain

© QuoScient | REcon Montreal 2018
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0 Geth
» Golang

Major full node

Ethereum
foundation

~ 35%

O Parity
» Rust

» Fast, secure, light
» Parity team
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Smart contract application - BApps

MESSAGES \

c
=0
BLOCKCHAIN

Smart contracts

\ Back-End

EVM Transactions
TWEBUI | HTML CSS JAVASCRIPT /% )
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Smart contract creation Process

Development, deployment & interaction

| i
| Parity |
I I .
i . Deploy by transaction
Source code: *.sol i |
| Geth |
I I
| |
Solidity compiler: solc , Cpp- | <Contract addressl
ethereum ! Ethereum
I
ll | _ blockchain
Puth  Interact by transaction
Contracts bytecode ythereum 1 >
and ABI !
I
Development | Ethereum node |
© QuoScient | REcon Montreal 2018 06/16/2018
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https://doi.org/10.1016/j.future.2017.08.020
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Development languages

Solidity

contract Mortal {
/# Define variable owner of the type address #/
address owWner;

* This function is executed at initialization
and sets the owner of the contract =/
functicn Mortal({) { owner = msg.sender; }

/* Function to recover the funds on the contract #/
function kill{) {
if (msg.sender == owner)
selfdestruct{owner);

}

contract Greeter is Mortal {
/* Define variable greeting of the type string #/
string greeting;

{* This runs when the contract is executed */
function Greeter(string _greeting) public {
greeting = _greeting;

/* Main function #|
function greet({) constant returns {string) {
return greeting;

O }

© QuosScient | REcon Montreal 2018 06/16/2018
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https://vyper.online/
https://remix.ethereum.org/

Remix

Online Web IDE for Solidity smart contracts development

B B yntitled2 X Untitledd  Untitled

pragma solidity ~0.4.8;

contract Hello { . SOl

// A string variable
string public greeting;

// Events that gets logged on the blockchain
event GreetingChanged(string _greeting);

// The function with the same name as the class is a constructor
function Hello(string _greeting) {

greeting = _greeting;
}

// Change the greeting message
function setGreeting(string _greeting) {
greeting = _greeting;

// Log an event that the greeting message has been updated
GreetingChanged(_greeting);
}

// Get the greeting message
function greet() constant returns (string _greeting) {
-greeting = greeting;

e 4 o o6 % v O 72 4
Solidity version: 0.4.8+commit.50cc 1668 Emscripten.clang
Change 10: 0.4.10-nightly.2017.3.3+comnit.6bEdBI4L ~|
TextWrap  Enable Optimization 3 Auto Compie  © Complie
Altach Transact M Transact (Payabie) ™ Call | evm |
n
v Hello 1403 bytes
At Address Create string _grooting
Bytecode B06060405234610000576040516105703803806105708323581016040528
Intertace [{"constant*fa'se, “inputs™:[{"name™:"_greeting”, type™:"string*}1, name"; "set
Web3 depioy

vor _greeting = /* vor of type string here */ ;
| var helloContract = web3.eth.contract([{"constant™:fal

var hello = helloContract.new(
-greeting,
{
from: web3.eth.accounts[@],
data: 'Ox0060604052346100005760405161057b38038061
gas: "4700000"
}, function (e, contract){
console.log(e, controct);
if (typeof contract.address !== 'undefined') {
console.log('Contract mined! address: ' + con

| .abi

}
B

_—

br2r://aB3d003440¢b03923dda03aI661138¢ 1a012814014325116¢411c8326(

© QuoScient | REcon Montreal 2018
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Smart contract creation Process

Development, deployment & interaction

Source code: *.sol

Solidity compiler: solc | |

4

Contracts bytecode
and ABI

4 mmm r mmm o mmm s mmm om0 mmm o ommm o ommm s o om0 ¢ o mmm v o r w7 mm ¢ ey
.

Development

© QuoScient | REcon Montreal 2018
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Parity

Geth

Cpp-
ethereum

Pythereum

thereum node |

I
|
I .
. Deploy by transaction
|

C: ]

I
I
|
: Contract address
: Ethereum
i blockchain

 Interact by transaction
3 >

I

|



https://doi.org/10.1016/j.future.2017.08.020

EXxisting contracts on etherscan.io

Only bytecode is mandatory to create a contract account

Contract Source Code <>
pragma solidity »b.4.11;

* @title Ownable
* @dev The Ownable contract has an owner address, and provides basic authorization control

1
2
3
4~ fhn
5
]
7 * functions, this simplifies the implementation of "user permissions”

8 *f

9 ~ contract Ownable {

10 address public owner;

11

12

13~ fww

14 * @dev The Ownable constructer sets the eriginal ‘owner’ of the contract to the sender

15 * account.

16 74

17 ~ function Ownable() {

18 oWner = msg.sender;

19

20

21

22w

23 i/@dev Throws if called by any gccount other than the owner.

24 *

25+  modifier omlvOwner() {
4SEEEEEEER
. - m
u I u

COHIFBC"AB|¢ ‘I;IIIIII.

Y
[["constant“:true,"inputs":[{"name":“_interfaceID",“type“:"bytesd“}],"name”:"suppnf
yable":false,"stateMutability":"view","type":“function"},["constant“:t:ue,”inputs"i
ddress"}],"payable":false,"stateMutability":"view", "type":"function™}, ("constant":y
ame":"_preferredTransport","type":"string“}],"name":"tDkenMetadata","Dutputs":[{“EE
Hutability":"view","type":"functicn"},{"constant":true,“1nputs“:[],“name":”p:omoc:é

g"}],"payable":false,"stateMutability": "view", "type™:"function"}, ["constant":falsey
kenId","type":"uintZS&“]],"name":"apprcve","Dutputs":[],"payable":false,"stateMutai

L
g, "inputs":[], "name":"ceohddress"™, "outputs": [ {"name™:"", "type":"address"}], "payably
["ccnstant":true,"inputs":[],"name":“GENG_STARTING_PRICE“,"Dutputs":[{“name“:“",“ti

L]
L]
L]
L]
L]
L]
L]
L]
L]
L]
L]
L]
. ayable":false, "stateMutability":"view", "type”:"function"}, {"constant™:true, "inputsy
L]
L]
L]
L]
L]
L]
L]
L]
L]
- "
Yol el r e T Pr el e R w ey e e e e e e e e e e e e d e

Switch To Opcodes View | Find Similiar Contracts

Contract Creation Code .evim

606060409081526002805460a060020a60Ef02191690556101c0905190810160409081532603c825260
13261021060a0820152611c2060c0B820152613840602082015261708061010082015261e1006101208

Gl8052015262093§8061612052Dl52620DDG%?BDEDD3936008620034&456555DEDGfGDDSSSGEG?lafd

O0x60606040526004361061 0005563 ffFff7c010000000000000000000 000
ea’b31461014957806318160ddd14610184578063230E72dd146101a937806335]
1461023957806395d89D04114610252578063a305%cbbl14610271378063caebcal
1610333565b6040531808060200182810382528536181518152602001%130805119
305080509081 0190601£16801361013b37E8082038053160018360200361010004a
1016e60048035600160a060020a031620602001356103d1565b604051590153151]
3190E15260200160405180210390£35b34156101b457600080£d53b61016260014
T600080£d3b6l101ebsl04af5a3ibe04053160ff21821690%116815260200160405]
80£fd5bel10157600160a06002080360043516610561365b341561024437a6000801
0fd3bel00dlel068e363b341561027c37600080£d3bel02266004803536001604a
600160a060020a031690602001209150803520602001%02190803590602001204
1906020840183838082E8437530949635061070825503050503050365b341561031 4

Constructor Arguments

Q0000000002000 020000200000000000000000002000000002c688a2f0bb140 0001
2000000000000002000020000000000000020000200000000000008000002000]
Q0000000000000 02000020000000000000000000000008336868704365726001(]

£ Swarm Source:

bzzr://5451f726cc92509980%e11C¥07ba%1b6401dcB0ceee37faB5a0343b00Y



https://etherscan.io/

Bytecode decomposition

Q
» Run the contract constructor
» EXxecute once to store the runtime code on the blockchain
» Can be present in “Contract creation code” on etherscan.io

0 Runtime code
» Stored on the blockchain
» Executed for each transaction with the contract

O Swarm Hash (a.k.a. bzzhash)

» Merkle tree hash use to retrieve the content of the
associated persistent storage of the contract

Concatenated at the end of the code
Magic number: 0x627a7a72 (bzzr)

© QuoScient | REcon Montreal 2018

608060405260043
61061004c576000357c01000000000000000000000000000000
00000000000000000000000000900463££f£fff£f££f16806341c0le
1b514610051578063cfae321714610068575b600080£d5b3480
1561005d57600080£d5b506100666100£8565b005b348015610
07457600080£d5b5061007d610189565b604051808060200182
810382528381815181526020019150805190602001908083836
0005b838110156100bd57808201518184015260208101905061
00a2565b50505050905090810190601£1680156100ea5780820
380516001836020036101000a031916815260200191505b5092
50505060405180910390£35b6000809054906101000a900473£
e ffffffl1673££££££EE
e Effffffff163373fffffffffffff
e fffffffffffff161415610187576000809054
906101000a9004 7 3 fffffffffffffffffffffffffffffffffff
fEfff167 3 ffffffffffffffffffffffffffffffffffffffffle
££5b565b6060600180546001816001161561010002031660029
00480601£016020809104026020016040519081016040528092
919081815260200182805460018160011615610100020316600
2900480156102215780601£106101£657610100808354040283
529160200191610221565b820191906000526020600020905b8
1548152906001019060200180831161020457829003601£1682
01915b50505050509050905600a165627a7a72305820d£97826
8dd1593a7bbc753b£fb0404d8353b4c6ced383d8107c926d5003
e40c060029
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Ethereum Virtual Machine

Architecture

Stack machine EVM
Turing complete SSTORE
Instruction set ~180 Opcodes
SLOAD
|
Memory type ROM RAM
: : non-volatile
Stack  volatile  byte-array (list [])
MSTORE
Memory volatile byte-array (list [])
MLOAD
CALLDATALOAD -
Storage persistent key-value database (user_supp”e: data) ROM RAM
(dictionary {}) volatile

O 0
© QuoScient | REcon Montreal 2018 06/16/2018 @
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EVM Instructions set

0x00 — Ox0B Stop and Arithmetic STOP, ADD, SUB,
Operations MUL, DIV, EXP

0x10 — Ox1A Comparison & Bitwise LT, GT, EQ, ISZERO,
Logic Operations AND, XOR

0x20 SHA3 SHA3

0x30 — Ox3E Environmental ADDRESS, CALLER,
Information CALLDATALOAD

0x40 — 0x45 Block Information BLOCKHASH,

COINBASE, NUMBER

0x50 — 0x5B Stack, Memory, Storage  POP, MSTORE, JUMP,
and Flow Operations JUMPI, JUMPDEST

0x60 — OX7F Push Operations PUSH1 — PUSH32

0x80 — Ox8F Duplication Operations DUP1 - DUP16

0x90 — Ox9F Exchange Operations SWAP1 — SWAP16

OxAO — OxA4 Logging Operations LOGO - LOG4

OxFO — OxFF System operations CALL, RETURN,

DELEGATECALL

>

Decoded Bytecode :

[1] PUSH1 Ox80

[3] PUSH1 Ox40

[4] MSTORE

[6] PUSH1 0x04

[7]1 CALLDATASIZE
[B]LT

[11] PUSHZ Ox004c

[12] JUMPI

[14] PUSH1 0x00

[15] CALLDATALOAD
[45] PUSH29 0x0100000000000000000000000000000000000000000000000000000000
[46] SWAP1

[47] DIV

[52] PUSH4 OxfFFFeef
[53] AND

[54] DUP1

[59] PUSH4 0x41c0e1h5
[60] EQ

[63] PUSHZ 0x0051

[64] JUMPI

[65] DUP1

[70] PUSH4 Oxcfae3217
[711EQ

[74] PUSHZ 0x0068
[75] JUMPI

[76] JUMPDEST

[78] PUSH1 0x00

[79] DUP1

© QuoScient | REcon Montreal 2018
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Control flow Instructions

Simplify description Basic block position

JUMP Unconditional jump Last instruction
JUMPI Conditional jump Last instruction
RETURN , STOP Halt execution Last instruction
INVALID

SELFDESTRUCT , REVERT

JUMPDEST Marks a position within the code  First instruction
that is a valid target destination
for jumps

EIP 615: Subroutines and Static Jumps for the EVM By Greg Colvin
New branch opcodes: JUMPTO, JUMPIF, JUMPSUB, JUMPSUBY, ....

© QuoScient | REcon Montreal 2018 06/16/2018
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Edges identifications

Static analysis vs dynamic analysis

O Static analysis only works if:

» Jump target offset is pushed on the stack

» Just before the JUMP/I

JUMPDEST
PUSH1I O
DUP1
REVERT

© QuosScient | REcon Montreal 2018

41: DUP1

472: PUSH4 cfae3Z2l7

47: EQ

|48: PUSHZ 68

db: JUMPI

¥ \

68: JUMPDEST
69: CALLVALUE dc:
ba: DUP1 4d:
eb: ISZERO 4f:
6c: PUSHZ 74 50:
6f: JUMPI

O And fails if:

>

» Stack operations are used to put the jump target on
top of the stack

Stack
operations

365: JUMPDEST
366: POP
367: POP
368: POP
369: POP
36a: POP
36b: SWAP1
36c: POP
36d: SWAPI
36e: JUMP
v
2722 : JUMPDEST

06/16/2018
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Control Flow Graph (CFG) reconstruction

Static analysis Dynamic analysis (stack evaluation)

|block 0| |hlock 85| |J:|lo<:l-;_9a| |]:|lock_a4| |hlock_h9| |]:|lo<:k_f2

~ ”ﬂ_lblock_ﬂ
/ block_d|

[block_7d| |[block_79]

leck_3eE|

block_41 block_72

|b1u:n:'k_-'-1|:'| |b1\;ck_8?| |t:.1c:-ck_?9| i..t;lc:-ck__."ci|

— T~ L
|blu:n:k_5'.f| |b1|::c'k_9|:'| |b1u::-::'k_8n=_-| |b1c:-ck u2| |blu::n:'k 1-:ua|
N ! |

|block 4<:| |J:|locl-; 92Hblock Se |J:|lock 1<:a| |block 1cé

|bln::-|:k 52| |bln::|:k aE| |b1c-l:k 28|:'| |b1c-|:k 1cu| |blc:n:k 1l:6||b1c:-l:k ll:'a|

block_9c block_led | = I ~ I I
|b1c:-|:k 6d| [block_bb| [block_ad] |bln:n:k bl] [block_a4] [block_ 242| |blc:n:k 246 [block_85]|

|block_62| |;:;lo<:k a6| |block_246| |J:|lock_242 7~ ]
/=] L~ [block_cz]|[block_cé] [block_24a
|block_39%e| |block_354 | |5fm.:k_359|

hlock 6d| |hlock_h]:|| |]:|lock_]:|1| |hlock_ad| |]:|lock_28c|

block_c2|| block_2da

|blo<;k_c6 | |block_g58 | |]:|lock_354 |

block 3%e

O block_3ed
j © QuosScient | REcon Montreal 2018 06/16/2018 @
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Simplify visualization of the smart contract CFG

_|black G! _ block 77d

j;lack_d|_|blo.~:k_1bf|

blogh_al] “Tblock_as

Lb] ;-ck::cl |b.-]1.kcpr:k_£~.1| [block_ac| .-|.-t.::lack_£~G |
LblhiL_Eﬂ ‘A|blr:-c'k_a.f| |blcpr:k_al..|.-.|..b‘la-:-k_.15| |block_1a_i.|
IJJ].TLGﬂ [block_ ea| [block_ b6-|..|“k.;lock _ba| |black_253| |black_ifb”|-“|.k;iack Lff|
[blw ¥_td| [block_l2a|[block_ef] |black f3| |[block_ 2ﬂ| | |black 279| |block_252| |black 256 |

I I |
|L~.1a~_‘n 7ﬁ |b1ack L'”| |b1ar_~k ”'*||blu:pc-]c_ 16.=~| |black 172| |b1ack 24,|
/ | | I

[k uc]r_ aﬁ| |blr:-c-]c_ L=7| |block_13b| |L~.lor:k 13f||block_132||block_ fac||b1ar:k iuc| |block_eé| |block_ad)|

|[block_15e| |bl-:pck_l.-_-2| |block_5138] |b1ack_5m|

] —
[block_735] [block_625][block_629]
|block_g8c| [block_690|

s

[block_6c7 | |blr;ck_6cb|

j}

© QuoScient | REcon Montreal 2018 06/16/2018 @
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Dispatcher function

O Runtime code entry point is usually a Dispatcher function
» Switch on the first 4 bytes of the transaction payload
» execute the associated code of the given function signature.

O Two functions signatures here:
» 41cOelb5
» cfae3217

471:
42
477 .
48:
db:

DUP1
PUSH4
EQ
PUSHZ
JUMP I

FUNC_HASH

© QuoScient | REcon Montreal 2018
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0: PUSHL &0
2: PUsSHL1 40
4: MSTORE
5: BUSHL 4 —
7: caLLbaTtastze |[24L: STOE
8: LT
9: PUSHZ de
e JUMBI
/ N
d: BUSHL 0 ™
f: CALLDATALOAD
10: PUOSHZ2S 1000000000000000000000000000000003030000000:0000000000000000
ZJe: SWAEL
2f: DIV
30: PUSH4a ffffffff |
3I5: AND |
i6: DUPL |
37: PUSH4 '
3c: EQ
3d: PUSHZ2 |51
40: JUMBI [
J N (
51: JUMEDEST 41: DUEL |
52: CALLVALUE 42: pUSHA|cfael2l7| |
53: ISEERO 47: EQ
54: PUSHZ 5c 483: PUSHZ |66
57: JUMEI db: JUMEI
! LN /
. - ¥
— ‘///;c: JUMEDEST 66: JUMEDEST S JUMBDEST
58: BUSHL 0 o £7: CALLWALUE o
Sa: DUPBL cdi PUSHZ 64 §3: ISZERO adi PUSHL O
5h: REVERT EEE 53;:2 4 £9: BUSHZ 71 ggf EEE;HI
- T 6o JUMPL -
T ™

06/16/2018



Functions identification - Depth First Search

& 7 callable functions

_|black G!___* block 77d

Teback _d| [block_7bf |

blogk, 4l
b];Lk ’cl

|bLoex” 57| |blu:u:\_.4f| |blc:r:k}mlack as| [block_ la?
E?ﬂif_jjﬂ [blo ea||block N [61ock _ba| |b:;ﬂsg@a||b1oci_1f§|[ﬁio3h\&;f|

[blﬁ_?_ﬁs] |b1ock_@2d||b1ock‘gg||block f?||blacl a7 E¥?ﬁ?§h‘¥_21§| |blacki2;;T$gi9ck_256|

|b1«~_’,<|_7ﬁ |blee _L3_L.| I ||L~.1.:w:1cl_ 36e | BN _372| |b1ack\ a5

[b2 2 81||black‘L=7||black 1) B » 132 [block_48c o 4 ﬁ?fé??QEE] ﬂ?ﬂiﬂf*fw

— )
|[block_ L=-=~||L~.Nk 162 | |block_519 ck_51d|

|[block J735|  [block_s2s| bla :

block_ 128

hlogh l8e |[block_68c| [blod\ 690

o~
[block_6c7] [bloN 6ch

© QuoScient | REcon Montreal 2018 06/16/2018




. »Q
Transaction payload

O Function signatures/identifiers: First 4 bytes of the sha3 (keccak256) of the function prototype text

51 explorer.web3 sha3( .encode ( ) .hex())

'EBEGELLLLER?0dbdaad3245b82b92d99905876002F2ebccB8216cd475a481e0b7414

0 Composition :
» Signature (function ID) kill() 0x41c0elb5

8 (address) \ “greet()” Oxcfae3217
> (uint) “attack(address,uint)” Ox6ebb6d80

O Arguments size: 256-bits words

© QuosScient | REcon Montreal 2018 06/16/2018 @



Functions name & arguments type recovery

>

0: PUSHL 60
2: PUSHL 40
Function signature reverse lookup database - https://www.4byte.directory/signatures/ is veroms
7: CALLDATASIzE |[22%1¢ STOP
8: LT
9: PUSHZ 4dc
ci JUMPI
. R i —
Search Signatures = 0x70a08231 Search FPETrE— \\
f: CALLDATALOAD Y
10: PUSHZ9 100000000000000000000000000000000000000000000000000000000(
: : Ze: SWAERL \
ID Text Signature  Bytes Signature S oy -
30: PUSH4 fEEFIFfEf -
35: AND \
2009 greet() Oxcfae3zl? 36: bUBL .
37: PUSH4 4lcOelbs
3c: EQ
1907 kill() 0x41lcOelbs 3d: BUSHZ 51
40: JUMPI f
'S \\ |I
51: JUMFDEST 41: pDUpPl {
52: CALLWALUE 42: PUSHY cfael2l? |
. . . 53: ISZERO 47: EQ [
O Two functions signatures here: S1: pus2 Se 18: pUSH2 66
57: JUMPI db: JUMPI f
» 0x41lcOelb5 - “kill()” ] . |
54: PUZHL O S5e: JUMPDEST 2_? gzﬁaiiEE 4e: JUMBDEST
» Oxcfae3217 - “greet()” - Sd: PUSHZ 64 ch. leonnn 4d: PUSHL 0
Sh: REVERT EEE FUsHZ 14 69: PUSHZ 71 ggf DUE L
3: J}JMF Ge: JUMBL : REVERT

ID text signature
31808 distribute Tokens(address[],uint256[])

31807 distribute Tokens(address[],uint256)

© QuoScient | REcon Montreal 2018

bytes signature

O0x4dbd0%cZa

Ox256fazdl
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https://www.4byte.directory/signatures/

EVM Disassembler available O

¢ IDA-EVM

» |IDA Processor Module for the
Ethereum Virtual Machine (EVM)

O Etherscan.io
» ByteCode To Opcode Disassembler

O Quolab
» Octopus/IDA/BinaryNinja integrate

G Ethersplay
» Binary ninja plugin

O Capstone O evmdis
» Support EVM

O ethdasm

Q
© QuoScient | REcon Montreal 2018 06/16/2018 @
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https://github.com/quoscient/octopus
https://www.capstone-engine.org/
https://etherscan.io/opcode-tool
https://github.com/trailofbits/ethersplay
https://github.com/Arachnid/evmdis
https://github.com/meyer9/ethdasm
https://github.com/trailofbits/ida-evm

Decompilation & IR SSA -

/\

TRA)L
a:B To

\/

<€
~_

Porosity by Comae EthRays by Ret2 Octopus by QuoScient Rattle by Trail of bits
O Decompiler O Decompiler 0 IR SSA (WIP) 0 IR SSA
O Github

0 Quolab or Github

j © QuosScient | REcon Montreal 2018
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https://github.com/comaeio/porosity
https://github.com/quoscient/octopus

Simplify your analysis with IR

O Static single assignment (SSA)
» IR (Intermediate representation)
» each variable is assigned once
» each variable is defined before being used

PUSH1 0x03 $0 = #0x03

PUSH1 0x05 $1 = #0x05

ADD %52 = ADD (%1, %0) $0 = ADD (#0x05, #0x03)
PUSH1 0x09 $3 = #0x08

MUL 4 = EQ(%3, %2) $1 = EQ(#0x08, %0)

O Ryan will give you more detail on that ;)

© QuosScient | REcon Montreal 2018

>

Ryan Stortz i o
@withzombies :

There are contracts on the blockchain that

calculate 1 with exponentiation. This actually

costs people money...
UMP LUHFOXZ00, 7o

) ’

1>,

<SSA:BasicBlock ofs:@x24c insns:[
%14 = SLOAD(#0x3),
%15 = EXP(#0x100, #0x0),

%16 = DIV(%14, %15),
%17 = EXP(#0x2, #0xAQ),
%18 = SUB(%17, #0x1),

7:39 PM - 6 Mar 2018

06/16/2018



Octopus - Ethereum

octopus.api.graph CFGGraph
octopus.platforms.ETH.cfg EthereumCFG

bytecode hex

cfg = EthereumCFG(bytecode hex)

graph = CFGGraph(cfg)
graph.view()

© QuosScient | REcon Montreal 2018







Beginning of Neo

O AntShares (ANS) in 2014.
» Founded by Da Hongfei and Erik Zhang
» Rebranded as Neo in 2017.

» Often named as:
» “China’s first blockchain platform”
» “Chinese Ethereum”

O Smart Economy
» Digital assets
» Digital identity
» Smart contracts

O Dapps — Decentralized application
» http://ndapp.org/

© QuoScient | REcon Montreal 2018

Digital Digital
Assets Identity

Smart
Contracts

City Of Zion

The Neo Project

Open-Source Community

O
06/16/2018 @

Official Neo project
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http://ndapp.org/
https://github.com/CityOfZion
https://github.com/neo-project

NEX

NEX

by The NEX Team
MEX combines the NEO blockchain with an off-
chain matching engine to enable much faster

and more complex trades than existing
decentralized exchanges

MOJNLIGHT

Moonlight

by The Moonlight Team

Moanlight is a distributed workforce and
analytical project management platform
featuring a global public ledger of contributor
work experience and a new match-making
algorithm to effectively fulfill project needs.

RED
PULSE

&
v

Red Pulse

by Red Pulse
Red Pulse Tokens (RPX) are NEO tokens issued
by Red Pulse, an event-driven research firm

covering market events impacting Chinese
companies, sectors and the overall economy.

AdEx

by adex.network

AdEx is a decentralized ad exchange built on
the blockchain and smart contracts. The core
feature of AdEx will be the so-called AdEx User
Profile - a personalized page that allows every
end user to understand and control the ads
delivered to them.

NeoAuth

by {@MNeocAuth

NeoAuth enables authentication over the NEO
blockchain, allowing you to log in with a NEO
address instead of an email and password.

Website GitHub Whitepaper Twitter Website Github Whitepaper Twitter Website GitHub Medium Facebook
Linkedin  Medium Linkedin  Medium Website GitHub Reddit Contract Telegram Twitter Reddit Website Demo GitHub Whitepaper
@ ZEEPIN WM Neo Smart loT imusify. & CHAIN LINE
Zeepin Qlink Neo Smart loT Imusify Chain Line
by Zeepin by Allen L by hallx2328, phetter by DavidWalters123, geek96, Nikolaj-K, metachris by notatestuser

The Distributed Creative New Economy.
Zeepin, a decentralized innovation community,
is dedicated to promoting highly efficient
circulation of innovation assets.

Smart work, Creative life!

Website Telegram Twitter Facebook
Reddit Medium GitHub Contract

Qlink, developed by Qlink Foundation in
Singapore, adopts the blockchain technology
and creates a decentralized mobile network for
P2Peer WiFi sharing, mobile data converted
content distribution, enterprise telecom
services and crowd-sourcing base stations

GitHub  Medium Page

Contract

AMA summary

Control loT (Internet of Things) devices via Neo
smart contracts (first device is an ESP8266).

Website GitHub Contract

imusify is a free, blockchain based, incentified
and decentralized platform for music related
digital content such as audio, video, apps,
images, and blogging where anyone can join,
contribute and get paid SIMU.

Website GitHub

Peer-to-peer courier platform. Couriers
transport itemns to fulfill demands and earn
courier fees.

Website GitHub



NeoVM implementations & architecture

Compiler
OP_CODE S ct# | ‘ Java Go ‘ JavaScript | |
J Virtual Machine
O Neo-vim T:ﬁ Execution Engine Interop Service
» Official NEO Virtual Machine a FIOWCONTROL
. [ 1
» The Neo project = STex = |
SPLICE v E]Il e |
D . | meracion.  [<—>
— BITWISE 7‘ ‘
_— j |
E ——o
= ! CRYPTO \
= = —
=l N |
= —
O Neo-python = —
OP_CALL i
» Python Node and SDK = |

> Clty Of Zion Evaluation Stack
Opcode Implement system call
St —oMser

Contract

] Q
© QuoScient | REcon Montreal 2018 06/16/2018
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https://github.com/neo-project/neo-vm
https://github.com/CityOfZion/neo-python

Compilation to AVM bytecode

neon neo-boa

13 lines (11 sloc) 271 Bytes from boa.interop.Neo.Runtime import Log, Motify
from boa.interop.Neo.5torage import Get, Put, GetContext

using Meo.SmartContract.Framework.Services.Neo;

namespace Neo.SmartContract def Main(}:
{ context = GetContext()
public class HelloWorld : Framework.SmartContract
{ # This is the storage key we use in this example
public static void Main() item key = 'test-storage-key'

{
Storage.Put(Storage.CurrentContext, "Hello", "World"),
} # Try to get a value for this key from storage
3 item_value = Get{context, item_key)
} msg = ["Value read from storage:", item_wvalue]

Motify(msg)

if len{item_value) ==
Notify("Storage key not yet set. Setting to 1")
item value = 1

else:
Notify("Storage key already set. Incrementing by 1")
item_walue += 1

55 Hell

Storage.p - 1t - the | Ld", al World!" # Store the new value

Storage. |Storage.cu entContext(),"C ting to t yria®); Put{context, item_key, item_walue)
msg = ["New value written into storage:", item_wvalue]
Motify(msg)

[:j return item_value

© QuosScient | REcon Montreal 2018 06/16/2018 @
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% NEO Tracker Wallet Blocks

Transactions Addresses Assets Contracts Q,

Neo
bytecode
(.avm)

Contract d3cce84d0800172d09c88ccad61130611bd047a4 Home / Contracts / Contract
Hash d3cce84d0800172d09¢88ccads1130611bd047a4

Name Lock

Version 2.0

Parameters  ['Integer”,PublicKey’,'Signature"]
Return Type  Boolean

Uses Storage Mo

Author Erik Zhang

Email erik{@neo.org

Description Lock 2.0

Publish Transaction ~

p Invocation 4e84015258880ced0387f34842b1d96f60509cc78b308e1f0d876933¢2¢9134b 8/20/2017,12:36:57 PM

& Ae2d6qj91YL3LVUMkza7WQsaTYjzjHm4z1 -722.1202854 GAS Ae2d6qj91YL3LVUMkza7WQsaTYjzjHm4z1 232.1202854 GAS (Spent) —>
>

Published Lock

Network Fee: 0 GAS System Fee: 490 GAS

Script v

-

J6c3ebecTeeb00327acdec7eebilo27acdecTeebi2327acdb6leleB8lB84eb636f2ed26Ccblb636D63608061696e224763744865696768746168184e636f2ed426c6f636b036E616
9622e4763744863616463726cT66b5352Tacdec7e6b00c36c766b33c361681742656f224865616463722247657454696d657374616d70a06cTe6b34532T7acdecTeebidc3
640e00006c7AEb5552Tac4621a006c7E6b51c36c7RE6bI2c3617cactoT66055527ac46203006c766D35Cc3616CTI66




Neo Virtual Machine #1

Execution engine & Stacks

Architecture

Stack machine

Turing complete

Instruction sets

4 type of Memory

Evaluation Stack volatile
(Compute stack)
Alt Stack volatile
(Standby stack)
Invocation Stack volatile
(Call stack)
Storage persistent

© QuoScient | REcon Montreal 2018

~180 Opcodes

array (list[])

array (list [])

array (list[])

key-value database
(dictionary {})

>

Compiler
OP CODE fo—— c# Java Go JavaScript
Virtual Machine
—N Execution Engine Interop Service
FIOWCONTROL |
'—b_ S ——
— STACK
= = . |
SPLICE —
7 External Data
s — Interaction
— BITWISE
ARITHMETIC
=
= CRYPTO
=
ARRAY
= — —
= | |
— OP_JMPIF
=
=
-
== OP_VERIFY L
Evaluation Stack
Opcode Implement system call
OP_SYSCALL P
St m
Contract |

06/16/2018 @
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AVM Instructions set

Really similar to Bitcoin Script with Turing completeness 9

0x00 — 0x60 Constants PUSHO, PUSHBYTES1 — PUSHBYTES75,
PUSH1 - PUS16

0x61 — 0x69 Flow control NOP, JMP, JMPIF, JMPIFNOT, CALL, RET,
SYSCALL

Ox6A - 0x7D Stack DUPFROMALTSTACK, TOALTSTACK, DROP,
DUP, ROLL, SWAP

OX7E — 0x82 Splice CAT, SUBSTR, LEFT, RIGHT, SIZE

0x83 — Ox8A Bitwise logic INVERT, AND, OR, XOR, EQUAL

0x8B — OxA5 Arithmetic INC, DEC, SUB, MUL, SHL, SHR, BOOLAND, LT,
GT, MAX, MIN

O0xA6 — OXAE Crypto SHA256, HASH160, CHECKSIG

0xCO — OxCB Array ARRAYSIZE, UNPACK, SETITEM, APPEND

OxFO — OxF1 Exceptions THROW, THROWIFNOT

O Neo-VM source code: https://qithub.com/neo-project/neo-vm/blob/master/src/neo-vm/OpCode.cs

© QuoScient | REcon Montreal 2018 06/16/2018
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https://en.bitcoin.it/wiki/Script
https://github.com/neo-project/neo-vm/blob/master/src/neo-vm/OpCode.cs

v

Neo Virtual Machine #2 O

Interactive Service Layer cEubRS:
OP_CODE c# Java Go ‘ JavaScript ‘
O SYSCALL opcode with APl name as parameter e i |
» used to communicates with the outside |
T:h Execution Engine Interop Service
- FIOWCONTROL
O NEO namespace: ~60 APl methods =) s
Query the blockchain — 0 o Exteal Dt
Neo.Blockchain.GetHeight = s |
Neo.Transaction.GetHash —Eb AmC:Y:E:C —
& = —
» Manipulate the persistent store (Storage) =| [ B . ]
» Neo.Storage.Get, Neo.Storage.Put =) 7 71
= |
—n |
O System namespace: ~4 APl methods = v ;ck
» access of the execution environment oncods .
» System.ExecutionEngine.GetEntryScriptHash cz:‘"t:;t < Interface

O 0
© QuoScient | REcon Montreal 2018 06/16/2018
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J: PUSH15
. NEWARRAY
- - : TOALTSTACK
Disassembling 3. FROMALTSTACK
4: DUP
. TOALTSTACK
- PUSHO
. PUSH2
. ROLL
: SETITEM
O neo-debugger-tools (C#) a: FROMALTSTACK
: DUP

_ : TOALTSTACK
» CLI-Disassembler . PUSH1
o: PUSH2
: ROLL

J: SETITEM
- NOP
- PUSHBYTES11 0x4f7065726174696T6e3a20

- FROMALTSTACK
: DUP
3: TOALTSTACK
O Octopus (Python) 1- PUSHB
. PICKITEM
» NeoDisassembler Class 3: CAT
: 4: NOP
> Quolab or github 5: SYSCALL Bx4e65672e52756e74696d652e4c6T67
36: NOP
- FROMALTSTACK
© QuosScient | REcon Montreal 2018 38 DUP

3: TOALTSTACK



https://github.com/CityOfZion/neo-debugger-tools
https://github.com/quoscient/octopus

Decomposition into basic blocks & functions

2dd: HOP
Zde: PUSHZ
2df: NEWARRAY
Zzel: DUP
0 5 Zel: PUSHO
OpCOde Slmpllfy 2e2: FROMALTSTACK
. . Ze3: DUP
descr|pt|0n Zed: TOALTSTACK
Zeh: PUSHO
.. . . Ze6: PICKITEM -
JMP Unconditional Last instruction 267: SETITEM 2190 rRoMALTSTACK
. ee 31b: TOALTSTACK
2e9: PUSH1
Jump 223: FROMALTS TACK glcf PUSHO
it ; ; - Zebi DB 312: 5523&5??55 4172726179
JMPIF, Conditional jump Last instruction 2ec: TOALISIACK el o

325: FROMALTSTACK
JMPIFNOT Zes: BICKITEM 326: DUP

;;gf EgEE?TEM 327: TOALTSTACK
: 328: PUSHI11

2fl: SETITEM

329: PUSH2
2f2: NOP 3203 eusa
2f3: SYSCALL 4ef56f2e52756e74696d652e4a6£T4696679 32E; ey
i i i 307: NOP :
RET Halt execution Last instruction onwer J2bi SETITEM
: 32d: DuP

309: DUF
30a: TOALTSTACK 32e: TOALTSTACK
S hor Sieerren
gng EégiéTEM 331; JME IFNOT bd0Od

THROW, Halt execution Last instruction 30e; BICKITEM

30f: FROMALTSTACK

THROWIFNOT 310 pUB

311: TOALTSTACK

312: PUSH4
313: PUSHZ
314: ROLL
315: SETITEM
[:] 316: JMP 1201
O

© QuoScient | REcon Montreal 2018 06/16/2018
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CFG using static analysis

,—-"s
l\ ) [block_43ﬂ f;lock_zl?lj (olock_zlaoj
~ i

.
block_d7

Main function

\bloék_468 \ \block_zl 97 \ \block_zle? \

O AVM funCtionS Entry pOint ‘block_57‘ \bi;ck__wz\ ‘block_tlbe‘ ‘block_502‘
» First function is the Main function procktt] | [ploctrd]
> are following \block_ifn\ |[block_223]

\block_l 6f \ \block_z 24 \

O Function code

™

» Linear list of instructions. [block 233] ‘bt;Ck_?“?g \
- . . T ]
» End with RET instruction [bLock_2ba ] [block_2cd

block_Zce

block_319

\block_334 \ .I‘ﬁg‘lock_?}ee \

[block_2dd] \Eockjcﬂ

/310::};377 \ | block_3de \

block_428
© QuoScient | REcon Montreal 2018 06/16/2018
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Octopus - Neo

octopus.api.graph CFGGraph
octopus.platforms.NEO.cfqg NeoCFG

h}-‘tE!{':]dE! hex “"SechebecT...66b55c36l6CcT566"

cfg = NeoCFG(bytecode hex,

= =Ta 0= ceT =T _'|

graph CFGGraph(cfg)
graph.view()

© QuosScient | REcon Montreal 2018







What's EOS?

O  “The Most Powerful Infrastructure for
Decentralized Applications”

» Open source smart contract platform W

» Mainnet will be launch *soon*
E O S

O Created by Daniel Larimer
» White paper in 2017

» Written in C++
» Compiled to WebAssembly

SCALABLE FLEXIBLE USABLE
Supports thousands of Commercial Scale DApps Freeze and Fix Broken Applications Web Toolkit for Interface Development
Inter-blockehain Communication Generalized Role-based Permissions Self Describing Interfaces
Separates Authentication from Execution Web Assembly Declarative Permission Scheme

j © QuoScient | REcon Montreal 2018 06/16/2018
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https://github.com/EOSIO/eos

WebAssembly (Wasm)

O “WebAssembly (abbreviated Wasm) is a low-level assembly-like language with
a compact binary format that runs with near-native performance and provides
languages with low-level memory models such as C++ and Rust with a
compilation target so that they can run on the web.”

0 WebAssembly goals:

vV v. v Y

v

Be fast, efficient, and portable (near-native speed)

Easily readable and debuggable (Wast) 3
Keep secure (safe, sandboxed execution environment)

Don't break the web /. B

O Supported by LLVM
» LLVM Backend

O

© QuoScient | REcon Montreal 2018
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Virtual machine specification

O Stack machine
0 Compiled code is immutable at runtime
O Abnormal behavior triggers traps

linear memory
O Linear memory 0 mem_size
» Bounds-checked array
O Functions application
» Calls specify by index using static index © 000 000000000000000000000000000000000000000000000000000
table

virtual machine
» Type signature check at runtime

_ _ functions
O Control-flow integrity (CFI) 6 1 2 3 4 & ——
» Direct/Indirect call targets are valid stack
functions .

_ _ o 4|3lojz|2]2|3|3|0 indirect function table
» Branches point to a valid destination

© QuoScient | REcon Montreal 2018 06/16/2018
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https://webassembly.org/docs/semantics/#traps

WebAssembly third-party libraries in EOS

O Binaryen

» compiler infrastructure and toolchain library for WebAssembly

o WAVM

» standalone VM for WebAssembly

Branch: master =

E| binaryen.cpp

E) wavm.cpp

EOSIO / eos @ Watch
<> Code (1) Issues sa9 11 Pull requests 21 " Projects o EE Wiki lili Insights

eos / libraries / chain / webassembly /

. bytemaster update constitution

update constitution

Merge remote-tracking branch "origin/master’ into feature/more-bad-wasms

1,244 + Star | 8,019 Y Fork 2,020

Create new file Find file History

12 Latest commit 37ceasc 9 days ago

9 days ago

9 days ago

© QuoScient | REcon Montreal 2018
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https://github.com/WebAssembly/binaryen
https://github.com/AndrewScheidecker/WAVM

EOS Node RCE Vulnerability by Qihoo 360

Date: 05/29/18

0 EOS WASM Contract Function Table Array Out of Bounds
» http://blogs.360.cn/blog/eos-node-remote-code-execution-vulnerability/

O assert() only works in Debug build but doesn’t work in a Release build.

2 mm libraries/chain/webassembly/binaryen.cpp View |

I{I @@ -73,7 +73,7 @D std::unique_ptr<wasm_instantiated_module_ interface> binaryen_runtime::instantiat

table.resize(module->table.initial);

for (auto& segment : module-=table.segments) {
Address offset = ConstantExpressionRunner<TrivialGlobalManager={globals).visit(segment.offset).value.getildz();

76 - assert(offset + segment.data.size() <= module->table.initial};
+ FC_ASSERT(offset + segment.data.size() <= module->table.initial);
for (size t 1 = 0, 1 '= segment.data.size(), ++1i) {

table[offset + 1] = segment.data[i];

} Out Of Bound Write

© QuoScient | REcon Montreal 2018 06/16/2018
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http://blogs.360.cn/blog/eos-node-remote-code-execution-vulnerability/
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More than 12 bugs in one week by quido

Date: 06/04/18

A\
2 Block.one

Block.one
Block.one
Block.one
Block.one
Block.one
Block.one

Block.one

o>
S S &

by guido

by guido

by guido

by guido

by guido

by guido

by guido

by guido

$10,000

$10,000

$10,000

$10,000

$10,000

$10,000

$10,000

$10,000

closed about 1 hr ago

closed about 1 hr ago

closed about 1 hr ago

closed about 1 hr ago

closed about 1 hr ago

closed about 1 hr ago

closed about 1 hr ago

closed about 1 hr ago

© QuoScient | REcon Montreal 2018

Jon Bottarini (@jon_bottarini - 4 juin
How to make $80k in one day: Blockchain bugs. Congrats @Guido\/ranken and

S

best of luck on your future bugs! #bugbounty @Hacker0x01 Find bugs on
[@eos_io and get rewarded on HackerOne! hackerone.com/eosio #EOS

& Traduire le Tweet

Ach g
Hacker vity y
4.15 B7th
Signai Frrcenile
= ; . 11.40 76th
] Blockone - by guide + $10,000 Impact Porcantile
~ 1603
3 @ Blockome - by gelde « $10,000 ’ e Foaputation Rank
~
] @ Bisckons - by gulss « 110,000 ! e Crain
23
~ Dugs found
2 Binckome - by gelde . $10,000 o i~
Thanks received
oy d
3 Mockone « by gulte « BI0,000 I Lo Al Tranks
~
3 @ Blockons - by geide + 810,000 L Recont Badges.
ik | Bate of the Dol
~ ] )
3 Blockons - by gelde « BI0,000 age
’ Graytaeard
o | Ls
3 Blockons - by guige . BI0,000 .
A | fidia

) 15 11 128 ) 359 ~

Guido Vranken :
6 @GuidoVranken v

En réponse a @jon_bottarini @Hacker0x01 @EOS _io

Thank you. A couple more waiting to be
rewarded. | think the final tally was $120K but

| lost count. Took me about a week.

& Traduire le Tweet

01:37 - 5 juin 2018

>
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Source code / Wasm / Wast

O Source code
» Eosio standard library

O Wasm module

Magic number \Oasm’
Binary format
Compact

Easy to verify

11 different sections

vV v. v v Vv

O Wast
Text format

Body of a function (Text column)
Is a linear list of low-level
instructions.

© QuoScient | REcon Montreal 2018
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C++

int factorial(int n) {

if (n == 0)
return 1;
else

return n * factorial(n-1);

Binary

20
42
51
04
42
05
20
20
42
7d
10
7e
eb

00
00

7e
01

00
00
01

00

Text

get_local ©

i64.const ©

164.eq

if i64
164.const 1

else
get_local ©
get_local ©
164 .const 1
164.sub
call o
164.mul

end

06/16/2018 @
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Decode & Disassembly

Convert .wasm to .wast

m WebAssembly Code Explorer

0 Wasm decoder & disassembler 50 62 7E 7E 08 60 61 7F 00 60

7F @1 7F 68 82 7F 7F 68 60 @3

Ilbrary 68 88 68 B3 7E 7E TE @@ 68 A1

B7 63 65 6F 61 63 74 69

> Python module 61 5F 73 69 7A 65 00 83 83 65
69 73 65 72 74

> OCtOQUS 65 SF 65 78 69 74

86 78 83
> EosDisassembler class 69 3 88 B2 083 65 G6E 76
61 63 6E 5F 64 61 74 61
76 @D 72 65 71 75 69 72 65 5F 61
B1 63 6C OB 64 62 08 60 84 @6 89

(51 01 78 81 62 82 CEE:EY 01 68 81

65 6D 6F 79 88 16 5A 65

O WABT: The WebAssemny 63 68 65 63 6B 73 75 6D 32 35 36

Binary Toolkit S s s ane |
> wasm-objdump e ot e e ' o [l oot eositarequire v iper

6D ec 6 > 6C 6F
65 38 01 00 41 8@

» Wasmcodeexplorer

» Simple WebAssembly binary file
explorer

» Available online

© QuosScient | REcon Montreal 2018 06/16/2018


https://github.com/athre0z/wasm
https://github.com/quoscient/octopus
https://github.com/WebAssembly/wabt
https://github.com/wasdk/wasmcodeexplorer
https://wasdk.github.io/wasmcodeexplorer/

EOS module text representation - sections

=1 (module
(type $FUNCSIGS$vij (func (param 132 i64)))
{type $FUNCSIGS$vjj (func (param i64 i64)))
(type $FUNCSIGSvi (func (param i32)))
(type $FUNCSIGSi (func (result 132)))
(type $FUNCSIGS$iii (func (param i32 i32) (result i32)))
(type $FUNCSIGS$vii (func (param 132 i32)))
(type $FUNCSIG$iiii (fumnc (param 132 i32 132) (result 132)))
{(tvpe $FUNCSIGSy (funcl)
f’iimpult "env" "action data size" (func $action data size (result i32)))
(import "env" "eosio assert" (func %eosio_assert (param i32 1i32)))
{(import "env" "eosio exit" (func $eosio exit (param i32)))
{import “env" "memcpy" (func $memcpy (param i32 132 i32) (result i32}))
(import "env" "prints" (func $prints (param i32)))
(import "env" "read action data"™ (func $read action data (param i32 i32) (result i32)))
\\jimpnlf "env" "require auth2" (func $require auth2 (param i64 i64))) AA/
(table 2 2 anyfunc)
(elem (i32.const @) $ wasm nullptr $ ZN13ping contract4pingEy)
(memory $0 1)
(data (i32.const 4) " a\08.80")
(data (i32.const 16) "read\0e")
(data (i32.const 32} "Pong\00")
(data (i32.const 8448) "malloc_from freed was designed to only be called after heap was completely allocated\08")
texport "memory" (memory $0))
(export " ZeqRKllchecksum25651 " (func $ ZeqRKllchecksum25651 ))
(export "_ZN5eosiol2require_authERKNS_ 1l6permission_levelE" {(func $_ZN5eosiol2require_authzZRKNS_l6permission_levelE))
(export "apply" (func $apply))
(export "memcmp" {func $memcmp))
{export "malloc" (func $malloc))
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( ex

func $ ZeqRKllchecksum25651 (param $0 132) (param $1 132) (result 132

(

(fu

© QuosScient | REcon Montreal 2018

port "free" (func $free))

(132.eqz

(call Smemcmp
(get local $0)
(get local $1)
] nst 32)

‘ll“ ":’!7 SO)

nc $ ZN5eosiol2require authERKNS l6permission levelE (param
(call $require auth2

$0 132)
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. . »Q
Function analysis

Name, parameters & return types, call flow

module “examplel”

O Function body

version 1

T it otion » Linear list of instructions
#0 (i32,i32) — (i32) function #0
#1 (=10

O Parameters & return types

» type sec[func _sec[func id]]

code section

import section i32.const 2

*0 half” from Texample2” of type 0 " i:?ﬁll'lc'l'ad 290 CALL > Only one return value ATM
function section load_local 0
" ol 0 Call flow
#2
» call <func id>
data section -
export section
" . 0x5 0x0 0x0 Ox0
double” of type 0 Name | Arg & return types Type
Half (132, 132) 2 132 Imported function
?27?7? 0=20 Start function (Internal)
double (i32,i32) = i32 Exported function
O
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CFG reconstruction

Control flow operators (described here)

Name Opcode Immediates Description
unreachable ox0a trap immediately
nop 2x01 no operation
. begin a sequence of expressions,
block Bx02 SIg . block_type Lo
yielding 0 or 1 values
. begin a block which can also form control
loop 2x03 Sig : block_type
flow loops
if Ox04 sig : block_type begin if expression
else 0x05 begin else expression of if
end 2x0b end a block, loop, or if
relative_depth :
br Bx0c —aep break that targets an outer nested block
varuint32
) relative_depth : conditional break that targets an outer
br_if Bx0d -
varuint32 nested block
br_table Ax0e see below branch table control flow construct
return zero or one value from this
return AxdT

function

© QuoScient | REcon Montreal 2018

"memcmp"

- $funcl2 (132132132 > 132)

$funcll (i32 i32 -> 32)

block_5_0

'\..H-\-

-,

[block_5_37 |II|~ElD ck'_5_3b|

block_4_30]Y

bluck_ﬂ_agi- [block_4_38]

block_4 &k

block_5_ 43

block_4_ a3
~

"malloc”|- $funcl3 (132 -> 132)

block_4_ 90|
block 4_95 'l

o
-

. S

| block 4 _a% | | bl;ck'_afJ_ﬂ 1

block_4_ b7

132 . sanst 40
Doget_lasal 0
call 14
foand

m oL B
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Security of WebAssembly n
blackhat

O Natalie Silvanovich — Google Project Zero LS A 2018

THE PROBLEMS AND PROMISE OF WEBASSEMBLY

Natalie Silvanovich | Security Engineer, Google
Format: 25-Minute Briefings
Tracks: Q Exploit Development, ‘ Platform Security

O Justin Engler & Tyler Lukasiewicz — NCC Group

WEBASSEMBLY: A NEW WORLD OF NATIVE EXPLOITS ON THE BROWSER

lustin Engler | Technical Director, NCC Group
Tyler wicz | Security Consultant, NCC Group

Format: 50-Minute Briefings
Tracks: </ Web AppSec, 0 Platform Security

0 WebAssembly security documentation: https://webassembly.org/docs/security/
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https://webassembly.org/docs/security/

Conclusion

O Analysis of Blockchain Smart contracts is a good way:
» to understand how blockchain work in general
» to discover new languages & ASM
» to start vulnerability research on blockchain nodes/VMs

O Future of Octopus:

IDA plugin

SSA for all platforms
ETH Symbolic Execution
Decompilation

vV v. v Y

O Just choose one to play with...
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https://github.com/quoscient/octopus

]
=N

Thanks & Question

O Patrick Ventuzelo / @Pat_Ventuzelo / patrick.ventuzelo@guoscient.io

O Octopus - https://github.com/quoscient/octopus

© QuosScient | REcon Montreal 2018

06/16/2018

>


mailto:patrick.ventuzelo@quoscient.io
https://github.com/quoscient/octopus

O
o
CONTACT
e
QuoScient o~ [
T L/A -
d o] | O

Radilostrasse 43 S |
60489 Frankfurt & .

Germany LT e e 0 Pe

+49 69 33 99 79 38 L [ ) |
curious@gquoscient.io - &
WWW.quoscient.io
>
> >

QuoScient
Digital Active Defense



mailto:curious@quoscient.io
https://quoscient.io/

