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About
ÅBeen doing RE for more than 15 years
ÅPrivately wrote multiple tools for 

deobfuscation and binary analysis, PE 
unpackers, software VM 
disassemblers/decompilers, etc.
ÅKernel and hypervisor based security 

exploitation
ÅFirst time public speaker

ÅPast 5 years been learning hardware
ÅStarting from basics Firmware, SPI, UART, 

etc.
ÅSilicon decapsulation, fault injection
ÅPast year+ been working on HW for side-

channel analysis.



Why doing this?

ÅLearning and a challange.

ÅIŀǊŘǿŀǊŜ ŀƴŘ ǎƛƭƛŎƻƴ ƛǎƴΩǘ ȅƻǳǊ ƳŀƎƛŎ ōƭŀŎƪ ōƻȄΦ

ÅSony has no bug bounties.

ÅLΩǾŜ ōŜŜƴ ǎƛǘǘƛƴƎ ƻƴ ǘƘƛǎ ŦƻǊ н ȅŜŀǊǎΦ
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Why presenting here?

REcon Brussels 2018 4

FAKE NEWS!



Agenda

ÅWebKitexploitation

ÅFreeBSD x86_64 exploitation

ÅHardware and firmware

ÅDumping FreeBSD ARM kernel of southbridge

ÅRunning user code on ARM

ÅFreeBSD ARM exploitation

ÅHardware attacks and kernel bootloader extraction

ÅFuture research
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Finding WebKitexploit
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Changelog open for all!
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