Mess with the best, die
like the rest (mode)
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About
A Been doing RE for more than 15 years - s
A Privately wrote multiple tools for T“AT'S Nﬂ‘T E"““G"

deobfuscation and binary analysis, PE

unpackers, software VM -
disassemblers/decompilers, etc. % -d}

A Kernel and hypervisor based security | \
exploitation ’

A First time public speaker WE HA“E 'I'n Gn nEEBEn

A Past 5 years been learning hardware

A Starting from basics Firmwar&PI, UART
etc.

A Silicon decapsulation, fault injection

A Past year+ been working on HW for side
channel analysis.
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Why doing this?

ALearning and ahallange

Al NRSINB YR arftAadzy AayQd @2d:
ASony has no bug bounties.

ALQOS 0SSy aArAdiaAay3a 2y GKA&E& F2NJ
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Why presenting here?

ISIS uses PlayStation 4 to communicate | New York Post
nypost com/2015/11/16/isis-using-playstation-4-to-communicate/ v

‘ ISIS terrorists like the ones responsible for the Paris attacks (inset) are using the
PlayStation 4 gaming console ... Jambon had earlier described Brussels as a weak link in the fight
against terror, according to the website Quartz ...

How Paris ISIS Terrorists May Have Used PlayStation 4 To ... - Forbes

I https://www.forbes.com/sites/.../why-the-paris-isis-terrorists-used-ps4-to-plan-attacks/ ~

FA K E N EWS . Nov 14, 2015 - Following Friday night's terrorist attacks in Paris in which killed at least 127 people and
left more than 300 injured, authorities are discovering just how the massacre was planned. And it may
involve the most popular gaming console in the world, Sony's PlayStation 4.

There's no link between the PS4 and the Paris attacks | WIRED UK

www.wired.co.uk/article/ps4-connected-paris-attacks-isis v
Nov 17,2015 - A story on the site titled "How Paris ISIS Terrorists May Have Used PlayStation 4 To

Discuss And Plan Attacks" claimed prosecutors had uncovered "at least one" PS4 console in raids in
Brussels. Now it has emerged that no such evidence was found, while quotes from Belgian officials
included in the article ...
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Agenda

AWebKitexploitation

AFreeBSD x86_64 exploitation

AHardware and firmware

ADumping FreeBSD ARM kernel of southbridge
ARunning user code on ARM

AFreeBSD ARM exploitation

AHardware attacks and kernel bootloader extraction
AFuture research
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FindingWebKitexploit

WebKit Bugzilla

Browse

e | New | Browse | Search | I:|m[_1 | Reports | Requests

| New Account | Log In | Forgot Password

Select a product category to browse:

losed Components: Where old components go to die.
Security: Security vulnerabilities (bugs are kept confidential until fix is shipped)
WebKit: The WebKit browser engine (non-security bugs) ‘
Accessibility: Accessibility-related bugs for WebKit
Inspector: The Web Inspector Developer Tools
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Changelog open for all!
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