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About Me

 Malware RE @ Trusteer, IBM, Seculert
* pbinary analysis automation
 sandbox development

 Now in VEYE Security on software container problems
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Malware vs Reverser

General idea behind MazeWalker Tool
How and What MazeWalker solves
Demo

Future work



Vlalware vs Reverser

Prevent or slowdown manual analysis

Make me suffer



Some examples of
annoying penhaviour



Code (un)packing

e New executable areas introduced

* Runtime code change

e Stack-based execution

Sample » Layer1 —» Layer1
Layer O Decrypt code Resolve + Unpack

Payload




Code (un)packing - PiC

 Runtime CF change - Indirect Calls & Jumps

call eax
inc ecx
call eax
xchg ecx, edx
neg edx

jmp short loc_2D531F3



Environment Detection

* Anti-VMs

MOU EDI.EDI
PUSH EBP
MOU_EBP, ESP
PUSH ESI
PUSH EDI

05601 | SBEF
4D56FA4 | 8BEC
AD56F06 | & ;

* AP| based 74D56FBA | 57

e device enumeration

* api monitoring detection (cuckoobox hooks)
P13 - E9 FA902A98
74D56F06 | 83EC 10
« ASM based 74D5¢F0n | 57

* elapsed time diff

JMP ADBBBAAA
SUB ESP.10
PUSH ESI
PUSH EDI




Code dispersion

* Hard to follow - several debug sessions

* Attaching debugger may freeze the Ul

svchost.exe
watchdog

Sample explorer.exe

operational Vnmmmd CnC rootkit
deployment ™

Kernel
Permission
Elevation




Obfuscate at rest

Encrypt all the things - ctg, code, etc

Obfuscate API calling or resolve it on each API call

Own API resolution - use own DLLs copies

Abuse asm and mix code with data

push

eax

call loc_2A57862

loc_2A57862:

db 76h ; v
db 65h ; e
db 72h ; r
db 63h ; c
db 6Ch ; 1
db 73h ; s
db 69h ; i
db 64h ; d

push eax
call dword

test eax, e

; CODE XREF

ptr [ebx+3F6EEA5h]
ax



No Run No Fun



A word on coge
amount



There I1s a lot of code

 Malware is taken as a serious software project
* release cycles, test labs, dev teams

* copy & paste from other malware projects too



aroerp

Branch: masterv = malware / Carberp Botnet / source - absource / pro / all source / Create new file = Upload files = Find file = History

import Carberp Botnet Latest commit 936a0e4 on Jun 23, 2016
im BC import Carberp Botnet a year ago
i BJWJ import Carberp Botnet a year ago
i} BSS import Carberp Botnet a year ago
8 BinToHex import Carberp Botnet a year ago
8 BlackJoeWhiteJoe import Carberp Botnet a year ago
i BootkitDropper import Carberp Botnet a year ago
8 Demo_Cur2 import Carberp Botnet a year ago
i Demo_Cur3 import Carberp Botnet a year ago
8 Demo_cur import Carberp Botnet a year ago
i DllLoaderHook import Carberp Botnet a year ago
8 DllLoaderHook1 import Carberp Botnet a year ago
m DropSploit import Carberp Botnet a year ago
B DropSploit1/src import Carberp Botnet a year ago
= FakeDIlAutorun import Carberp Botnet a year ago
Bm GrabberlE_FF import Carberp Botnet a year ago
8 InjectDLL import Carberp Botnet a year ago
8 Locker import Carberp Botnet a year ago
B Mini import Carberp Botnet a year ago
B8 Nodinject import Carberp Botnet a year ago
i OCR import Carberp Botnet a year ago



G0zl

Branch: masterv = malware / windows / gozi-isfb / Create new file  Upload files = Find file = History

Added Gozi/ISFB Source Latest commit f76f13e on Mar 23, 2016
B AcDIl Added Gozi/ISFB Source a year ago
#m BcClient Added Gozi/ISFB Source a year ago
#a Builder Added Gozi/ISFB Source a year ago
i Common Added Gozi/ISFB Source a year ago
B Handle Added Gozi/ISFB Source a year ago
i KeyLog Added Gozi/ISFB Source a year ago
i} Lib32 Added Gozi/ISFB Source a year ago
im Lib64 Added Gozi/ISFB Source a year ago
B8 RsaKey Added Gozi/ISFB Source a year ago
BB SocksLib Added Gozi/ISFB Source a year ago
i ZipLib Added Gozi/ISFB Source a year ago
B8 apdepack Added Gozi/ISFB Source a year ago
Bm client Added Gozi/ISFB Source a year ago
. crypto Added Gozi/ISFB Source a year ago
. cryptor Added Gozi/ISFB Source a year ago
8 dname Added Gozi/ISFB Source a year ago
B8 release(builder) Added Gozi/ISFB Source a year ago
Bm x64/release(builder) Added Gozi/ISFB Source a year ago
#m zconv Added Gozi/ISFB Source a year ago
[E) Config.exe Added Gozi/ISFB Source a year ago



There Is a lot of code (cony

* Culminates in large codebase over time

* [akes substantial amount of time to analyze




Time 1s Money

both are at most insufficient



|deas pehind
MazeWalker



MazeWalker - Main Ideas

It must save time !!!!
Maximize time spent in IDA vs time in Debugger
Work with non modified VMs
Retrieve all runtime info and push into IDA
Help with overall malware understanding
* dig into asm on an interest - basis

* enable research focusing



Architecture

PinTool

Memory Python Code IDA Plugin
Track Engine Analysis




INntel's PIn Framework

Pin is a dynamic binary instrumentation framework for the 1A-32,
x86-64 and MIC instruction-set architectures that enables the
creation of dynamic program analysis tools.

« Callbacks on everything

e Instructions

e VM In essence

APl calls

Image loading

* Multi-platform

Threads, Exceptions

 memory read/writes
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Code unpacking - memory

* Rely on allocated page analysis

* Tracks all executed memory by comparing
executing BBL to older copy

e detect new PEs

 identify known (dynamically) loaded DLLs

]

]

1,

{

}

{

}

"whitelist”: {
"imphash”: [

"name” :

"hash”:

"name” :
"hash":

"name” :
"hash”:

"name” :
"hash":

)
"exphash”:
"name” :

"hash”:

"name” :
"hash":

"path”: [

"wowb4cpu.dll”,
"99760ef4e9760fe74c20aa23cc71b9b6”

"kernel32.d11”,
"51d53c5eba®0dd0eb29d977440ba62d9”

"cryptsp.dll”,
"ebc7b47d85441b0f3dce38e782316e8c”

"advapi32.dll”,

"56357721dfdf@0b68c7be9d465e71475"

"ntdll.d11”,

"302ce8c1fc2c0c08531dd6637cd5e81f"

"ntdll.d11”,
"4240a87fd83beb5f83fdd4e5be70262¢”

"C:\\Windows\\"”



Code unpacking - PiC

* Pin helps to do Call/Jump site analysis

* Logging call-site <-> target pair

call eax ; GetProcAddress

inc ecx

call eax ; RtlDecompressBuffer
xchg ecx, edx

neg edx

jmp short loc 2D531F3
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System AP

Pin’s Routine Objects

* Harder to detect
Configurable
APl Agnostic monitor interface

Scriptable

monitoring

{

e L,

”apiS”: [

"name”: "SetupDiGetDeviceRegistryPropertyA”,
"1lib": "setupapi”,

"num”: 7,

"pre_parser”: ""
"post_parser”: "post_antivm1”

"name”: "wsprintfA”,

"1lib": "user32”,

AunTE Z,

"pre_parser”: ""

"post_parser”: "post_wsprintfa”

o=




System APIs - CreateFileW

import ctypes
import json

4 def] pre_analyzer (LPCTSTR_1pFileName,

DWORD_dwDesiredAccess,

DWORD_dwShareMode,
LPSECURITY_ATTRIBUTES_lpSecurityAttributes,
DWORD_dwCreationDisposition,
DWORD_dwFlagsAndAttributes,
HANDLE_hTemplateFile,

*xkwargs) :

FileName = ctypes.c_wchar_p.from_address(LPCTSTR_lpFileName)

res = []
if (FileName and FileName.value):
result = {'name’': 'lpFileName', ’'data’: FileName.value}

res.append(result)
return json.dumps(res)
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nvironment Detection

#§§tupDiGetDeviceRegistryPropertyA

def| post_analyzer (HDEVINFO_DeviceInfoSet,
PSP_DEVINFO_DATA_DevicelInfoData,
pProperty,
PDWORD_PropertyRegDataType,
PBYTE_PropertyBuffer,
pPropertyBufferSize,
PDWORD_RequiredSize,
*xkwargs) :

Property = ctypes.c_ulong.from_address(pProperty)
if (Property.value == 0xC):
PropertyBufferSize = ctypes.c_ulong.from_address(pPropertyBufferSize)
if (PropertyBufferSize.value > 0):
res = []
pPropertyBuffer = ctypes.c_ulong.from_address(PBYTE_PropertyBuffer)
PropertyBuffer = ctypes.cast(pPropertyBuffer.value, ctypes.c_char_p)
buffer = (c_char * PropertyBufferSize.value).from_address(pPropertyBuffer.value)
‘res.append({'name’: 'PropertyBufferSize’', ’'data’: PropertyBufferSize.value})
res.append({'name’: 'original_PropertyBuffer’, 'data’: PropertyBuffer.value})

'|rep1ace_string(buffer, PropertyBuffer, ['vmware’, 'virtual’l], [b’'NewTek’, b'Digital’])

res.append({ 'name’: 'fixed_PropertyBuffer’, 'data’: PropertyBuffer.value})

T LN T e D, S AP B ey i i

return json.dumps(res)
return None
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Code dispersion

* Use scriptable APIs monitoring for code injection tracking
* this helps Pin to find target process

* Use Pin’s existing ability to track child processes



Code dispersion

import ctypes
import json
import os

import subprocess

def pre_analyzer (DWORD_dwDesiredAccess,
BOOL_bInheritHandle,
DWORD_dwProcessId,
*xkwargs):

pid = ctypes.c_int.from_address(DWORD_dwProcessId)
if (pid and pid.value and os.getpid() != pid.value):
if "pin_dir” in kwargs and "out_dir" in kwargs:
process = subprocess.Popen(kwargs["pin_dir"] +
"/pin.exe -unique_logfile -pid " + str(pid.value) +
" -t " + kwargs["pin_dir"] + "/MazeWalker.dll -cfg " +
kwargs["pin_dir"] + "/config.json" +
" -out " + kwargs["out_dir"] + " -unique_logfile")
res = []
result = {'name’': 'dwProcessId', 'data’: pid.value}
res.append(result)
return json.dumps(res)

OpenProcess API
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Control Flow Graph

stosa
xor eax, eax

nov [esp+3ghtvar_20], ebx

lea edi, [esp+3gh+var_1C]
stosd

stosd

mov edi, offset dword_4102488
xor ecx, ecx

mov eax, edi

i
lock xadd [eax], ecx
X

push et

push  ebx

push. ebx

push  ebx

call  ds:dword_41CBoAS

oy [espsishvar_4], eax
cmp eax, ebx

iz Loc 419C82F
fov— ecx, ds:dmm_umu;
X

ush el
lrov  [esprichevar_28], ec
Jov  [esprichevar_241, ea
Jush  ecx
fim___loc 419cae0
Loc_419CB0D:
call  ds:dword_41CBeE:
e eax, 162
Loc_419CA7
frov esi, [ebp+arg @]
lea  eax, [espr3shevar. i
ush  eax

bush ~ esi
Jcall  ds:dword_41C818C
test  eax, eax

With PIN’s BBL callbacks ——

I'Em eax, 217h
Loc_419CAAA: Loz, bact loc 410080
joush OFFFFFFFFh
ush ebx
lea eax, [esp+ddh+var_28
push eax
ush 2
eall ds:dword_41C8208
. Jov  [espsashevar_2c], ea
jcmp x, 1
[inz rt _loc 419CB1E
L e — il
shart loc 41'3K'A1‘1l
loc_419CBIE:

push  [esp+ashevar_s]
all  ds:dword_41CB064

l [esp+38h+var_2C], OFF
AT
loc_419¢82F: Loc_419CAC3:
call  ds:dword_41c8058 push  ebx
. ng o bush  och
lea  eax, [esptddh+var_20])
bush  eax
push  esi
call  sub_419C80A
mov  [esp+3htvar 2], ea
push esi
o eax, ebx
lea esi, [esp+3Chevar_20]|
loc_419¢839: call  sub_419C998
push  Cebprarg_o] test  eax, eax
call  ds:dword_41C8064 iz shact log 4190R06
or eax, GFFFFFFFFh
lock xadd [edi], eax
nov eax, [esp+3shevar_2C]|
pop  edi
pop  esi
pop  ebx
mov  esp, ebp
pos ebp
retn 4
5ub_419CA18 endp

ebx

ush Lebp+arg 0]

xor esi, esi

all  sub_419C8E2
[ebprarg @]

ds: dword_41CB19(

Loc_419C806:
push  ebx
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Threads everywhere

All execution metadata is on thread basis
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Demo
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Hacker ‘iew Tools Users Help
“Z- Refresh _» Options | £& Find handles or DLLs  ++* System information ‘ ] (g} X Search Processes (Ctri+k) M
Frocesses | Sewicesl Netwnrkl
Mame PID CPU | IjO tokal ... | Private b... | User name Descripkion
= Ij System Idle Process 0 49,22 0 NT AUTHORITY\SYSTEM
= Iﬂ Swvskemn 4 0 NT AUTHORITY\SYSTEM MT Kernel & System
= E SMSS, EXE 540 180 kB NT AUTHORITY\SYSTEM Windows NT Session Manager
ﬁ (o o004 1.89ME NT AUTHORITYSYSTEM Client Server Runtime Process
= m winlogon, exe A2a 7.25MB  NT AUTHORITYYSYSTEM Windows MNT Logon Application
= ﬁ SErViCEs, Bxe 672 1.67 ME NT AUTHORITY\SYSTEM Services and Controller app
™ vmacthlp.exe a4 S64 kB MNT AUTHORITYYSYSTEM YMware Activation Helper
= E sychosk, exe ae0 295 MB NT AUTHORITY\SYSTEM Genetic Host Process For Win3z ...
B WIMIprys. .. 1496 3. 18ME  NT ...\METWORK SERVICE  WMI
ﬁ sychosk, exe Qz8 1.76 MB  NT ...\NETWORK SERVICE Generic Host Process for Win3z ...
= ﬁ sychosk, exe a7z 14,71 MEB  NT AUTHORITY\SYSTEM Genetic Hosk Process For Win3z ...
Ij wscnkfy, ... 263 456 kB TOM-522...\&dministrakor  Windows Security Center Mokific. ..
Y l::"-5WINDIJWS"gsystemBZ‘-,cmd.tk-e - pin -unique_logfile -follow_execy -t 22 O] x|
Z:MazelWalker~bin32:
Z:xMazelWalkersnbin322pin —unique_logfile —follow_execv —t z:smazewalkershin3d2sMaz
ellalker.dl]l —cfg z:wmazewalkersbin32sconfig.json —out z:ismazewalkersbin32-woutd -
— "ciszample.exe'
= _] ad.ExE | LU e NT A0, AL SERVICE  Bppication Layer balemay oefvice
ﬁ lzass, exe A5 3.8ME  MNT AUTHORITYYSYSTEM LS54 shell (Export Yersion)
M orcs 0
ﬁ Interrupts 0
ﬂ wmkoolsd, exe 256 760 BJs 1584 MEB TOM-52Z2...\Administrator  YMware Tools Core Service
= /%8 pProcessHacker,exe (atst 0.78 16,44 ME TOM-522...\Administrator  Process Hacker
_{ gxplorer, exe 1680 10,63 ME  TOM-522...\Administrator  Windows Explorer
= cmd.exe 1732 1.94 MB TOM-52Z2..\Administrator  Windows Command Processaor
= ﬁ pin.exe 2120 608 kB TOM-522...\Administrator  Pin Executable
zample.exe 1196 50.00 39.04 ME  TOM-522...\Administrakor
cmd. exe 1972 2. 18MB  TOM-522.. \Administrator  indows Command Processaor

Pl Usage: 50,758% |F'h':.-'sil:al memary: 296,78 MB (14,49%:) |F'rol:esses: 26

A




Collected Data

Name [ c
v 0_1196_sample.exe "DFOSeSS”,:‘ {””
B 0_400000_2eb448_1196.mz ;f';‘e e
B 1_2d50000_a000_1196.mem "threads_num”: 2,
B 2_2d50000_a000_1196.mem ‘threads”: [
@ 3_400000_66000_1196.mz : rtid": 0,
maze_walk_1196.json :tfunf”r 4572402,
v 1_396_dgsesock.exe ]t,)bls L.
B 0 400000 _2eb448 396.mz "calls": [@
@ 1_2d50000_a000_396.mem ,J,épi N
B 2_2d50000_a000_396.mem ]
B 3_400000_66000_396.mz 3,
B 396_0x7c96149b_0x4.mem g“
B 396_0x4250000_0x318.mem 1
maze_walk_396.json ”memEareas”: [
v 2_1680_explorer.exe "id": o,
B 0_14c0000_10000_1680.mem "start”: 4194304,
B 1_4190000_90000_1680.mem i 7?22;;58
B 2 2240000_1000_1680.mem "entry”: 4572402,
M 3_4250000_1000_1680.mem ”tid;”= [
maze_walk_1680.json 1

3



7] sub_401000
| 7] start

7| sub_40112E
7] sub_401143
7] sub_401158
7] sub_40125A
7] sub_4014EC
7] sub_4015D4
7] sub_4016C0
7] sub_401748
7] sub_401824
7] sub_4018ED
7] sub_401938
7] sub_401A18
7] sub_401B16
7| sub_401B61
7] sub_401EEQ
7] sub_401F2D
7] sub_401FE5
7] sub_4020D4
7] sub_40216F
7] sub_40256A

Original IDA

S

Navigate
the execution flow

v start

Hierarchy matters

HeapCreate

GetModuleHandleA

GetCommandLineW
v sub_40216F

A 2 4

vVvVvYVvyy

v

v

GetModuleHandleA
SwitchToThread
sub_40375F
sub_40256A
sub_402A1E
CreateFileA
sub_401000
sub_401EEQ
sub_4039EB
sub_4014EC
GetModuleHandleA
sub_403AB5
sub_4015D4
ConvertStringSecurityDescriptor
CreateEventA
RtlGetLastWin32Error
CloseHandle
sub_40364D
StrChrw
StrChrw
sub_4016C0
sub_40350E
» sub_40112E
NtQuerySysteminformation

Maze Walker



Hierarchy matters

memcpy
» sub_403DA5
memcpy
v sub_4030E3
» sub_40112E
memset
v sub_402FBE
memset
» sub_4035FD
» sub_403584
MEMCDY e
v sub_4035D1 3
NtWriteVirtualMemory }
etContextihread
RtINtStatusToDosError
» sub_401143
NtUnmapViewOfSection
RtINtStatusToDosError
CloseHandle
v sub_403C67

v sub_4035D1 h
| NtWriteVirtualMemory J
VirtualProtectEx
ResumeThread
CloseHandle
CloseHandle
RtIFreeAnsiString

RtINtStatusToDosError
CreateWaitableTimerA

push
push
push
push
push
call

test

[ebpt+arg_10]
[ebpt+arg_C]
[ebp+arg_8]
[ebp+arg_41]
[ebp+arg_0]
eax ; dword_409560 ; NtWriteVirtualMemory
; ProcessHandle : 0x6a8
; BaseAddress : 0x4300000
; Buffer : 0x6d099a0
; NumberOfBytesToWrite : ©0x318

eax, eax
short loc_4035F6

Wrapped functions get
different meaning with context

push
push
call

test

[ebptarg_10]
[ebptarg_C]
[ebp+arg_8]
[ebptarg_4]
[ebptarg_0]
eax ; dword_409560 ; NtWriteVirtualMemory

; ProcessHandle : 0x6a8
BaseAddress : 0x7c96149b
Buffer : 0x654feb4
NumberOfBytesToWrite : Ox4

e we we e

eax, eax
short loc_4035F6



FOCUS

1 v start

v start v sub_40216F
HeapCreate v sub_40350E
GetModuleHandleA v sub 401F2D
GetCommandLineW

v sub_40216F v sub_4045B5

GetModuleHandleA v sub_40448A
SwitchToThread » sub_4035A5
» sub_40375F v sub_403C67
» sub_40256A VirtualProtectEx
b sub_402'A1E v sub_4035D1
N Sl:zi%i'(l)e;\o . NtWriteVirtualMemory
» sub_401EEQ VirtualProtectEx
» sub_4039EB v sub_403EF1
» sub_4014EC » sub_4048EE
GetModuleHandleA » sub 4048AF
» sub_403AB5 v SUb_4030E3

v

sub_401504 Work on Memory v sub_402FBE

ConvertStringSecurityDescriptor
» sub_4035FD

CreateEventA
RtIGetLaVstWin32Error Part On |y v sub_4035D1

CloseHandle NtWriteVirtualMemory
> sub_40364D NtUnmapViewOfSection
ggggm v sub_403C67
> sub_4016C0 VirtualProtectEx
v sub_40350E v sub_4035D1
» sub_40112E NtWriteVirtualMemory

NtQuerySystemInformation VirtualProtectEx



Registry ﬁ

1
sub_418788D
sub_41ABD66
sub_419CA18
v sub_4195628
v sub_4194ABB
v sub_4194974
¥ sub_4193BE2
RegOpenKeyA
RegQueryValueExA
RegQueryValueExA
RegCloseKey
» sub_41953B6
RegCreateKeyA
sub_4193F7D
sub_41951BF
sub_4193BE2
sub_41934C8
sub_41934C8
sub_4194823
sub_41955DC
v sub_4194B89
RegOpenKeyA
RegEnumValueA
v sub_419523C
v sub_4194533
v sub_4193CE1
v sub_41940F6
v sub_41940AE
RegOpenKeyA
RegSetValueExA
RegCloseKey

4 vV YVvVYVvYYVYYY

Ranllncakov

H& Graph overview

FOCUS

Q[ Hex View-1 QA Structures QFE
push eax
push ds:dword_41D23E@
xor ebx, ebx
push 80000001h
mov [ebptvar_8], ebx

ds:RegOpenKeyA ; RegOpenKeyA

Enums

()

; 1pSubKey : Software\\AppDatalLow\\Software\\Microsoft\\EDCFBC88-68F0-A798-DA71-1CCBAE35102F

Impor

; hKey : Ox-7fffffff
mov edi, eax
cmp edi, ebx
jnz short loc_4193C7E
= ‘lﬁ
[le=
push esi
push [ebp+arg_8]
mov esi, ds:RegQueryValueExA
push ebx
lea eax, [ebp+var_8]
push eax
push ebx

push [ebptarg_0]

push [ebptvar_4]

call esi ; sub_41CATAC ; RegQueryValueExA
; lpValueName :

mov edi, eax

cmp edi, ebx

jnz short loc_4193C74

{9C712DFC-4BE@-2E39-B590-AF42B9C45396 }

|

i J

ﬁzb edi, [ebptarg_8]
push dword ptr [edi]
push ebx

push ds:dword_41D2300
call ds:RtlAllocateHeap

mov [ebptarg_8], eax
cmp eax, ebx
jz short loc_4193C71
L

push edi

push eax

lea eax, [ebptvar_8]

push eax

0eQ push ebx

push [ebp+arg_0]
push [ebptvar_4]
call esi ; sub_41CATAC ; RegQueryValueExA
; lpValueName : {9C712DFC-4BE0@-2E39-B590-AF42B9C45396}

Focussing on Registry only




loDo...



Further development

Stability and Memory consumption reduction
Memory dumps consolidation

Custom IDA Loader

‘Maze Walk™ in kernel space

Implement anti-instrumentation prevention logic

*  Dynamic Binary Instrumentation Frameworks: | know you're there spying on me (ReCon 2012)



https://www.coresecurity.com/system/files/publications/2016/05/corelabs-FalconRiva_2012.pdf

https://github.com/OxPhoeniX/MazeWalker.qgit


https://github.com/0xPhoeniX/MazeWalker.git

Thank you!

@p_h_0_e n_i_x




