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Source:
http://www.nxp.com/products/microcontrollers-and-processors/arm-processors/lpc-cortex-m-mcus



  
Source: LPC1343 User Manual
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Values at FLASH:02FC that enable Code Read Protection:

Values at FLASH:02FC that disable Code Read Protection:

0x12345678  CRP1
0x87654321  CRP2
0x43218765  CRP3
0x4E697370  NO_ISP

0xFFFFFFFF
0x00000000
0xABCDEF12
0x12345679
0x87654320
0x53218765
0x4E687370
...

4 possible 32-bit words

4,294,967,292 possible 32-bit words



  
Source: LPC1343 User Manual



  

Useful tools and links:

lpc21isp – software to program LPC-family microcontrollers using ISP

http://eleceng.dit.ie/frank/arm/BareMetalLPC812/index.html
http://eleceng.dit.ie/frank/arm/BareMetalLPC812/serial.tar.gz

http://eleceng.dit.ie/frank/arm/BareMetalLPC1114/index.html

git://gnudd.com/cortex-m3.git      http://www.gnudd.com/wd/cortex-m3.pdf

https://www.olimex.com/Products/ARM/NXP/LPC-P2148/

http://siwawi.bauing.uni-kl.de/avr_projects/arm_projects/lpc2k_bundle_port/
lpc213x_lpc214x_examples_20061205.zip



  



  



  



  



  



  



  



  



  



  



  



  



  



  

Reset and start application

Reset and start bootloader

LPC812
Volage measured across 10 ohm resistor

in series with GND



  

Reset and start application

Reset and start bootloader

LPC812
Volage measured across 10 ohm resistor

in series with GND



  

Video: https://youtu.be/PoXMVWch1dM



  

Video: https://youtu.be/a_rlakXJwck



  



  
Source: MAX4619 datasheet



  
Source: MAX4619 datasheet



  



  



  



  



  

Xmega-A1 Xplained

LPC812

MAX4619

10 ohm resistor
in series with
LPC812 GND



  



  

Input from adjustable power supply
red = normal voltage level

green = glitched voltage level
white = ground

Target chip Vdd

Target chip GND



  



  



  

Assembler code generated by GCC

decrement ‘b’

increment ‘a’

check if a < NUM_GLITCH_LOOPS

a = 0



  
Video: https://youtu.be/gr_qiN5DDqo



  
Video: https://youtu.be/r8-1TAQS49c

Video: https://youtu.be/kEG-djZCsUc



  

Loop executes normally (no glitch)

a: 00000010
b: fffffff1

a: 00000010
b: 00000000

a: 50030008
b: 0000000e

a: 00000010
b: fffffff2



  
Video: https://youtu.be/IJWCpp7jgcs

Video: https://youtu.be/ZNo9O94isHU



  

Loop executes normally (no glitch)

a: 50030009
b: 00000009

a: 00000010
b: 00000000

a: 00000010
b: fffffffc

a: 00000021
b: 100003fc



  
Video: https://youtu.be/qLsVhVi2Ew8



  

Video: https://youtu.be/4UQ27hMuwNw



  

https://github.com/akacastor/xplain-glitcher



  
Source: AN10866 LPC1700 Secondary USB bootloader

sbl_config.h:

#define CRP1  0x12345678
#define CRP2  0x87654321
#define CRP3  0x43218765
#define NOCRP 0x11223344

Readout only allowed if CRP word == NOCRP



  

No CRP



  

CRP1



  



  



  



  



  



  



  



  


