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Changing popularity of home vs. arcade video games
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Source: http://vincenzoferme.github.io/informatics_history_HCI_atelier_2015/
html/games/videogame_crash.html
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“Atari collapsed because they gave too much
freedom to third-party developers and the
market was swamped with rubbish games.”

Hiroshi Yamauchi
President of Nintendo, 1986
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Birth of the CIC

AKA the 10NES







Bypassing the NES CIC
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Sheaky Snheaky Atari

e Atari Games Corp. v. Nintendo of America
Inc.

* “This ‘reverse engineering’ process, to the
extent untainted by the 10NES copy
purloined from the Copyright Office, qualified
as a fair use.”
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Modern CIC Clones




. l..fk%\\w‘w.

e

I = A =3 3
=k T — iy
et s

£

neviktsi

Source







M-m-m-m-multi CIC

* © variants / region
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Resulting tangle




 Pluck with
e Solder a







Delayer

—_—T

* Remove SiO, + metal
* HF uneven, AlF; residue

e Solution: vortex,
buffer w/ NH,F (BOE)



ROM silicon

* An active program mec ROM |s easy to see:
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Dash etch




Dash: theory

* Doping influences competing reactions
— HNO3: convert Si to SiO,
— HF: dissolve SiO,

* Form thin SiO, => optical interference

Copyright ©
Andrew Zonenberg




Dash: practice

* Etch 10-15 seconds w/ light recommended

* Many fine points for good etc l
* Over etching destroys data '




Dash: process variation

* Different oxide thickness, etc
* Need to practice a few times
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Dash: cleanliness, chemical purity

* Small residues can block etchant

* Very sensitive to other metals, ex Cu
— Beware decap residue R Rt gy

B

« Recommend dedicated
glassware




Dash: temperature

e Strongly influence




Dash: lapping

* Chip lapped at angle and stained




Safety

* Aggressive chemicals: HazMat suit / respirator
* Risk life/limb for science!
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Improvements
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ROM RAM

4,096 BYTE (SM5K8) | | 256 x 4 BIT (SM5K6)
8,192 BYTE (SM5K7) | | 512 x 4 BIT (SMsK7) | [Areg | [ Xreg | C |

B (By* Bw, BL
SB

PULSE OUTPUT (P23)

SELECTOR

IINTERRUPT SERIAL
CONTROLLER INTERFACE

A/D
CONVERTER

HARDWARE STANDBY
RESET CONTROLLER
CIRCUIT l




Registers Ram Contents
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Data Transfer Instructions
x | 10to 1F Acc < X ( I3-lo)
LBMX x | 30 to 2F Bm « X ( I3-lo)
LBLX x | 20 to 2F BL < X ( I3-lo)
Acc «— M
Bumi < Bmi @ x (11, lo) (i=1,0)
M < Acc
Bmi < Bmi @ x (11, lo) (1=1,0)
M < Acc, BL « Br+1
58 to 5B Bumi < Bmi @ x (11, lo) (i =1, 0)
Skip if Cy =1(BL = OF1 — 0)
M < Acc, BL « Bi+0FH
5C to 5F Bumi < Bmi @ x (11, lo) (i=1,0)
Skip if Cy =1(BL = 0 — OFw)

%

LDA x | 50 to 53

EXC x | 54 to 57

EXCI x

EXCD x

3
B
onx

| D



SM5 Emulator

5. sm5emu (sm5emu)

slice:emu mikeryan$ ./smSemu 6105.bin

0.00 : 1bmx 2
PC=0.00 A=Q X=0 BM=0 BL=0 SB=00 C=0 SP=0 skip=0
PO=0 P1=0 P2=0 hiz=1 cycle=0 div=0

>b1l04

breakpoint set at 1.04

0.00 : 1bmx 2
PC=0.00 A=0 X=0 BM=0 BL=0 SB=00 C=0 SP=0 skip=0
PO=0 P1=0 P2=0 hiz=1 cycle=0 div=0

>r
Breakpoint
1.04 : lax @

PC=1.04 A=7 X=0 BM=0 BL=0 SB=22 (=1 SP=1 skip=0
PO=1 P1=0 P2=0 hiz=0 cycle=1853 div=926
>m
©1243149a2c58
0000000000000
0000000000000
0000000000000
Breakpoint
1.04 : lax @
PC=1.04 A=7 X=0 BM=0Q BL=0 SB=22 (=1 SP=1 skip=0
PO=1 P1=0 P2=0 hiz=0 cycle=1853 div=926

> 1

9
0
0
0



The CIC sends...

1. Hello + region ID
2. Seed
3. Checksum



And if the PIF is happy

 PIF — CIC: 2 nibbles
e Main runtime



Overview

A

Os
" +1s +2's +3s

G c ﬂ_r_

02 reset £ X ” I

00 data_clk 3 4
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Boot xhecksum and Runtime

RAM load
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Boot Detail

CLK
DAT

0001 1011 1101 0011 1001 0011 1101
B D 3 9 3 D




Checksum and RAM Load

I c "—
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X

02 reset e

00 data_clk Eo JTT S “ H H HHHHHHHH

P C—TE NI R SR —
Encoding Encoded checksum Two nibbles

delay PIF — CIC
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compare



03 sys_clk

02 reset

Memory Compare Detalil

1s:733 ms

| +0-5 m:

X

Ox"

A SO e iniinin g R il O I m i

01 data

JL ] inmimml L inmmilin
delay when (0]0):

CIC sends O memory

compare

mode



The Party Never Ends
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Main Algorithm

void cic_round(uint4_t m[16]) {
uintd_ta, b, X;
X =m[15];
do {
m[1] +=x + 1;
b=06;
if (15-m[3]> m[2])
b+=1;

m[b - 3] += m[3];
m[3]+=m[2] + 1;

m[2] = ~(m[2] + m[1] + 1);

Credit: Kammerstetter, M. et al

a=milb-1];
if (m[b-2]>7)
m[b - 1]=0;
m[b-1]+=m[b + 2]+ 8;
m[b - 2] += m[b - 3];
do {
a+=milb]+ 1;
mi[b] = a;
b+=1;
} while (b = 0);
x-=1;
} while (x != 15);



6105 Algorlthm

uint8_t A = 5; int carry =

for (int i = 0; i < 14; ++1) {
if (!(mem[i] & 1)) A += 8;
if ('(A & 2)) A += 4;
A= (A + mem[i]) & Oxf;
mem[i] = A;
if ('carry)

A +=T7;

A= (A + mem[i]) & OxF;
A=A+ mem[i] + carry;
if (A >= 0x10) {

carry = 1;
= 0x10;

} else {
carry = 0,

}
A= (~A) & OxT;
mem[i] = A;



A Few More Hangups
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I +1 ms +2 ms
03 sys_clk i3 [y _
02 reset L& X |
e Iy T
01 data L ox " | U_U “ |_|
coded seed
|
|| +6 ms +7 ms +8 ms +9 ms
03 sys_clk IR
02 reset L X
00 data_clk B Fh
-

01 data

Encoded checksum



Encoding Algorithm

void fn_22b(uint8_t s*mem, int start) {
int 1; uilnt8 t A;
A = mem[start];
for (i = start+1l; i < 16; ++i) {
(A + 1) % 16;
= (A + mem[i]) % 16;
mem[1] = A;



Inverse Algorithm

void inverse 22b(u8 xmem, int start) {

int 1; uint8 t A, nextA;

A = mem[start];

nextA = A;

for (i = start+l; i < 16; ++i) {
nextA = mem[i];
mem[i] —= (A + 1);
if (mem[i] > 16) mem[i] += 16;
A = nextA;



Decoding Seed

* BD393D—-B53F3F
* BD7A59—>B57878

* Encryption “key” is always B 5



Decoding Checksum

c 3F57293E547CF590—
SFDFA536COF1D859

* “Key” varies based on delay from PIF
 RC pseudo-random delay



Working implementation
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Features

* Region free
 Barebones version IS open source
 PIC PROBLEMS



Related Work

* Breaking Integrated Circuit Device Security
through Test Mode Silicon Reverse
Engineering. Kammerstetter, Markus et al.









Working implementation
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Mike - @mpeg4codec
Marsh - @fpga_nugga
John - siliconprOn.org
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0.com/mikeryan/UltraCIC
0.com/mikeryan/smbemu

0.com/JohnDMcMaster/prOntools



