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Introduction



History



Source: http://vincenzoferme.github.io/informatics_history_HCI_atelier_2015/
html/games/videogame_crash.html



“Atari collapsed because they gave too much 
freedom to third-party developers and the 

market was swamped with rubbish games.”

Hiroshi Yamauchi
President of Nintendo, 1986





Birth of the CIC
AKA the 10NES



SNES



Bypassing the NES CIC



Sneaky Sneaky Atari
• Atari Games Corp. v. Nintendo of America 

Inc.
• “This ‘reverse engineering’ process, to the 

extent untainted by the 10NES copy 
purloined from the Copyright Office, qualified 
as a fair use.”
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Modern CIC Clones



Source: neviktsi





M-m-m-m-multi CIC
• 6 variants / region
• 2 regions



Credit: brizzo



Getting @ silicon



Resulting tangle



Removing bond wires
• Pluck with tweezers
• Solder amalgam

→





Delayer
• Remove SiO2 + metal
• HF uneven, AlF3 residue
• Solution: vortex,

buffer w/ NH4F (BOE)



ROM silicon
• An active programmed ROM is easy to see:

• CIC ROM: where's the data?



Dash etch

→



Dash: theory
• Doping influences competing reactions
– HNO3: convert Si to SiO2

– HF: dissolve SiO2

• Form thin SiO2 => optical interference

Copyright ©
Andrew Zonenberg



Dash: practice
• Etch 10-15 seconds w/ light recommended
• Many fine points for good etch
• Over etching destroys data



Dash: process variation
• Different oxide thickness, etc
• Need to practice a few times
• Old sports games: $0.50/cart

→



Dash: cleanliness, chemical purity

• Small residues can block etchant
• Very sensitive to other metals, ex Cu
– Beware decap residue

• Recommend dedicated
glassware



Dash: temperature
• Strongly influences rate
• HAc crystallization (below)



Dash: lapping
• Chip lapped at angle and stained



Safety
• Aggressive chemicals: HazMat suit / respirator
• Risk life/limb for science!
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Improvements



4-Bit Single-Chip Microcomputer SM5K6/SM5K7

Microcomputer Data Sheet  3

Figure 4. Block Diagram
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SM5 Emulator



The CIC sends…
1. Hello + region ID
2. Seed
3. Checksum



And if the PIF is happy
• PIF → CIC: 2 nibbles
• Main runtime



Overview

Boot Checksum and
RAM load

Runtime



Boot

Hello / Region ID Encoded seed



Boot Detail



Checksum and RAM Load

Encoding
delay

Encoded checksum Two nibbles
PIF → CIC



Runtime

00: memory compare mode memory
compare



Memory Compare Detail

delay when
CIC sends 0

00:
memory
compare

mode



The Party Never Ends



Main Algorithm
void cic_round(uint4_t m[16]) {

uint4_t a, b, x;
x = m[15];
do {

m[1] += x + 1;
b = 6;
if (15 - m[3] > m[2])

b += 1;

m[b - 3] += m[3];
m[3] += m[2] + 1;
m[2] = ~(m[2] + m[1] + 1);

a = m[b - 1];
if (m[b - 2] > 7)

m[b - 1] = 0;
m[b - 1] += m[b + 2] + 8;
m[b - 2] += m[b - 3];
do {

a += m[b] + 1;
m[b] = a;
b += 1;

} while (b != 0);
x -= 1;

} while (x != 15);
}

Credit: Kammerstetter, M. et al



6105 Algorithm
uint8_t A = 5; int carry = 1;
for (int i = 0; i < 14; ++i) {

if (!(mem[i] & 1)) A += 8;
if (!(A & 2)) A += 4;
A = (A + mem[i]) & 0xf;
mem[i] = A;
if (!carry)

A += 7;
A = (A + mem[i]) & 0xF;
A = A + mem[i] + carry;
if (A >= 0x10) {

carry = 1;
A -= 0x10;

} else {
carry = 0;

}
A = (~A) & 0xf;
mem[i] = A;

}



A Few More Hangups



Encoded seed

Encoded checksum



Encoding Algorithm
void fn_22b(uint8_t *mem, int start) {

int i; uint8_t A;
A = mem[start];
for (i = start+1; i < 16; ++i) {

A = (A + 1) % 16;
A = (A + mem[i]) % 16;
mem[i] = A;

}
}



Inverse Algorithm
void inverse_22b(u8 *mem, int start) {

int i; uint8_t A, nextA;
A = mem[start];
nextA = A;
for (i = start+1; i < 16; ++i) {

nextA = mem[i];
mem[i] -= (A + 1);
if (mem[i] > 16) mem[i] += 16;
A = nextA;

}
}



Decoding Seed
• B D 3 9 3 D → B 5 3 F 3 F
• B D 7 A 5 9→ B 5 7 8 7 8

• Encryption “key” is always B 5



Decoding Checksum
• 3 F 5 7 2 9 3 E 5 4 7 C F 5 9 0 →

3 F D F A 5 3 6 C 0 F 1 D 8 5 9

• “Key” varies based on delay from PIF
• RC pseudo-random delay



Working implementation



Video



Features
• Region free
• Barebones version is open source
• PIC PROBLEMS



Related Work
• Breaking Integrated Circuit Device Security 

through Test Mode Silicon Reverse 
Engineering. Kammerstetter, Markus et al.



such pcb
many wood

wow
very silk



Dumping jig



Working implementation



Future work







Thanks
• Markus + Markus
• Segher
• Zoinkity
• emu_kidid
• arbin
• jrra



Greetz
• #n64dev
• azonenberg



?



THANKS !!!!!!!!!!!!!!!!!!!!!!!!
• Mike – @mpeg4codec
• Marsh – @fpga_nugga
• John – siliconpr0n.org

• https://github.com/mikeryan/UltraCIC
• https://github.com/mikeryan/sm5emu
• https://github.com/JohnDMcMaster/pr0ntools


