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Motivation! 



d:\> adb shell 

iwconfig 
 
eth0     IEEE 802.11-DS  ESSID:"GeverNet"  Nickname:"" 
         Mode:Managed  Frequency:2.437 GHz  Access Point: 00:25:9C:34:D4:F6 
         Bit Rate=11 Mb/s   Tx-Power:32 dBm 
         Retry min limit:7   RTS thr:off   Fragment thr:off 
         Encryption key:off 
         Power Managementmode:All packets received 
         Link Quality=3/5  Signal level=-68 dBm  Noise level=-84 dBm 
         Rx invalid nwid:0  Rx invalid crypt:0  Rx invalid frag:0 
         Tx excessive retries:4  Invalid misc:0   Missed beacon:0 
 
# 
 

# iwconfig 

tcpdump -i eth0 -w /data/data/bcmon/test.cap 
tcpdump: listening on eth0, link-type EN10MB (Ethernet), capture size 96 
bytes 

tcpdump -i eth0 -w /data/data/bcmon/test.cap 
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/* Return true if there may be more frames to read */ 
static uint dhdsdio_readframes(dhd_bus_t *bus, 

        uint maxframes, bool *finished){ 
 . 
 . 
 . 

 
#ifdef DHD_DEBUG 

 if (DHD_BYTES_ON() && DHD_DATA_ON()) {    
  printk(KERN_DEBUG "Rx Data:\n");    
  print_hex_dump_bytes("", DUMP_PREFIX_OFFSET,  
          rxbuf, len); 
 } 

#endif 
 . 
 . 
 . 

} 

 	



. 

. 

. 
#ifdef DHD_DEBUG 
 
#define DHD_ERROR(args)  do {if (dhd_msg_level & DHD_ERROR_VAL) printf args;} while (0) 
#define DHD_TRACE(args)  do {if (dhd_msg_level & DHD_TRACE_VAL) printf args;} while (0) 
#define DHD_INFO(args)   do {if (dhd_msg_level & DHD_INFO_VAL) printf args;} while (0) 
#define DHD_DATA(args)   do {if (dhd_msg_level & DHD_DATA_VAL) printf args;} while (0) 
#define DHD_CTL(args)    do {if (dhd_msg_level & DHD_CTL_VAL) printf args;} while (0) 
#define DHD_TIMER(args)  do {if (dhd_msg_level & DHD_TIMER_VAL) printf args;} while (0) 
#define DHD_HDRS(args)   do {if (dhd_msg_level & DHD_HDRS_VAL) printf args;} while (0) 
#define DHD_BYTES(args)  do {if (dhd_msg_level & DHD_BYTES_VAL) printf args;} while (0) 
#define DHD_INTR(args)   do {if (dhd_msg_level & DHD_INTR_VAL) printf args;} while (0) 
#define DHD_GLOM(args)   do {if (dhd_msg_level & DHD_GLOM_VAL) printf args;} while (0) 
#define DHD_EVENT(args)  do {if (dhd_msg_level & DHD_EVENT_VAL) printf args;} while (0) 
#define DHD_BTA(args)    do {if (dhd_msg_level & DHD_BTA_VAL) printf args;} while (0) 
#define DHD_ISCAN(args)  do {if (dhd_msg_level & DHD_ISCAN_VAL) printf args;} while (0) 
. 
. 
. 
 



 . 
 . 
 . 

dhdsdio_readframes: Enter 
RxHdr: 
 0000: 74 00 8b ff 1a 02 00 0e 00 12 00 00  
Rx Data: 
 0000: 74 00 8b ff 1a 02 00 0e 00 12 00 00 00 00 10 00 
 0016: 00 ba 38 e7 d8 64 22 02 00 25 9c 34 d4 f4 08 00 
 0032: 45 00 00 54 00 00 00 00 2b 01 0f b7 08 08 08 08 
 0048: 0a 64 65 7f 00 00 4b cb 27 08 00 01 6f 36 eb 50 
 0064: 45 a1 02 00 08 09 0a 0b 0c 0d 0e 0f 10 11 12 13 
 0080: 14 15 16 17 18 19 1a 1b 1c 1d 1e 1f 20 21 22 23 
 0096: 24 25 26 27 28 29 2a 2b 2c 2d 2e 2f 30 31 32 33 
 0112: 34 35 36 37  

 . 
 . 
 . 

# dmesg 



 . 
 . 
 . 

dhdsdio_readframes: Enter 
RxHdr: 
 0000: 74 00 8b ff 1a 02 00 0e 00 12 00 00  
Rx Data: 
 0000: 74 00 8b ff 1a 02 00 0e 00 12 00 00 00 00 10 00 
 0016: 00 ba 38 e7 d8 64 22 02 00 25 9c 34 d4 f4 08 00 
 0032: 45 00 00 54 00 00 00 00 2b 01 0f b7 08 08 08 08 
 0048: 0a 64 65 7f 00 00 4b cb 27 08 00 01 6f 36 eb 50 
 0064: 45 a1 02 00 08 09 0a 0b 0c 0d 0e 0f 10 11 12 13 
 0080: 14 15 16 17 18 19 1a 1b 1c 1d 1e 1f 20 21 22 23 
 0096: 24 25 26 27 28 29 2a 2b 2c 2d 2e 2f 30 31 32 33 
 0112: 34 35 36 37  

 . 
 . 
 . 

# dmesg 

ETHERNET HEADER	



 . 
 . 
 . 

dhdsdio_readframes: Enter 
RxHdr: 
 0000: 74 00 8b ff 1a 02 00 0e 00 12 00 00  
Rx Data: 
 0000: 74 00 8b ff 1a 02 00 0e 00 12 00 00 00 00 10 00 
 0016: 00 ba 38 e7 d8 64 22 02 00 25 9c 34 d4 f4 08 00 
 0032: 45 00 00 54 00 00 00 00 2b 01 0f b7 08 08 08 08 
 0048: 0a 64 65 7f 00 00 4b cb 27 08 00 01 6f 36 eb 50 
 0064: 45 a1 02 00 08 09 0a 0b 0c 0d 0e 0f 10 11 12 13 
 0080: 14 15 16 17 18 19 1a 1b 1c 1d 1e 1f 20 21 22 23 
 0096: 24 25 26 27 28 29 2a 2b 2c 2d 2e 2f 30 31 32 33 
 0112: 34 35 36 37  

 . 
 . 
 . 

# dmesg 

BROADCOM HEADER	



SoftMac 

FullMac 

Ethernet frames 

MAC 

CPU 

MAC WiFi frames 

CPU 
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Monitor mode 
 

From Wikipedia, the free encyclopedia 

Monitor mode, or RFMON (Radio 
Frequency MONitor) mode, allows a 
c o m p u t e r  w i t h  a 
w i r e l e s s n e t w o r k i n t e r f a c e 
controller (WNIC) to monitor all traffic 
received from the wireless network. 
Unlike promiscuous mode, which is 
also used for packet sniffing, monitor 
mode allows packets to be captured 
without having to associate with 
a n  a c c e s s  p o i n t o r 
ad-hoc network first.  



tasks 
q Easy solutions 

q  Driver modification 
q  Contact Broadcom 

q Implement monitor mode ourselves 
q Extract Firmware 
q RE firmware 
q Patch firmware - add monitor mode 



# dmesg 
. 
. 
. 

dhdsdio_download_code_file: download firmware /system/
vendor/firmware/fw_bcm4329.bin 
dhdsdio_membytes: write 2048 bytes at offset 0x00000000 
dhdsdio_membytes: write 2048 bytes at offset 0x00000800 
dhdsdio_membytes: write 2048 bytes at offset 0x00001000 
dhdsdio_membytes: write 2048 bytes at offset 0x00001800 
dhdsdio_membytes: write 2048 bytes at offset 0x00002000 
dhdsdio_membytes: write 2048 bytes at offset 0x00002800 
dhdsdio_membytes: write 2048 bytes at offset 0x00003000 
. 
. 
. 
 



tasks 
q Easy solutions 
q Implement monitor mode ourselves 

q Extract Firmware 
q RE firmware 
q Patch firmware - add monitor mode 









tasks 
q Easy solutions 
q Implement monitor mode ourselves 

q Extract Firmware 
q RE firmware 
q Patch firmware - add monitor mode 

q Is it possible? 

Determine 
Architecture	



# dmesg 
 
. 
. 
. 

Firmware version = wl0: Dec 20 2010 
19:21:39 version 4.218.248.18 
. 

. 

. 
 



000284B0  00 62 63 6D 6F 6E 00 32   .bcmon.2 
000284B8  34 38 2E 31 38 00 77 6C   48.18.wl 
 
 
 

Firmware version = wl0: Dec 20 2010 19:21:39 
version 4.218.248.18 

000284B0  00 34 2E 32 31 38 2E 32   .4.218.2 
000284B8  34 38 2E 31 38 00 77 6C   48.18.wl 
 
 
 

Firmware version = wl0: Dec 20 2010 19:21:39 
version bcmon 



~67% of the 
functions are 

missing	





# dmesg 
. 
. 
. 

dhdsdio_download_code_file: download firmware /system/
vendor/firmware/fw_bcm4329.bin 
dhdsdio_membytes: write 2048 bytes at offset 0x00000000 
dhdsdio_membytes: write 2048 bytes at offset 0x00000800 
dhdsdio_membytes: write 2048 bytes at offset 0x00001000 
dhdsdio_membytes: write 2048 bytes at offset 0x00001800 
dhdsdio_membytes: write 2048 bytes at offset 0x00002000 
dhdsdio_membytes: write 2048 bytes at offset 0x00002800 
dhdsdio_membytes: write 2048 bytes at offset 0x00003000 
. 
. 
. 
 

 

   dhdsdio_membytes(dhd_bus_t *bus, 
                    bool write, 

                u32 address, 
                u8 *data, 
                uint size) 

	



static int 
dhdsdio_download_code_file(struct dhd_bus *bus, char *fw_path){ 

 . 
 . 
 . 

 /* Download image */ 

 while ((len = dhd_os_get_image_block((char*)memptr, MEMBLOCK, image))) { 

  bcmerror = dhdsdio_membytes(bus, TRUE, offset, memptr, len); 

  if (bcmerror) {...} 

  offset += MEMBLOCK; 

 } 
 . 
 . 
 . 

} 

 	



static int 
dhdsdio_download_code_file(struct dhd_bus *bus, char *fw_path){ 

 . 
 . 
 . 

 /* Download image */ 

 while ((len = dhd_os_get_image_block((char*)memptr, MEMBLOCK, image))) { 

  bcmerror = dhdsdio_membytes(bus, TRUE, offset, memptr, len); 

  if (bcmerror) {...} 

  offset += MEMBLOCK; 

 } 
 pasten_func(bus); 

 . 
 . 
 . 

} 

 	



int pasten_func (struct dhd_bus *bus) 
{ 
    bool write; 
    uint32 address; 
    uint8 data[0x100]; 
    uint32 chunk_sz = 0x100; 
    printf("pasten_func: enter!!!\n"); 
    write = false; 
    address = 0x1E000000;  
    while(true) 
    { 
        dhdsdio_membytes(bus, write, address, data, chunk_sz); 
        printf("address = 0x%X\n", address); 
        hexdump("pasten OUT: ", data, chunk_sz); 
        address += chunk_sz; 
    } 
    printf("pasten_func: return!!!\n"); 
    return 0; 
} 

	

 	



 . 
 . 
 . 

address = 0x1E000000 
pasten OUT: 13 b5 01 90 00 91 05 e0 07 4b 01 a9 1b 68 6a 46 
pasten OUT: 98 47 38 b9 01 98 00 99 dd 22 0f f0 b1 fc 04 46 
pasten OUT: 00 28 f1 d1 20 46 1c bd 5c 03 00 00 2d e9 f0 41 
pasten OUT: 43 78 45 1c 04 2b 04 46 0f 46 16 46 07 d9 02 30 
pasten OUT: 09 49 04 22 0f f0 a4 fc 08 b9 01 30 0a e0 2b 78 
pasten OUT: 3a 68 a1 1c c9 18 33 68 c2 eb 01 02 9b 1a 33 60 
pasten OUT: 39 60 00 20 bd e8 f0 81 08 fe 00 1e 10 b5 04 46 
pasten OUT: 4f f0 00 0e 10 46 09 e0 1e f8 01 c0 1e f8 00 20 
pasten OUT: 94 45 01 d0 34 b9 08 e0 0e f1 01 0e 9e 45 f3 d1 
pasten OUT: 00 20 0b e0 62 45 08 d9 08 e0 10 f8 0e 20 11 f8 
pasten OUT: 0e 30 9a 42 28 bf 08 46 00 e0 08 46 10 bd c0 46 

 . 
 . 
 . 

# dmesg 





tasks 
q Easy solutions 
q Implement monitor mode ourselves 

q Extract Firmware 
q RE firmware 
q Patch firmware - add monitor mode 

q Is it possible? 



ROM RAM	

Function Pointers 

memset 



Function Pointers 

memset 

memset_wrapper 

ROM RAM	



DEBUG 
 PRINTS 





Why Ethernet?? 
WHY??? 





push    {r0-r11, lr} 
; pre logic 
bl      original_function 
; post logic 
pop     {r0-r11, pc} 

 	



push    {r0-r11, lr} 
; pre logic 
bl      original_function 
; 
; memcpy(0x46300, sp, 0x100) 
; 
pop     {r0-r11, pc} 

 	

int pasten_func (struct dhd_bus *bus) 
{ 

 ...   
 printf("pasten_func: enter!!!\n"); 
 dhdsdio_membytes(...); 
 ... 

} 
	



push    {r0-r11, lr} 
; bug <---------------- 
bl      original_function 
; 
; memcpy(0x46300, sp, 0x100) 
; 
pop     {r0-r11, pc} 

 	

int pasten_func (struct dhd_bus *bus) 
{ 

 ...   
 printf("pasten_func: enter!!!\n"); 
 dhdsdio_membytes(...); 
 ... 

} 
	

PANIC	



tasks 
q Easy solutions 
q Implement monitor mode ourselves 

q Extract Firmware 
q RE firmware 
q Patch firmware - add monitor mode 

q Is it possible? 
q Save time 

q Research infrastructure 



o  Develop in C 
o  Easily add illegal opcodes 
o  Detours 
o  Assembly patches 

Developing a patch 



generic_patcher.py 
detour1 = CPatch(code_address, 
                “detour.c”, 
                max_size=0x100) 
 
patch_firmware("fw_bcm4329.bin", 
               "patched.bin", 
               [detour1]) 



Additional Patch 
Types 
o  Assembly 

o  ArmPatch(0x00006E30, ["nop", "nop"]) 

o  Detour relative jumps 
o  BLPatch(bl_ptr, new_dst) 

o  PTR replacement 
o  ReplacePatch(old_data, new_data) 

o  Trap 
o  TrapPatch(offset) 

ArmPatch(0x00006E30, ["nop", "nop"]) 

BLPatch(bl_ptr, new_dst) 

ReplacePatch(old_data, new_data) 

TrapPatch(offset) 



push    {r0-r11, lr} 
; pre logic 
bl      original_function 
; 
; memcpy(0x46300, sp, 0x100) 
; 
pop     {r0-r11, pc} 

 	

int pasten_func (struct dhd_bus *bus) 
{ 

 ...   
 printf("pasten_func: enter!!!\n"); 
 dhdsdio_membytes(...); 
 ... 

} 
	

generic_patcher.py	

PANIC	



Usermode Interface 
o  Read/write chip memory 
o  Change kernel debug level 



Usermode Interface  
read_mem: address(0x1E000000), count(0x00000100): 
  0000  13 b5 01 90 00 91 05 e0 07 4b 01 a9 1b 68 6a 46  .........K...hjF 
  0010  98 47 38 b9 01 98 00 99 dd 22 0f f0 b1 fc 04 46  .G8......".....F 
  0020  00 28 f1 d1 20 46 1c bd 5c 03 00 00 2d e9 f0 41  .(.. F..\...-..A 
  0030  43 78 45 1c 04 2b 04 46 0f 46 16 46 07 d9 02 30  CxE..+.F.F.F...0 
  0040  09 49 04 22 0f f0 a4 fc 08 b9 01 30 0a e0 2b 78  .I.".......0..+x 
  0050  3a 68 a1 1c c9 18 33 68 c2 eb 01 02 9b 1a 33 60  :h....3h......3` 
  0060  39 60 00 20 bd e8 f0 81 08 fe 00 1e 10 b5 04 46  9`. ...........F 
  0070  4f f0 00 0e 10 46 09 e0 1e f8 01 c0 1e f8 00 20  O....F......... 
  0080  94 45 01 d0 34 b9 08 e0 0e f1 01 0e 9e 45 f3 d1  .E..4........E.. 
  0090  00 20 0b e0 62 45 08 d9 08 e0 10 f8 0e 20 11 f8  . ..bE....... .. 
  00a0  0e 30 9a 42 28 bf 08 46 00 e0 08 46 10 bd c0 46  .0.B(..F...F...F 
  00b0  2d e9 70 47 bb b0 0d f1 df 04 06 46 88 46 91 46  -.pG.......F.F.F 
  00c0  19 49 09 22 20 46 9a 46 0f f0 72 fc 20 46 0f f0  .I." F.F..r. F.. 
  00d0  b5 f9 0d f1 0f 05 02 46 21 46 28 46 0f f0 68 fc  .......F!F(F..h. 
  00e0  20 46 0f f0 ab f9 31 46 04 46 06 22 28 18 0f f0   F....1F.F."(... 
  00f0  5f fc a0 1d 41 46 06 22 28 18 0f f0 59 fc 0d f1  _...AF."(...Y... 
 



PANIC	

 	

int pasten_func (struct dhd_bus *bus) 
{ 

 ...   
 printf("pasten_func: enter!!!\n"); 
 dhdsdio_membytes(...); 
 ... 

} 
	

generic_patcher.py	

Usermode interface	



tasks 
q Easy solutions 
q Implement monitor mode ourselves 

q Extract Firmware 
q RE firmware 
q Patch firmware - add monitor mode 

q Is it possible? 
q Save time 

q Research infrastructure 

q  Find a raw WiFi Packet 





Our first raw 802.11 
packet! 
wlc_bmac_recv 
... 

ROM:0000D35C 04 F1+              ADD.W           R0, R4, #0x10 

ROM:0000D360    // got here with a probe request packet  

ROM:0000D360 F4 F7+              BL              my_mac_compare_ 

ROM:0000D364 18 B9               CBNZ            R0, loc_D36E 

ROM:0000D366 23 7C               LDRB            R3, [R4,#0x10] 

ROM:0000D368 13 F0+              TST.W           R3, #1 

 
Probe request 
0003d510: 00 00 14 04 cc 00 f8 4d 40 00 00 00 ff ff ff ff 

0003d520: ff ff 00 21 91 98 7d c3 ff ff ff ff ff ff b0 6b 

0003d530: 00 05 4b 61 6c 69 72 01 08 82 84 8b 96 12 24 48 

0003d540: 6c 32 04 0c 18 30 60 05 b8 34 27 00 00 00 00 00 



tasks 
q Easy solutions 
q Implement monitor mode ourselves 

q Extract Firmware 
q RE firmware 
q Patch firmware - add monitor mode 

q Is it possible? 
q Save time 

q Research infrastructure 

q  Find a raw WiFi Packet 
q  Find a route home 







Raw packet sniffing 



Capture the flag 



 
/*== maccontrol register ==*/ 
#define MCTL_GMODE              (1U << 31) 
#define MCTL_DISCARD_PMQ        (1 << 30) 
#define MCTL_WAKE               (1 << 26) 
#define MCTL_HPS                (1 << 25) 
#define MCTL_PROMISC            (1 << 24) 
#define MCTL_KEEPBADFCS         (1 << 23) 
#define MCTL_KEEPCONTROL        (1 << 22) 
#define MCTL_PHYLOCK            (1 << 21) 
#define MCTL_BCNS_PROMISC       (1 << 20) 
#define MCTL_LOCK_RADIO         (1 << 19) 
#define MCTL_AP                 (1 << 18) 
#define MCTL_INFRA              (1 << 17) 
#define MCTL_BIGEND             (1 << 16) 
#define MCTL_GPOUT_SEL_MASK     (3 << 14) 
#define MCTL_GPOUT_SEL_SHIFT    14 
#define MCTL_EN_PSMDBG          (1 << 13) 
#define MCTL_IHR_EN             (1 << 10) 
#define MCTL_SHM_UPPER          (1 <<  9) 
#define MCTL_SHM_EN             (1 <<  8) 
#define MCTL_PSM_JMP_0          (1 <<  2) 
#define MCTL_PSM_RUN            (1 <<  1) 
#define MCTL_EN_MAC             (1 <<  0) 
 

void brcms_c_mac_promisc(struct brcms_c_info *wlc, uint filter_flags) 
{ 
        u32 promisc_bits = 0; 
        wlc->filter_flags = filter_flags; 
        if (filter_flags & (FIF_PROMISC_IN_BSS | FIF_OTHER_BSS)) 
                promisc_bits |= MCTL_PROMISC; 
  
        if (filter_flags & FIF_BCN_PRBRESP_PROMISC) 
                promisc_bits |= MCTL_BCNS_PROMISC; 
  
        if (filter_flags & FIF_FCSFAIL) 
                promisc_bits |= MCTL_KEEPBADFCS; 
  
        if (filter_flags & (FIF_CONTROL | FIF_PSPOLL)) 
                promisc_bits |= MCTL_KEEPCONTROL; 
  
        brcms_b_mctrl(wlc->hw, 
                MCTL_PROMISC | MCTL_BCNS_PROMISC | 
                MCTL_KEEPCONTROL | MCTL_KEEPBADFCS, 
                promisc_bits); 
} 
  



Result 



tasks 
q Implement monitor mode ourselves 
q Save time 

q Research infrastructure 



tasks 
q Implement monitor mode ourselves 
q Packet injection support 
q Save time 

q Research infrastructure 



Tracing 

DNS Packet 

Sent!	

 	

Ping Packet 

Sent! 



Demo !!! 



Tracing 
o  Stack trace 
o  Real time packet buffers 

(sk_buff) 
o  Function arguments 
o  Return values 



Upgrading our 
tracing system 

Update.sh 

Generic Patcher 

my_log(skb, arg1,arg2,arg3,'dma_','tx!!','!!!!') 

CHIP 

Packets+Logs 



tasks 
q Implement monitor mode ourselves 
q Packet injection support 
q Save time 

q Research infrastructure 



Nexus One 
BCM4329 

SGS II 
BCM4330B1 

Nexus 7 
BCM4330B2 SGS III 

BCM4334 
SGS IV 

BCM4335 
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Function Pointers 

memset 



Function Pointers 

memset 

???????????????????
???????????????????
???... 

Copy Stub 

CODE CODE CODE 
CODE CODE CODE 
CODE CODE ... 

ROM RAM	





tasks 
q Implement monitor mode ourselves 
q Packet injection support 
q Save time 

q Research infrastructure 
q Support other chipsets 



Current Solution 

Wifi Chip Kernel module airodump 



Compiling the kernel 
takes time... 



We support 3 chips 



~100 android devices 



100 devices 
# of kernels 

∞ time 

X



Staying in userland 

Wifi Chip Kernel module airodump 

This is a problem! 

We also like our 

tools untouched 



LD_PRELOAD 
o  Environment variable 
o  Shared object 
o  Loaded first 
o  Ideal for hooking 
# LD_PRELOAD=`pwd`/libmytest.so ping 8.8.8.8 
HELP!!! I’m trapped inside a foreign binary!! 
PING 8.8.8.8 (8.8.8.8) 56(84) bytes of data. 
64 bytes from 8.8.8.8: icmp_seq=1 ttl=43 time=75.2 ms 
64 bytes from 8.8.8.8: icmp_seq=2 ttl=43 time=75.5 ms 

 . 
 . 
 . 

 



int ioctl(int fd, int request, void *data) 
{ 
    ... 
    switch (request) 
    { 
        case SIOCGIFHWADDR: 
            debug_print("Handling HW Addr\n"); 
            struct ifreq* p_ifr; 
            p_ifr = (struct ifreq*)data; 
            p_ifr->ifr_hwaddr.sa_family = ARPHRD_IEEE80211_RADIOTAP; 

            goto done; 
        case SIOCGIWMODE: 
            struct iwreq* p_wrq; 
            p_wrq = (struct iwreq*)data; 
            p_wrq->u.mode = IW_MODE_MONITOR; 
            goto done; 
    } 
    ... 
} 



Staying in userland 
LD_PRELOAD 

Wifi Chip Kernel module airodump 



tasks 
q Implement monitor mode ourselves 
q Packet injection support 
q Save time 

q Research infrastructure 
q Support other chipsets 
q Idiot proof 



Demo !!! 



Nexus One 
BCM4329 

SGS II 
BCM4330B1 

Nexus 7 
BCM4330B2 SGS III 

BCM4334 
SGS IV 

BCM4335 



Lessons Learned 
o  Research Infrastructure 
o  BFS vs. DFS 
o  Google Decompiler 



Related work 
o  monmob - Core Security 

o  Andrés Blanco and Matías Eissler 
o  Monitor Mode on iPhone (also Broadcom chips) 



Something 
Completely Different 



Phone 

APP 

OS 

Wifi Chip 



Demo !!! 



Where can I get it? 
o  generic_patcher.py 

o  https://github.com/shoote/generic_patcher 

o  Android App (currently for 
bcm4329/30) 
o  https://bcmon.googlecode.com/files/bcmon.apk 

o  More updates: 
o  bcmon.blogspot.com 
o  contact.bcmon@gmail.com 



Questions 


