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d:\> adb shell

# iwconfig

iwconfig

ethO IEEE 802.11-DS ESSID:"GeverNet" Nickname:""

Mode:Managed Frequency:2.437 GHz Access Point: 00:25:9C:34:D4:F6
Bit Rate=11 Mb/s Tx-Power:32 dBm

Retry min limit:7 RTS thr:off Fragment thr:off
Encryption key:off

Power Managementmode:All packets received

Link Quality=3/5 Signal level=-68 dBm Noise level=-84 dBm
Rx invalid nwid:0 Rx invalid crypt:0 Rx invalid frag:0

Tx excessive retries:4 Invalid misc:0 Missed beacon:0

# tcpdump -i eth0 -w /data/data/bcmon/test.cap
tcpdump -1 eth0 -w /data/data/bcmon/test.cap

tcpdump: listening on ethO, link-type EN1OMB |(Ethernet)
bytes

, capture size 96




...........
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/* Return true 1f there may be more frames to read */
static uint dhdsdio readframes (dhd bus t *bus,
uint maxframes, bool *finished) {

#ifdef DHD DEBUG
if (DHD BYTES ON() && DHD DATA ON()) {
printk (KERN DEBUG "Rx Data:\n");
print hex dump bytes("", DUMP PREFIX OFFSET,
rxbuf, len);

#endif




#ifdef DHD DEBUG

#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define

DHD ERROR (args)
DHD TRACE (args)
DHD INFO (args)
DHD DATA (args)
DHD CTL (args)

DHD TIMER (args)
DHD HDRS (args)
DHD BYTES (args)
DHD INTR (args)
DHD GLOM (args)
DHD EVENT (args)
DHD BTA (args)

DHD ISCAN (args)

do
do
do
do
do
do
do
do
do
do
do
do
do

{if
{if
{if
{if
{1if
{if
{if
{if
{1if
{if
{if
{if
{if

(dhd msg level
(dhd msg level
(dhd msg level
(dhd msg level
(dhd msg level
(dhd msg level
(dhd msg level
(dhd msg level
(dhd msg level
(dhd msg level
(dhd msg level
(dhd msg level
(dhd msg level

22 2 22 22 2 2» 22 22 22» &2 2 22

DHD ERROR_VAL)
DHD TRACE VAL) printf args;} while
DHD INFO VAL) printf args;} while (
DHD DATA VAL) printf args;} while (
DHD CTL VAL) printf args;} while (O
DHD TIMER VAL) printf args;} while
DHD HDRS VAL) printf args;} while
DHD BYTES VAL)
DHD INTR VAL) printf args;} while
DHD GLOM VAL) printf args;} while (0)
DHD EVENT VAL) printf args;} while (0)
DHD BTA VAL) printf args;} while (0)

DHD ISCAN VAL) (0)

)

printf args;} while (O
0)
)
)

(
(
0
0
)

(0)
(0)

(0)
(0)

printf args;} while

printf args;} while




# dmesg

dhdsdio readframes:

Enter

RxHdr:

0000: 74 00 8b f£f 1a 02 00
Rx Data:

0000: 74 00 8b f£f 1a 02 00

0016: 00 ba 38 e7 dB8 64 22

0032: 45 00 00 54 00 00 0O

0048: O0a 64 65 7f 00 00 4b

0064: 45 al 02 00 08 09 0Oa

0080: 14 15 16 17 18 19 1la

0096: 24 25 26 277 28 29 2a

0112: 34 35 36 37

Oe

Oe
02
00
cb
0b
1b
2b

00

00
00
2b
277
Oc
1lc
2C

12

12
25
01
08
0d
1d
2d

00

00
9c
0f
00
Oe
le
2e

00

00
34
b7
01
0f
1f
2f

00
d4
08
6f
10
20
30

00
4
08
36
11
21
31

10
08
08
eb
12
22
32

00
00
08
50
13
23
33




# dmesg

dhdsdio readframes: Enter
RxHdr:
0000: 74 00 8b ff la 02 00 ETHERNET HEADER
Rx Data:
0000: 74 00 8b f£ff 1a 02 00
001l6: 00 ba 38 e7 d8 64 22
0032: 45 00 00 54 00 00 0O
0048: Oa 64 65 7f 00 00 4b
0064: 45 al 02 00 08 09 Oa
0080: 14 15 16 17 18 19 1la
0096: 24 25 26 27 28 29 2a
0112: 34 35 36 37




# dmesg

dhdsdio readframes: Enter

RxHdr: BROADCOM HEADER

0000: 74 00 8b ff 1a 02
Rx Data:

0000: 74 00 8b ff 1a 02 00 Oe 00 12 00 OO0 OO OO 10 0O

0016: 00 ba 38 e7 d8 64 22 02 00 25 9¢ 34 d4 £4 08 00

0080: 14 15 1o 17 18 19 la 1b 1lc 1
0096: 24 25 26 27 28 29 2a 2b 2c éd

0032: 45 00 00 54 00 00 00 00 2b 01 Of b7 08 OE—%%'Sﬂ\
0048: O0a 64 65 7f 00 00 4b cb 27 08 00 01 6f_2&* €D 50
:—gsaﬂiﬂfﬁ—?’
2

00e4: 45 al 02 00 08 09 Oa Ob Oc O Wk 1\l 3
3
. SW

5
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e 1f
' 2
0112: 34 35 36 37
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Monitor mode

From Wikipedia, the free encyclopedia

Monitor mode, or RFMON (Radio
Frequency MONitor) mode, allows a
computer with a
wireless network interface
controller (WNIC) to monitor all traffic
received from the wireless network.
Unlike promiscuous mode, which iIs

also used for packet sniffing, monitor
P U | RN N R R IR R




tasks

Easy solutions
W Driver modification
¥ Contact Broadcom

dImplement monitor mode ourselves
dExtract Firmware <—
ORE firmware

dPatch firmware - add monitor mode

—h

\TY



# dmesg

dhdelO download code file:
vendor/flrmware/fw bcm4d4329.bin

dhdsdio membytes:
dhdsdio membytes:
dhdsdio membytes:
dhdsdio membytes:
dhdsdio membytes:
dhdsdio membytes:
dhdsdio membytes:

write
write
write
write
write
write
write

2048
2048
2048
2048
2048
2048
2048

bytes
bytes
bytes
bytes
bytes
bytes
bytes

at
at
at
at
at
at
at

offset
offset
offset
offset
offset
offset
offset

download firmware /system/

0x00000000
0x00000800
0x00001000
0x00001800
0x00002000
0x00002800
0x00003000




tasks

WEasy solutions

dImplement monitor mode ourselves
Extract Firmware €<—
dRE firmware «<—
dPatch firmware - add monitor mode



H AU
E H [H] Hex Workshop - [E:\temp\play\fw_bcm4329.bin] (<00 (B | ) e S
ﬁnr“ﬂhnn I File Edit Disk Options Tools Window Help _& xl

BCM4330
BROADCOM. ER @@Q %ﬂ_‘m
3riet

Connecting
o

everything

SINGLE-CHIP IEEE 802.11n/BLUETOOTH/FM (Rx AND Tx)

FEATURES

|IEEE 802.11x Key Features * Supports IEEE 802.15.2 external three-wire coexistence

+ Single-band 2.4 GHz IEEE 802.11 b/g/n or dual-band 2.4 GHz e
and’s Gri 8021 abign (non-s mulaneous) . gupsport; el (50 MHz, 4-bit, and 1-bit), and

L Sing.e‘stream IEEE 802.11n support for 20 MHz Channpls gSP' (48 MHZ) host |nteffa°es ' ! !
ﬂmmnﬁgoazgaaﬁﬁ :%;cs ngZs(-ﬁb'gsb_ps) for typical ¢ Alternative host interface supports HSIC (short distance USB

* Integrated Power Amplifiers, LNA, and PMU. —— .

- Integrated ARM™ Cortex™-M3 processor and on-chip

y m 4%5'“9"’9&'“9‘""%13‘35‘&“‘“9“ WLAN 5G, memory for complete WLAN subsystem functionality,

Suppoﬂé op'tigrr:al e:t:&zl antennas Hiversity mi",mzi:" E‘A?h? e'ued e wal%upatli: - apglicfgti?‘ne bl
= s . standar nctions. This allows for further minimization

B e o Fover G ST P e A g e 170 b SO ks
excellent sensitivity for both Bluetooth and WLAN. SRETTIUET ST TE AT e T e T

* Internal fractional nPLL allows support for a wide range of existing embedded WLAN and Bluetooth devices as well as

reference clock frequencies. future devices.

fw_bcm4329.bin



H 5
H
Workshop

td

hex workshop

IDA Pro
(32-bit)

fw_bcm4329.bin

P

W IDA v6.4.130306

Eile Edit Jump Search View

e

“ ARM architecture options

Base architecture:

P

“ Load a new filg

Load file C:itempit

Binary file

Processor type

ARM processors:

Loading segment
Loading offset | 0:

Options

Create seqn]

Load as cody

Rename DLL
(| Manual load
Fill segment
Loading opti

Create FLAT

DLL directory  C:\|

Thumb instructions:

YFP instructions:

) ARMv4 () None
) ARMwv4T () WFPv1
) ARMYST () VFPv2
) ARMYSTE] () VFPv3
) XScale @ VFPv4
) ARMvE

) ARMvETZ

) ARMy6-M

) ARMy7-M

) ARMv7-ARR

@ Any

ARM instructions

[o ] o /=)

7 No ) No
) Thumb @ Yes
@ Thumb-2
Advanced SIMD (NEON):  Wireless MMX
) No () None
) Yes ) WMMEvL
@ Yes with FMA @ WMMKyv2
[ OK ] [ Cancel ] [ Help

Set

d

or enabled

I




H

arhShop

Zawemes

&

hex workshop

fds. Y
IDA Pro

(32-bit)

fw_bcm4329.bin

€W IDA - C:\temp\bcmon\fw_bcm4329.bin

Eile Edit Jump Search View Debugger Options Windows Help

T
b

[~N -~~~ N~~~ ]

08 off_166 sub_1DBFB+1

sub_1D1B4+1
sub_1D324+1
sub_1D4EG+1
sub_1D526+1
off_u4Ch+1
off_S5EB+1
off_78C+1
sub_A38+1
loc_A48+1
sub_A4C+1
sub_24D58+1
sub_24D70+1
sub_67CC+1
sub_u4934+1
sub_u4D54+1
00000100 00000100: ROM:off 100

<4

AU: idle Down Disk: 26GB

5}
5}
5}
5}
0
5}
5}
5}
5}
5}
5}
5}
5}
5}
0

oo

DATA XREF: ROM:off

450)

Loading size 0x3CD38

Additional binary files can be loaded into the database using the
"File, Load file, Addtional binary file" command.

QK ’ ‘ Cancel




tasks

WEasy solutions
dImplement monitor mode ourselves

Extract Firmware Determine
5 Architecture
ARE firmware

dPatch firmware - add monitor mode <—
Is it possible?
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dmesg

Firmware version = wl0: Dec 20 2010
19:21:39 version 4.218.248.18

CODE16

sub_43C8

var_18= -08z18
var_14= -0x14

PUSH {R6-R2,R4,R5,LR}
LDR R3, =0x28582
LDR R2, [RBO]
STR R3, [SP,#08x18+var_18]
LDR R3, =al4 _218_248 18 ; "4.218.248.18"
MOV R4, RO
STR R3, [SP,#8x18+var_14]
LDR R2, [R2]
MOV RO, R1
LDR R3, =aDec282816 ; "Dec 20 2616"
R5, R1
R1, =aWlDSSUersionS ; "wl%d: %s %s version %s\n"
sub_1488
R3, [R4,#unk_8]
R1, =aNvramver ; "‘nuramver"
RO, [R3,#06xC]
R3, =(sub_1D28C+1)
R3 ; sub_1D26C
R2, RO
RO, locret_A43FA

RO, RS
R1, =aNuramFileUersi ; ''nuram file version %s\n"
sub_1488

CODE16

locret_A43FA
POP {R1-R5,PC}
; End of function sub_43C8




Firmware version = wl0: Dec 20 2010 19:21:39
version 4.218.248.18

000284B0O0 00 34 2E 32 31 38 2E 32 .4.218.2
000284B8 34 38 2E 31 38 00 77 6C 48.18.wl

!

000284B0O0 00 62 63 6D 6F 6E 00 32 .bcmon. 2
000284B8 34 38 2E 31 38 00 77 oC 48 .18 .wl

Firmware wversion wlO0: Dec 20 2010 19:21:39

version bcmon




ROM:000001F4 sub_ F34+1
ROM:000001F8 sub_3FCH+1
ROM:0060081FC sub_1D92C+1
ROM:00000200 sub_1D8DB+1
ROM:00000204 unk_BF1
ROM:00000268 sub_42E0+1
ROM:006060606286C unk_BF1
ROM:000060210 unk_BF1

ROM:00000214 unk_BF1
ROM:00000218 unk BF1
ROM:800060621C

ROM:00000220
ROM:00000224
ROM:00000228
ROM:0000022C
ROM:00000238
ROM:00000234

~67% of the
functions are







dhdsdio me

dhdsdio membytes:
dhdsdio membytes:
dhdsdio membytes:
dhdsdio membytes:

bool write,

u3Z2 address,

u8 *data,
ulnt size)

dhdsdio membytes (dhd bus t *bus, A

/

e 2048
write 2048
write 2048
write 2048
write 2048

bytes
bytes
bytes
bytes
bytes

at
at
at
at
at

offset
offset
offset
offset
offset

0x00001000
0x00001800
0x00002000
0x00002800
0x00003000




static int
dhdsdio download code file(struct dhd bus *bus, char *fw path) {

/* Download image */

while ((len = dhd os get image block((char*)memptr, MEMBLOCK, image))) {
bcmerror = dhdsdio membytes (bus, TRUE, offset, memptr, len);
if (bcmerror) {...}

offset += MEMBLOCK;




static int
dhdsdio download code file(struct dhd bus *bus, char *fw path) {

/* Download image */

while ((len = dhd os get image block((char*)memptr, MEMBLOCK, image))) {
bcmerror = dhdsdio membytes (bus, TRUE, offset, memptr, len);
if (bcmerror) {...}

offset += MEMBLOCK;

}
pasten_ func (bus) ;




int pasten func (struct dhd bus *bus)
{
bool write;
uint32 address;
uint8 data[0x100];
uint32 chunk sz = 0x100;
printf("pastgn_func: enter!!!\n");
write = false;
address = 0x1E000000;
while (true)
{
dhdsdio membytes (bus, write, address, data, chunk sz);
printf ("address = 0x%X\n", address);
hexdump ("pasten OUT: ", data, chunk sz);
address += chunk sz;
}
printf ("pasten func: return!!!\n");
return O;




# dmesg

address = 0x1E000000
pasten OUT: 13 b5 01
pasten OUT: 98 47 38
pasten OUT: 00 28 f1l
pasten OUT: 43 78 45
pasten OUT: 09 49 04
pasten OUT: 3a 68 al
pasten OUT: 39 60 00
pasten OUT: 4f £0 00
pasten OUT: 94 45 01
pasten OUT: 00 20 0b
pasten OUT: Oe 30 9%a

00
01
20
04
0f
c9
bd
10
34
62
28

91
98
46
2b
f0
18
e8
46
b9
45
bf

05
00
lc
04
a4
33
0
09
08
08
08

99
bd
46
fc
68
81

el
do
46

07
dd

Of
08
c2
08
le
Oe
08
00

4b
22
03
46
b9
eb
fe
8
£l

el

01
0f
00
16
01
01
00
01
01
10
08

0
00
46
30
02
le

Oe
£8
46

1b
bl
2d
07

9b
10
le
9e

10

ba
04
f0
02
2b
33
04
00
3
11
cO

46
46
41
30
78
60
46
20
dl
£8
46




ROM:000001F4
ROM:000001F8
ROM:000081FC
ROM:00000200
ROM:00000204
ROM:00000268
ROM:000060286C
ROM:0000606210
ROM:00000214
ROM:00000218
ROM:80808060621C
ROM:00000226
ROM:00000224
ROM:00000228
ROM:00008022C
ROM:00000230
ROM:00000234

off 1F4
off_1F8
off_1FC
off_200
off_ 204
off_208
off_26C
off_210
off 214
off 218
off_21C
off 220
off_ 224
off 228
off_22C
off 230
off 234

sub_ F34+1
sub_3FCO+1
sub_1D92C+1
sub_1D8DB+1
sub_BFO+1
sub_42EB8+1
sub_BFO+1
sub_BFO+1
sub_BFO+1
sub_BFO+1
sub_1EGBAE44+1
sub_1EBBAFBC+1
sub_1E080384+1
sub_1EB86298+1
sub_1EB806130+1
sub_1EGB0348+1
sub_1EB89904+1




tasks

WEasy solutions

dImplement monitor mode ourselves
MExtract Firmware <—
dRE firmware «—
dPatch firmware - add monitor mode
(4Is it possible?




Function Pointers

ROM










[)] Linux/drivers/staging/brc: x §
Eile ™ Edit €« C A [ Ixr.free-electrons.com/source/drivers/staging/brcm80211/sys/wlc_bmac.c?v=25¢ ‘ © 2 9 = ‘
' v
J l 388 /* received data or control frame, MI _ D"ﬂl PSM mlcrocodewatchdogflredl 10f1‘ A l v x| * :
389 if (macintstatus & MI _DMAINT) { e O & x
390 if (wlc bmac recv(wlc hw, RZ FIFO, bounded)) {
391 Twic-Smacintstatus |— MI DMAINT;
392 } B
393 }
394
395 /* TX FIFO suspend/flush completion */
396 if (macintstatus & MI_TXSTOP) {
397 if (wlc__bmac__tx__f1fo__suspended(wlc_hw, TZ DATA FIFO)) {
398 /* WL_ERROR(("dpé: fifo_suspend_comleté\n”)); */
399 }
400 }
401
402 /* noise sample collected */
403 if (macintstatus & MI_BG NOISE) {
404 wlc _ﬁphy___noise__sample__intr.j (wlc_hw—>band—>pi) ;
405 }
406
407 if (macintstatus & MI GPO) {
408 ViL ERROR(("W]Sd _ at $d (seconds). Resetting.\n",
w00 -
410 printk once("$s : PSM Watchdog, chipid Ox$x, chiprev 0x$x\n",
% B __func__, CHIPID(wlc hw->sih->chip),
412 CHIPREV(wlc hw— >51h >ch1prev) );
413
414 WLCNTINCR (wlc->pub-> cnt->psmwds) ;
s ; e
416 /* big hammer */
417 wl__init(wlc—>wl) :
pope ) Lt
419
420 /* gptimer timeout */
421 if (macintstatus & MI TO) {
422 i REG(wlc hw- >osh &regs- >gpt1mer, 0);
423 }
424 -
< | 1 »




vwny etnernetrs ¢
WHY ?7°?7?

-+ LLC — = SNAP ————»

AA AA 03|00 00 o00 | 08 OO0

A T

J-octet OUI identifies  2-octet TYPE value
a standards defined by that
organization organization




xrefs to my_LLC_HEADER 2 (o -& |3

Direction Ty Address Text

Up o llc_related_check_arp_+28 LDR RO, =my_LLC_HEADER_2; ptrl

Up o ROM:ptrl DCD my_LLC_HEADER_2

Up o llc_related_cpyl_send_broad.. LDR RL =my_LLC_HEADER_2

Up o ROM:off_3670 DCD my_LLC_HEADER_2

' o lle_related_cpyw2_send_broad... RL =my LLC_HEADER_2

ES Up o ROM:off_3B38 DCD my_LLC_HEADER_2

< | m | »

[ OK ] [ Cancel ] [ Search ] [ Help
Line 5 of 6

xrefs to my_LLC_HEADER

Direction T Address

Up o llc_related_emp+172

Up o llc_related_cmpioff_9200

' o llc_related_cmp2 +4d

= Up o llc_related_cmp2:ioff_27BCC
Up o wlc_security_related +46

Up o  wlc_security_related:off_LEQ...
< | i |

ESEEn)
| Text

LDR RO, =my_LLC_HEADER; ptrl
DCD my_LLC_HEADER

RO, =my_LLC_HEADER; ptrl
DCD my_LLC_HEADER
LDR RO, =my_LLC_HEADER
DCD my_LLC_HEADER

| ook

][ Cancel ][ Search ][

Help ]

Line 3 of &




push {rO-rll, 1r}
; pre logic

bl original function
; post logic
pop {rO-rll, pc}

oy OY OY OY
ey ey Iy By |

¥

W W W W

fw_bcmd329.bin



push {rO-rll, 1r}
; pre logic
bl original function

; memcpy (0x46300, sp, 0x100)

.
4

pop {r0-rll, pc}

GCF
6F
6F

fw_bcm4329.bin

{

int pasten func (struct dhd bus *bus)

printf ("pasten func: enter!!!'\n");
dhdsdio membytes(...);




Stress Reduction Kit

= / Bang

.
14

-~ | Head |

fw_bcmd4329.bin
Here / ==

1A .
‘ Directions: inter!!!\n");
I. Place kit on FIRM surface.
2. Follow directions in circle of kit.
3. Repeat step 2 as necessary, or until unconscious.
4. If unconscious, cease stress reduction activity.




tasks

WEasy solutions

dImplement monitor mode ourselves
MExtract Firmware
ARE firmware «—
dPatch firmware - add monitor mode
(4Is it possible?

1 Save time

dResearch infrastructure «—
\

_LX
Jq‘\ >- L ;;(S © “I‘
\ | ! =
\‘l‘ \ |I

) YFifd \

\ Y

—h

&
T



Developing a patch

o Developin C
o Easily add illegal opcodes
o Detours

O Assegly patCh




generic_patchef:’pﬁj]j

detourl = CPatch(code address,
“detour.c”,
max size=0x100)

patch firmware ("fw bcm4329.bin",
"patched.bin",
[detourl])




Additional rFaicn
Types

o_Assembly

ArmPatch (0x00006E30, ["nop", "nop"])

o Detour relative jumps

BLPatch (bl ptr, new dst)

o PTR replacement

ReplacePatch(old data, new data)

o Trap

TrapPatch (offset)




generic_patcher.py

/

int pasten func (struct dhd bus *bus)

{

printf ("pasten func: enter!!!'\n");
dhdsdio membytes(...);




Usermode Interface

o Read/write chip memory
o Change kernel debug level



Usermode Interface

read mem: address (0x1E000000),

0000
0010
0020
0030
0040
0050
0060
0070
0080
0090
00a0
00b0
00cO
0040
00e0
00£0

13
98
00
43
09
3a
39
4f
94
00
Oe
2d
19
b5
20
5f

b5
477
28
78
49
68
60
f0
45
20
30
e9
49
£9
46
fc

01
38
fl
45
04
al
00
00
01
O0b
9a
70
09
0d
Of
a0

90
b9
dl
1lc
22
1lc
20
Oe
do

el
42

47
22
fl
0
1d

00
01
20
04
Of
c9
bd
10
34
62
28
bb
20
Of
ab
41

91
98
46
2b
f0
18
e8
46
b9
45
bf
b0
46
05
f9
46

05
00
1lc
04
a4
33
f0
09
08
08
08
0d
9a
02
31
06

el
99
bd
46
fc
68
81
el
el
do
46
f1l
46
46
46
22

07
dd
5¢c
Of
08
c2
08
le
Oe
08
00
daf
Of
21
04
28

4b
22
03
46
b9
eb
fe
£8

01
0f
00
16
01
01
00
01
01
10
08
06
72
28
06
0f

a9
f0
00
46
30
02
le
cO
Oe
f£8
46
46
fc
46
22
f0

1b
bl
2d
07
Oa
9b
10
le
9e
Oe
10
88
20
0Of
28
59

count (0x00000100) :

68
fc
e9
do
el
la
b5
£8
45
20
bd
46
46
f0
18
fc

ba
04
f0
02
2b
33
04
00
£3
11

91
Of
68
Of
0d

46
41
30
78
60
46
20
dl
£8
46
46
£0

0
f1

......... K...hjF
G8...... ... F
( F..\. -..A

CxE..+.F.F.F. 0
I."....... 0..+x
h .3h.o..... 3

9 . e .. F

O....F.........
E..4........ E

I o) -

O.B(..F...F...F

-.pG... ... F.F.F
I." F.F..r. F

....... FI!F(F..h
F 1F.F."(




generic_patcher.py

N

Usermode interface

N\




tasks

WEasy solutions

dImplement monitor mode ourselves
@ Extract Fir'mwar'/e////// Q Find a raw WiFi Packet <—
ORE firmware <—
dPatch firmware - add monitor mode
(4Is it possible?

1 Save time
tdResearch infrastructure «—




xrefs to my_LLC_HEADER 2 (o -& |3

Direction Ty Address Text

Up o llc_related_check_arp_+28 LDR RO, =my_LLC_HEADER_2; ptrl

Up o ROM:ptrl DCD my_LLC_HEADER_2

Up o llc_related_cpyl_send_broad.. LDR RL =my_LLC_HEADER_2

Up o ROM:off_3670 DCD my_LLC_HEADER_2

' o lle_related_cpyw2_send_broad... RL =my LLC_HEADER_2

ES Up o ROM:off_3B38 DCD my_LLC_HEADER_2

< | m | »

[ OK ] [ Cancel ] [ Search ] [ Help
Line 5 of 6

xrefs to my_LLC_HEADER

Direction T Address

Up o llc_related_emp+172

Up o llc_related_cmpioff_9200

' o llc_related_cmp2 +4d

= Up o llc_related_cmp2:ioff_27BCC
Up o wlc_security_related +46

Up o  wlc_security_related:off_LEQ...
< | i |

ESEEn)
| Text

LDR RO, =my_LLC_HEADER; ptrl
DCD my_LLC_HEADER

RO, =my_LLC_HEADER; ptrl
DCD my_LLC_HEADER
LDR RO, =my_LLC_HEADER
DCD my_LLC_HEADER

| ook

][ Cancel ][ Search ][

Help ]

Line 3 of &




UUur 1irst raw oV<.1
packet!

wlc_bmaq_recv

ROM:0000D35C 04 F1+ ADD.W RO, R4, #0x10
ROM:0000D360 // got here with a probe request packet
ROM:0000D360 F4 F7+ BL my mac_compare
ROM:0000D364 18 B9 CBNZ RO, loc D36E
ROM:0000D366 23 7C LDRB R3, [R4,#0x10]
ROM:0000D368 13 FO+ TST.W R3, #1
Probe request

0003d510: 00 00 14 04 cc 00 £8 4d 40 00 00 00 ff ff ff ff
0003d520: f£f £f 00 21 91 98 7d c3 ff ff ff ff f£ff £f b0 6b
0003d530: 00 05 4b 61 6c 69 72 01 08 82 84 8b 96 12 24 48
0003d540: 6c 32 04 Oc 18 30 60 05 b8 34 27 00 00 00 00 00




tasks

WEasy solutions

dImplement monitor mode ourselves

' //// @ Find a raw WiFi Packet <&
MExtract Fi r'mwa/r:g/ Q Find a route home «——

dPatch firmware - add monitor mode
(4Is it possible?

1 Save time
tdResearch infrastructure




wic_dpc

wlc_bmac_recv

dma_rx




wlic_dpc ]

\

wlc_bmac_recv J

r

dma_rx

>

wic_recv

!

wic_recvdata

!

wlc_recvdata_ordered

!

[ wl_sendup_inner_patched

!

l wrapper_dngl_sendpkt

!

dngl_sendpkt




Raw packet sniffing

5 Telephonz Tools Internals Help

ReIDTL QRQQ F

EExpression... Clear Apply

DMAC
Broadcast

Broadcast
Broadcast
Broadcast
Broadcast
Broadcast
Broadcast
Broadcast
Broadcast
Broadcast
Broadcast
Broadcast
Broadcast
Broadcast
Broadcast

L

Source

vVtechTel_33:
vtechTel_33:
HonHaiPr_9b:
HonHaiPr_9b:
vtechTel_33:
vtechTel_33:
vtechTel_33:
sagemcom_fb:
HonHaiPr_9b:
HonHaiPr_9b:
Apple_b6:38:
Apple_b6:38:
vtechTel_33:
vtechTel_33:
vtechTel_33:

S —0 > B B Y

Destination
Broadcast

Broadcast
Broadcast
Broadcast
Broadcast
Broadcast
Broadcast
Broadcast
Broadcast
Broadcast
Broadcast
Broadcast
Broadcast
Broadcast
Broadcast

Protocol Length Info

802,
802.
802.
802.
802.
802.
802.

11
11
11
11
11
11
11

o §

36/
367

80

80
367
367
367
241

Beacon trame, SN=181/, FN=0U, Flags=........ C
Beacon frame, SN=1818, FN=0, Flags=........ C
Probe Request, SN=1501, FN=0, Flags=........ [
Probe Request, SN=1502, FN=0, Flags=........ [
Beacon frame, SN=1819, FN=0, Flags=........ C
Beacon frame, SN=1821, FN=0, Flags=........ C
Beacon frame, SN=1822, FN=0, Flags=........ C
Beacon frame, SN=2448, FN=0, Flags=........ C



Capture the flag




/*== maccontrol register ==*/
#define o o
#define voild brcms ¢ mac promisc(struct brcms ¢ info *wlc, uint filter flags)

#define {
#define u32 promisc bits = 0;

#define wlc->filter flags = filter flags;
#define . . ~ N
bdefine if (filter flags & (FIF PROMISC IN BSS | FIF OTHER BSS))
#define promisc bits |[= MCTL PROMISC;
#define
#define if (filter flags & FIF BCN PRBRESP PROMISC)
#define promisc bits |= MCTL BCNS PROMISC;
#define
ijeﬁ?ne if (filter flags & FIF FCSFAIL)

e ne - -
#define promisc_bits |= MCTL KEEPBADFCS;
#define
tdefine if (filter flags & (FIF CONTROL | FIF PSPOLL))
#define promisc bits |= MCTL KEEPCONTROL;
#define
#def%ne brcms b mctrl (wlc->hw,
#defing MCTL PROMISC | MCTL BCNS PROMISC |
#define — — _

MCTL KEEPCONTROL | MCTL KEEPBADFCS,

promisc bits);



Result

. D d Y
2
= Th ) s
4 o < »
D} :
YL A
2 - 4 2 "
3 L 153 0
e (g
‘R0 OC 3 .
N v R
0 > a g 0 0 2
>4 = %l
0 D 0 dd - wi
b U 0 J U '.“
oU . U D U
0 - . 0 0 |
0:7D:68 0 0 0 ; 3
00 86:CD 0 6 0 0 p - P
B D 0 0 obe
D O U o) U B U J U U
0 - U . U U ) D
0 S D D 0 0 0 0 G



tasks

A Implement monitor mode ourselves

.d Save time
@ Research infrastructure




tasks

A Implement monitor mode ourselves
Packet injection support <—

C1Save time
tdResearch infrastructure <—




Tracing

¢ \x\c""o“ b
Co\\ed\'
¢ \mc".‘o‘\ c
Co\\@d\'







Tracing

o Stack trace

o Real time packet buffers
(sk_buff)

o Function arguments
o Return values



vpgrading our
tracing system

Generic Patcher

my log(skb, argl,arg2,arg3,'dma ', 'tx!!', "itt11?")

CHIP

Update.sh




tasks

A Implement monitor mode ourselves
{dPacket injection support

C1Save time
tdResearch infrastructure




Nexus One
\_BCM4329 |

SGS I

GCM433OBD

Nexus 7
BCM4330B2 gGgs i

BCM4334

SGS IV
BCM4335



RAM ROM




CODE CODE CODE
CODE CODE CODE
CODE CODE ...

Function Pointers

EIEE

P00 ?7?7?7?7?77?7




[R] Hex Workshop - [E\Cmri\Google Drive\monitor\bcm4330_versions\dump_mem_v1\ram_0x00000000.bin]

File Edit

TIEHD

/3 [

s B3
loc_2195A
LDR
STR

Disk Options

20

- -

Tools

5

E

o]l =t [

Window Help

GRad @ 0

init_stack_KATS

PUSH
LDR
MOV
STR
B

L =2]

=1

loc_2195E
ADDS
SUB.U

CHP

BCC

; Load from Memory

R3, ="STAK'

R3, [R2]

; Store to Memory

{R8-R2,R4,R5,LR} ; Push registers
R3, ="'STAK" ; Load from HMemory
R5, R2 ; Rd = 0p2

R3, [R2] ; Store to Hemory
loc_2195E ; Branch

; Rd = 0p1 + 0p2

R2, #4

R3, SP, #Ox7C ; Rd = 0Op1 - 0p2

R2, R3 ; Set cond. codes on Op1 - 0p2
loc_2195A ; Branch

hd

en

%R o=

Op1 + 0p2

ADDS
BIC.W
LDR
RSB.W
STR
LDR
MOUS
STR
LDR
ADD . W
STR
LDR
sSuBsS
STR
LDR
STR
STR
LDR
STR
LDR
STR
LDR
STR
STR
POP {R1-R5,PC} ;
; End of function init_stack_KA

RO, #3 ; Rd =

RB, RO, #3 ; Rd
R3, =dword_27F4
R4, RO, R1 ; Rd
R4, [R3] ;
R3, =dword_27B8
R1, #8 ; Rd =

R1, [R3]
R3,
R2,
R1,
R3,
R4,
R1,
R3,
R1,
R5,
R3,
R2,
R3,
R1,
R3,
R4,

RS, #0x2000
[R3] ;
=dword_27F8
#8 ; Rd =
[R3] ;
=dword_1EC1
[RO,#4] ;
[R3]
=dword_1EC1
[R3]
=dword_27C8
[R3]
=unk_27EC ;
[RO]

41 41

2l £l

0p2
; Store to Memory
=dword_27D4 ; Load from HMemory

Op1 & ~0p2
Load from Memory
0p2 - Op1

Store to Memory

Load from Memory

Rd = Op1 + 0p2

Store to Memory

Load from Memory

op1 - 0p2

8

c

Store to Memory

; Load from Memory
Store to HMemory

; Store to Memory

; Load from Memory
; Store to Memory

Load from Memory

; Store to Memory

Load from Memory

TS

; Store to Memory
RO, [R3,#(dword_27F8 - Bx27EC)]
Pop registers

; Store to Memory




tasks

A Implement monitor mode ourselves
{dPacket injection support

C1Save time
tdResearch infrastructure

{ Support other chipsets




Current Solution

Wifi Chip

>3

Kernel module

53

il
X

| airodump

AL

/
/




Compiling the kernel
takes time...




We support 3 chips




~100 android devices




100 devices
X # of kernels

» Time




Staying in userland

Wifi Chip

53

This ;
IS g Pl'Oble mi

Kernel module

alrodump




LD PRELOAD

Environment variable
Shared object

Loaded first

O
O
O
o ldeal for hooking

# LD PRELOAD="pwd /libmytest.so ping 8.8.8.8
HELP!!! I'm trapped inside a foreign binary!!
PING 8.8.8.8 (8.8.8.8) 56(84) bytes of data.
64 bytes from 8.8.8.8: icmp seg=1 ttl=43 time=75.2 ms
64 bytes from 8.8.8.8: icmp seg=2 ttl=43 time=75.5 ms




int ioctl(int fd, int request, void *data)

{

switch (request)
{
case SIOCGIFHWADDR:
debug print ("Handling HW Addr\n");
struct ifreqg* p ifr;
p ifr = (struct ifreg*)data;
p ifr->ifr hwaddr.sa family = ARPHRD IEEE80211 RADIOTAP;
goto done;
case SIOCGIWMODE:
struct iwreg* p wrqg;
p_wrqg = (struct iwreg*)data;
p wrg->u.mode = IW MODE MONITOR;
goto done;



Staying in userland

Wifi Chip

53

ﬂ LD_PRELOAD \

Kernel module

P&

| airodump

!’5” (NI Nil

\l




tasks

A Implement monitor mode ourselves
{dPacket injection support

C1Save time
tdResearch infrastructure

“ Support other chipsets
A Idiot proof




Demo !'!!



Nexus One
BCM4329

SGS i
BCM4330B1

Nexus 7
BCM4330B2 ggs

BCM4334

SGS IV
BCM4335



Lessons Learned

o Research Infrastructure
o BFS vs. DFS
o Google Decompiler



Related work

o monmob - Core Security

o Andrés Blanco and Matias Eissler
o Monitor Mode on iPhone (also Broadcom chips)



sometning
Completely Different




Phone

APP

Wifi Chip




Demo !'!!



Where can | get it?

o generic_patcher.py

o https://github.com/shoote/generic patcher

o Android App (currently for
bcm4329/30)

o https://bemon.googlecode.com/files/bemon.apk

o More updates:

o bemon.blogspot.com

o contact.bcmon@gmail.com
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