
Tamagotchi	  Hacking	  

	  Were	  Harmed	  in	  the	  Making	  of	  this	  
Presenta4on	  

Many	  Tamagotchis	  

Many More 
Tamagotchis Were 
Harmed in the 
Making of this 
Presentation Natalie 

Silvanovich 
@natashenka 



About	  Me	  
•  Security	  Researcher	  at	  
BlackBerry	  
–  (But	  I	  don’t	  represent	  them)	  

•  Studied	  electrical	  engineering,	  
but	  mostly	  into	  soAware	  
hacking	  

•  First-‐Eme	  hardware	  hacker/
reverse	  engineer	  

•  Tamagotchi	  enthusiast	  



What	  are	  Tamagotchis?	  

•  The	  same	  virtual	  pet	  toys	  you	  remember	  from	  
the	  90’s	  

•  FuncEonality	  has	  evolved	  substanEally	  
– Now	  they	  can	  go	  to	  school,	  have	  jobs,	  make	  
friends,	  get	  married	  and	  have	  kids!	  

•  Newer	  versions	  have	  an	  IR	  interface	  
so	  that	  they	  can	  communicate	  with	  
other	  Tamagotchis	  	  



TamaTown	  Tama-‐Go	  

•  The	  “Christmas”	  Tamagotchi	  from	  2010	  
•  Same	  funcEonality	  for	  smaller	  hands	  
•  Supports	  detachable	  ‘figures’	  with	  extra	  
games	  and	  stores	  



Goals	  

•  Dump	  Tamagotchi	  code	  
•  Answer	  the	  ‘deeper	  quesEons’	  of	  Tamagotchi	  life	  
•  Make	  my	  gotchis	  rich	  and	  happy	  
•  Make	  a	  TV-‐B-‐Gotchi	  
•  Have	  fun!	  





Previous Work  



Teardown  



Hardware	  Teardown	  

•  Took	  apart	  a	  Tama-‐Go	  and	  Tamagotchi	  to	  
determine	  if	  code	  dumping	  was	  a	  possibility	  

•  Looked	  for	  helpful	  interfaces	  
•  Also	  took	  apart	  a	  figure	  



Tama-‐Go	  Board	  

EEPROM 



Tama-‐Go	  Figure	  



Microcontroller  
Identification  



IdenEfying	  the	  Microcontroller	  

•  Considering	  the	  lack	  of	  external	  hardware,	  
MCU	  was	  likely	  under	  the	  ‘blob’	  

•  Tried	  several	  methods	  to	  remove,	  including	  
acetone,	  heat,	  a	  razor	  blade	  and	  a	  chopsEck	  

•  Travis	  Goodspeed	  kindly	  offered	  to	  decap	  the	  
chip	  with	  acid	  





•  Eventually,	  success!	  



GPLB5X	  Series	  LCD	  Controller	  

•  8	  bit	  6502	  microprocessor	  
•  1536	  bytes	  RAM	  
•  320	  or	  640	  kbyte	  mask	  ROM	  (depending	  on	  
model),	  baked	  to	  perfecEon	  for	  each	  
customer	  

•  512	  bytes	  LCD	  RAM	  
•  4	  color	  grayscale	  LCD	  controller	  
•  SPI	  
•  Audio	  DAC	  



Dumping	  Mask	  ROM	  

•  Not	  sure	  how	  to	  dump	  mask	  ROM,	  but	  had	  a	  
few	  ideas	  
– Restore	  a	  bad	  state	  from	  EEPROM	  
– Look	  for	  test	  funcEonality	  
– Exploit	  a	  vulnerability	  in	  figure	  or	  IR	  processing	  
– Read	  ROM	  with	  a	  microscope	  
– Pin	  manipulaEon	  



Test 
Program  



Test	  Program?	  
•  GeneralPlus	  mask	  ROMs	  contain	  a	  GP	  test	  
program	  that	  can	  probably	  dump	  code	  

•  Contacted	  GeneralPlus	  for	  a	  devkit	  
– Requires	  an	  NDA	  

•  Looked	  around	  online	  
– No	  one	  seems	  to	  have	  a	  devkit	  or	  know	  the	  test	  
program	  



Figure  
ROM 



Figure	  ROM	  

•  Decoding	  the	  figure	  ROM	  could	  be	  useful	  in	  a	  
few	  ways	  
– Making	  your	  own	  Tamagotchi	  games	  
– ExecuEng	  code	  on	  the	  Tamagotchi	  
– Dumping	  mask	  ROM	  
– Understanding	  Tamagotchi	  behaviour	  



Figure	  Types	  

•  There	  are	  two	  types	  of	  Tamagotchi	  figures,	  
‘regular’	  and	  ‘lite’	  

•  Regular	  figures	  contain	  PCBs	  with	  blobs	  
•  Lite	  figures	  contain	  unpopulated	  PCB	  

– Act	  as	  jumpers	  

•  Tried	  jumper-‐ing	  regular	  figures	  
– Saw	  funcEonality	  of	  different	  figures!	  

•  Extremely	  likely	  figures	  contain	  mask	  ROM	  



Figure	  ROM	  Pads	  

•  The	  unpopulated	  PCBs	  in	  lite	  figures	  appear	  to	  
be	  the	  same	  boards	  used	  in	  regular	  figures	  

•  Makes	  the	  mask	  ROM	  pad	  layout	  visible	  



Figure	  ROM	  Chip	  

•  GeneralPlus	  makes	  an	  SPI	  ROM	  with	  a	  similar	  
layout	  

•  Assumed	  figures	  use	  this	  ROM	  



Figure	  ROM	  Pins	  

•  Based	  on	  the	  GeneralPlus	  ROM	  datasheet,	  
was	  able	  to	  idenEfy	  the	  figure	  pins	  

1,	  4	  and	  8:	  Ground/Jumper	  
2:	  Serial	  clock	  (C)	  
3:	  Serial	  data	  input	  (D)	  
5:	  Power	  
6:	  Chip	  Select	  (SB)	  
7:	  Serial	  Data	  Output	  (Q)	  



ROM	  Dump	  

•  Dumped	  the	  ROM	  using	  an	  Arduino	  as	  SPI	  
master	  



Decoding	  ROM	  

•  The	  Tamagotchi	  has	  a	  four-‐tone	  display,	  so	  
looked	  for	  strings	  of	  0x00,	  0x55,	  0xAA	  and	  
0xFF,	  represenEng	  images	  

•  NoEced	  that	  these	  strings	  were	  preceded	  	  by	  
values	  which	  were	  reasonable	  for	  length	  and	  
width	  



Decoding	  Images	  

•  Tried	  decoding	  these	  images	  

•  Eventually,	  it	  worked!	  



Images	  

•  The	  figure	  contained	  a	  lot	  of	  images	  
•  Text	  displays	  appear	  to	  be	  images	  

•  AnimaEons	  are	  series	  of	  images	  



The	  Rest	  of	  the	  ROM	  

•  The	  ROM	  contains	  a	  lot	  of	  non-‐image	  data	  
•  None	  of	  this	  data	  is	  GeneralPlus	  code	  

– Wrote	  a	  dissasembler	  

•  Likely	  logic	  informaEon	  in	  some	  sort	  of	  
serialized	  format	  



SimulaEng	  the	  ROM	  

•  Could	  not	  obtain	  compaEble	  flash	  
•  Anempted	  to	  simulate	  the	  ROM	  using	  an	  
Arduino,	  but	  chip	  is	  too	  slow	  

•  Switched	  to	  a	  Chipkit	  Uno,	  this	  was	  also	  too	  
slow	  

•  Eventually	  used	  a	  STM32F4	  Discovery	  board	  





SimulaEng	  the	  ROM	  

•  Knew	  the	  image	  format,	  so	  could	  alter	  images	  



Game	  Logic	  

•  The	  Tama-‐Go	  reads	  less	  than	  50	  bytes	  of	  non-‐
image	  data	  during	  all	  figure	  funcEonality	  

•  Game	  logic	  is	  represented	  by	  a	  one	  byte	  code	  
– This	  logic	  is	  executed	  with	  images	  from	  figure	  

•  Changing	  this	  code	  can	  cause	  a	  jump	  to	  non-‐
game	  screens	  
– Stats,	  food,	  death,	  etc.	  Every	  screen	  was	  available	  

•  Many	  codes	  caused	  freezing	  



Evolve	  Demo	  



Flash Figures 



Flash	  Figures	  

•  MrBlinky	  ordered	  a	  
set	  of	  figures	  to	  
experiment	  with	  
– They	  contained	  flash!	  
– Built	  a	  figure	  
programmer	  

– The	  ability	  to	  re-‐flash	  
figures	  made	  tesEng	  
much	  easier	  









Items	  

•  Items	  are	  implemented	  using	  a	  byte	  code	  
format	  
–  InstrucEons	  include	  showing	  images,	  playing	  
sounds	  and	  changing	  Tamagotchi	  stats	  

– Some	  unusual	  behaviour	  for	  invalid	  instrucEons	  
– Posted	  ‘dev	  tools’	  on	  github	  



Demo	  



Dumping ROM 



How	  to	  Dump	  the	  ROM	  of	  a	  Tamagotchi	  
(According	  to	  the	  Internet)	  

1.  Use	  rompar	  

2.  “Use	  ROP”	  

3.  Circumvent	  Windows	  Stack	  Cookies	  

4.  Probe	  the	  chip	  

5.  “Glitch	  it”	  

6.  DifferenEal	  power	  analysis	  

Fun with Masked ROMs - Atmel 
MARC4 
http://
adamsblog.aperturelabs.com/
2013/01/fun-with-masked-
roms.html  

Defeating the Stack Based Buffer 
Overflow Prevention Mechanism of 
Microsoft Windows Server 2003 
http://www.blackhat.com/presentations/
bh-asia-03/bh-asia-03-litchfield.pdf 

100+ 

~20 

~20 

~15 

~10 

< 5 



How	  to	  Dump	  the	  ROM	  of	  a	  Tamagotchi	  
(According	  to	  the	  Internet)	  

1.  Use	  rompar	  

2.  “Use	  ROP”	  

3.  Circumvent	  Windows	  Stack	  Cookies	  

4.  Probe	  the	  chip	  

5.  “Glitch	  it”	  

6.  DifferenEal	  power	  analysis	  

Hardware	  Methods	  

So:ware	  Methods	  



Hardware 
Methods 



Hardware	  PossibiliEes	  

1.  Use	  rompar	  (opEcal	  decoding)	  
2.  Probe	  the	  chip	  
3.  “Glitch	  it”	  
4.  DifferenEal	  power	  analysis	  



Hardware	  PossibiliEes	  

•  My	  problems	  are:	  
– Don’t	  have	  the	  equipment	  to	  get	  a	  high	  resoluEon	  
image	  of	  ROM	  

– Don’t	  have	  a	  test	  device	  
•  My	  problems	  are	  not:	  

– Hardware	  security	  protecEons	  



Hardware	  SuggesEons	  

1.  Use	  rompar	  (opEcal	  decoding)	  
2.  Probe	  the	  chip	  
3.  “Glitch	  it”	  
4.  DifferenEal	  power	  analysis	  



Hardware	  SuggesEons	  

1.  Use	  rompar	  (opEcal	  decoding)	  
2.  Probe	  the	  chip	  
3.  “Glitch	  it”	  
4.  DifferenEal	  power	  analysis	  



Hardware	  SuggesEons	  

1.  Use	  rompar	  (opEcal	  decoding)	  
2.  Probe	  the	  chip	  
3.  “Glitch	  it”	  
4.  DifferenEal	  power	  analysis	  



Hardware	  SuggesEons	  

1.  Use	  rompar	  (opEcal	  decoding)	  
2.  Probe	  the	  chip	  
3.  “Glitch	  it”	  
4.  DifferenEal	  power	  analysis	  



Hardware	  SuggesEons	  

1.  Use	  rompar	  (opEcal	  decoding)	  
2.  Probe	  the	  chip	  
3.  “Glitch	  it”	  
4.  DifferenEal	  power	  analysis	  



Decoding	  with	  a	  Light	  Microscope	  

•  John	  Maushammer	  anempted	  to	  decode	  the	  
Tamagotchi	  ROM	  with	  a	  light	  microscope	  

•  Could	  not	  see	  bits	  
– TheoreEcally	  should	  have	  been	  one	  bit/four	  pixels	  

•  Bits	  might	  be	  too	  small	  
•  Could	  need	  grinding	  or	  polishing	  





















Decoding	  with	  a	  SEM	  

•  An	  oil	  company	  employee	  offered	  to	  look	  at	  
the	  ROM	  with	  a	  SEM	  and	  FIB	  
– Apparently	  mining	  and	  oil	  companies	  have	  tons	  of	  
them	  siqng	  around	  

•  Unfortunately,	  there	  was	  a	  long	  queue	  
•  Started	  looking	  at	  soAware	  methods	  in	  the	  
meanEme	  



Software Methods 



SoAware	  PossibiliEes	  

1.  “Use	  ROP”	  
2.  Circumvent	  Windows	  stack	  cookies	  



SoAware	  PossibiliEes	  

1.  “Use	  ROP”	  
2.  Circumvent	  Windows	  stack	  cookies	  



SoAware	  PossibiliEes	  

•  My	  problems	  are:	  
– Don’t	  know	  how	  to	  execute	  code	  or	  dump	  ROM	  
– Don’t	  have	  any	  debug	  outputs	  
– Don’t	  have	  any	  working	  code	  or	  shell	  code	  

•  My	  problems	  are	  not:	  
– Exploit	  miEgaEons	  
– Non-‐executable	  memory	  



The	  Hannah	  Montana	  Hackers	  

•  Dumped	  the	  ROM	  of	  a	  
Hannah	  Montana	  toy	  by	  
dumping	  ROM	  to	  LCD	  and	  
photographing	  it	  

•  Unable	  to	  get	  further	  
details	  

•  Possible	  on	  a	  
Tamagotchi?	  



Code 
Execution 



Game	  Logic	  

•  The	  Tama-‐Go	  reads	  less	  than	  50	  bytes	  of	  non-‐
image	  data	  during	  all	  figure	  funcEonality	  

•  Game	  logic	  is	  represented	  by	  a	  one	  byte	  code	  
– This	  logic	  is	  executed	  with	  images	  from	  figure	  

•  Changing	  this	  code	  can	  cause	  a	  jump	  to	  non-‐
game	  screens	  
– Stats,	  food,	  death,	  etc.	  Every	  screen	  was	  available	  

•  Many	  codes	  caused	  freezing	  



6502	  Facts	  

•  Memory	  mapped	  into	  a	  single	  address	  space	  
•  No	  MMU	  

– Unmapped	  	  addresses	  return	  0	  (usually)	  
–  Invalid	  instrucEons	  execute	  undefined	  behaviour	  

•  Reset	  is	  rare	  
– Great	  for	  explotaEon	  



First	  Anempt	  

•  Assumed	  ‘game	  codes’	  were	  indexes	  into	  a	  
jump	  table	  
–  Invalid	  indexes	  would	  cause	  jumps	  (RTS)	  to	  non-‐
pointer	  data	  

•  Only	  controllable	  RAM	  is	  LCD	  RAM	  
– 0x1000-‐0x1200	  

•  Made	  a	  NOP	  sled	  and	  hoped	  





Code	  0xCC	  

•  Did	  not	  work,	  but	  code	  0xCC	  had	  interesEng	  
behavior	  
– Buzzed	  when	  bit	  3	  of	  byte	  68	  was	  set	  and	  
detected	  figure	  detach	  

– Froze	  otherwise	  
•  Also	  noEced	  that	  some	  middle	  indexes	  
worked	  



New	  Theory	  

•  All	  indexes	  are	  valid,	  but	  the	  stack	  isn’t	  set	  up	  
correctly	  

•  0xCC	  plays	  the	  noise	  when	  bunon	  pressed	  

if sound_enabled: 
 play_sound() 
 jump to a 

else: 
 jump to b   

LCD RAM 

Game code jump 
table address 

??? 



New	  Theory	  

•  But	  if	  
– A	  pointer	  to	  the	  LCD	  RAM	  is	  on	  the	  stack	  
– Stack	  confusion	  is	  occurring	  
– There’s	  255	  possibiliEes	  

•  Why	  isn’t	  it	  working?	  





Code	  ExecuEon	  

•  Switched	  
instrucEon	  sets	  

•  Used	  simpler	  
shellcode	  

•  Using	  the	  correct	  
instrucEon	  set,	  it	  
worked	  on	  the	  
fourth	  index	  I	  tried,	  
0xd4	  





ROM Dump 



Dumping	  Memory	  

•  Wrote	  code	  to	  dump	  
enEre	  memory	  space	  of	  
Tamagotchi	  

•  Output	  memory	  over	  
SPI	  using	  port	  A	  
(bunons)	  

•  Decoded	  output	  with	  
signal	  analyzer	  



Paging	  

•  The	  ROM	  is	  larger	  than	  the	  memory	  space	  
•  First	  page	  is	  always	  mapped	  
•  Other	  pages	  are	  mapped	  one	  at	  a	  Eme	  
•  Determined	  0x3000	  is	  page	  port	  
•  Dumped	  all	  19	  pages	  	  



Pages	  

•  Quickly	  idenEfied	  pages	  by	  inspecEon	  
– Pages	  0	  to	  6	  are	  code	  
– Pages	  7	  to	  9	  are	  blank	  
– Page	  10	  contains	  images	  and	  a	  image	  pointer	  
table	  

– Pages	  11	  to	  18	  contain	  image	  data	  
– Page	  19	  contains	  audio	  



Images	  

•  Dumped	  images	  from	  image	  pages	  



Test 
Program 



GeneralPlus	  Test	  Program	  

•  Analyzed	  GeneralPlus	  Test	  Program	  
•  Hoped	  it	  would	  make	  dumping	  other	  GP	  
ROMs	  easier	  



GeneralPlus	  Test	  Program	  

•  Polls	  port	  A	  for	  a	  code,	  runs	  test	  and	  outputs	  
results	  on	  port	  B	  

•  Two	  interesEng	  codes,	  3	  and	  0x16	  
•  Code	  3	  checksums	  custom	  address	  range	  

– Unfortunately	  contains	  a	  bug	  so	  it	  doesn’t	  work	  



Test	  Program	  Code	  Dump	  

•  Code	  16	  fills	  RAM	  up	  with	  code	  from	  Port	  B	  
and	  jumps	  to	  it!	  

•  Can	  dump	  code	  from	  any	  GeneralPlus	  LCD	  
controller	  so	  long	  as	  Port	  A,	  Port	  B	  and	  TEST	  
are	  bonded	  



ROM Reversing 



ROM	  Reversing	  

•  Started	  using	  IDA	  
– Learning	  curve	  was	  steep	  
– No	  paging	  support	  

•  Eventually	  wrote	  a	  simulator	  
based	  on	  py65	  
– Added	  support	  for	  LCD	  and	  ports	  
– Slowly	  decoded	  the	  secrets	  of	  
Tamagotchi	  life	  



Tamagotchi	  Internals	  
•  AAer	  start-‐up,	  Tamagotchis	  cycle	  through	  a	  
single	  loop,	  driven	  by	  tm1	  interrupts	  

•  Always	  in	  one	  of	  0x41	  states	  
– Table	  determines	  state	  acEons	  
– Can	  have	  substates	  and	  subsubstates	  and	  …	  
– State	  entry	  behaves	  differently	  
– States	  are	  responsible	  for	  all	  behaviour	  (bunons,	  
sound)	  except	  for	  physical	  LCD	  update	  and	  SPI	  poll	  

– A	  LOT	  of	  pointer	  tables	  



Secrets	  So	  Far	  …	  

•  What	  makes	  a	  Tamagotchi	  a	  boy	  or	  a	  girl?	  
– Determined	  from	  entropy	  source	  C4,	  based	  on	  
how	  many	  Emes	  tm1	  has	  fired	  since	  the	  
Tamagotchi	  started	  up	  

•  What	  toddler	  a	  baby	  grows	  into	  is	  random	  
–  IntenEonally	  evened	  out	  
– Some	  toddlers	  are	  higher-‐maintenance	  than	  
others	  



Secrets	  So	  Far	  …	  

•  What	  teen	  a	  toddler	  becomes	  is	  based	  on	  care	  
– Two	  factors	  

•  What	  adult	  a	  teen	  becomes	  depends	  on	  care	  
and	  training	  
– Toddler	  care	  maners	  

•  You	  can	  pony	  train	  your	  Tamagotchi	  
	  



Conclusion 



Conclusions	  

•  Dumped	  Tamagotchi	  code	  
•  Learned	  to	  dump	  all	  GeneralPlus	  chips	  
•  Learned	  about	  Tamagotchi	  internals	  
•  Learned	  the	  secrets	  of	  Tamagotchi	  life	  
•  Most	  importantly,	  good	  Emes	  were	  had	  by	  
all…	  



Except	  for	  the	  Tamagotchis	  



Questions? 

natashenka@kwartzlab.ca 
@natashenka 



More	  Info	  

hnp://www.kwartzlab.ca/author/natalies/	  
natashenka@kwartzlab.ca	  

@natashenka	  
	  


