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Motivation

ƴMaking Spender (grsecurity) troll really hard

ƴñKernel ASLR has never been broken by anyone I knowò

ƴGot a really well thought out article in response 



Motivation (seriously)

ƴWindows has been making a decent job of improving their ASLR in 
Windows 8

ƴAnd newer protections are yet to come

ƴGuessing of user-mode addresses now requires bypassing:

ƴHigh Entropy ASLR

ƴTop-down and Bottom-up Anonymous Memory Randomization

ƴHeap Allocation Order Randomization

ƴéetcé

ƴBut Kernel ASLR remains a big problem

ƴAs part of a local exploit, too much information is present/given away on the 
system to the attacker

ƴDisparate papers/presentations exist on this issue



Previous Work

ƴToo many to list them all

ƴMatthew Jurczyk, Tavis Ormandy, Tarjei Mandt & the other usual 
suspects



Old School API Leaks



You Wanté Module Base Addresses?

ƴNtQuerySystemInformation

ƴClass: SystemModuleInformation

ƴNEW Class: SystemModuleInformationEx

ƴReturn type is RTL_PROCESS_MODULES with

ƴRTL_PROCESS_MODULE_INFORMATION

ƴRTL_PROCESS_MODULE_INFORMATION_EX

ƴEX Adds Checksum, TimeStamp, and Original Base

ƴBefore Windows 8, could also be used to query user-mode 
libraries



You Wanté All Kernel Object Addresses?

ƴNtQuerySystemInformation

ƴClass: SystemObjectInformation

ƴReturn type is SYSTEM_OBJECT_INFORMATION

ƴContains

ƴPVOID of the Kernel Object Address

ƴPEPROCESS of the Kernel Object Creator

ƴRequires the object type/system to enable ñMaintain Type Listò



You Wanté Named Kernel Object Addresses?

ƴNtQuerySystemInformation

ƴClass: SystemHandleInformation

ƴNEW Class: SystemHandleInformationEx

ƴReturn type

ƴSYSTEM_HANDLE_INFORMATION(_EX)

ƴContains

ƴPVOID of the Kernel Object Address

ƴHANDLE value in the process

ƴOnly returns 16-bit handles and PIDs ïmust use Ex version



You Wanté Kernel Lock Addresses?

ƴNtQuerySystemInformation

ƴClass: SystemLockInformation

ƴReturn type

ƴRTL_PROCESS_LOCKS with

ƴRTL_PROCESS_LOCK_INFORMATION

ƴContains

ƴPVOID of the Kernel Resource

ƴPVOID of Kernel Thread Owner



You Wanté Kernel Stack Addresses?

ƴNtQuerySystemInformation

ƴClass: SystemExtendedProcessInformation

ƴReturn type

ƴSYSTEM_EXTENDED_THREAD_INFORMATION

ƴContains

ƴPVOID of the Kernel Stack Base and Kernel Stack Limit

ƴPVOID of the TEB



You Wanté Kernel Pool Addresses?

ƴNtQuerySystemInformation

ƴClass: SystemBigPoolInformation

ƴReturn type

ƴSYSTEM_BIGPOOL_INFORMATION with

ƴSYSTEM_BIGPOOL_ENTRY

ƴContains

ƴPVOID of the Kernel Pool Address (if > 4KB) (ñBigò)

ƴAnd Tag



System Design Leaks



Selectors and Descriptors

ƴGDT and IDT are required pieces of any x86-based processor 
design

ƴGDT highly deprecated in x64

ƴAddress of the GDT and IDT is stored in GDTR and IDTR

ƴCPU instruction exists to retrieve this (SGDT/SIDT)

ƴItôs not privileged!

ƴAdditionally, entries in the GDT can be dumped on 32-bit Windows

ƴ32-bit Windows has support for LDT, and implements API for querying it

ƴBut if no LDT is present, GDT is dumped instead

ƴUse NtQueryInformationThread (ThreadDescriptorTableEntry)

ƴReveals three TSS addresses, and KPCR address

ƴDoes not work on 64-bit because no LDT is supported



ARM Software Thread ID Registers

ƴModern ARM processors implement TLS registers that can be 
used by operating system developers

ƴSimilar to fs/gs on x86/x64

ƴThree are currently defined in the Cortex-A9 architecture

ƴTPIDRURW (User Read Write)

ƴTPIDRURO (User Read Only)

ƴTPIDRPRW (Privileged Read Write)

ƴWindows 8 on ARM (Windows RT) uses these registers, as seen 
in the public header files

ƴRURW -> TEB

ƴRPRW -> KPCR

ƴRURO -> KTHREAD!



ACPI Table Data

ƴ\Device\PhysicalMemory was accessible up until Windows Server 
2003 SP1 in order to dump contents of RAM as desired

ƴFunctionality was removed, but replaced with new API for

ƴACPI, SMBIOS, and 0xC0000->0xE0000 memory access

ƴNtQuerySystemInformation

ƴClass: SystemFirmwareTableInformation

ƴUse SYSTEM_FIRMWARE_TABLE_INFORMATION

ƴTables can store physical (RAM) addresses to devices and EFI



Trap Handler Leaks

ƴWorked with a lot of these while writing ReactOSé

ƴAs an optimization, the kernel does not always build an SEH frame 
during certain operations

ƴSuch as a system call

ƴInstead, the page fault handler recognizes if the exception came 
from one such optimized location

ƴAnd does correct exception handling back to user-mode

ƴHowever, this is based on reading the EIP!

ƴPlaying guessing games with the EIP can reveal kernel addresses based on 
the exception generated

ƴñj00ruò also discovered that some of these checks make crazy 
assumptions about other registers -> can cause crashes



Memory-Based Leaks



Win32k Shared Memory Regions

ƴTwo ñheapsò are implemented by the window management system

ƴSession Heap (contains the object handle table)

ƴDesktop Heap (contains the objects themselves)

ƴTo get session heap: user32!gSharedInfo

ƴaheList -> Session Heap Start (handle table)

ƴulSharedDelta Ą Difference between user and kernel

ƴTo get desktop heap: TEB->Win32ClientInfo
ƴpvDesktopBaseĄ Desktop Heap Start

ƴulClientDelta Ą Difference between user and kernel



Win32k Objects

ƴWin32k Window Manager Handle Entries contain

ƴPVOID of the Win32k Object (many/most are mapped in user-space)

ƴPVOID of the NT Kernel Object owner (PETHREAD and/or PEPROCESS)

ƴOther structures are tagDESKTOPINFO, tagSHAREDINFO, 
tagCLIENTTHREADINFO, tagDISPLAYINFO, tagSERVERINFO

ƴThese leak addresses of pointers inside kernel mode memory as 
well as things like mouse cursor position, last keys statesé

ƴThe objects themselves contain many pointers to NT 
objects/addreses



HAL Heap

ƴWhen the HAL initializes extremely early in the boot process, it 
does not have access to any memory management functionality

ƴThe boot loader, HAL, and kernelôs memory manager all 
collaborate to define a region of memory reserved for the HAL

ƴ0xFFD00000->0xFFFFFFFF is for the HAL (even on x64)

ƴ!halpte shows current mappings on x86

ƴhal!HalpHeapStart shows start of the heap

ƴUsed to store ACPI tables, as well as all the HAL Objects on 
Windows 8



Tracing/Debugging API Leaks



Trace-Based ETW/WMI Leaks

ƴThe kernel has extensive tracing performed through either legacy 
Windows Management Instrumentation (WMI) or Event Tracing for 
Windows (ETW)

ƴThe relevant (documented) APIs are

ƴStartTrace

ƴProcessTrace

ƴMany of these come from ñMSNT_SystemTraceò

ƴSee http://msdn.microsoft.com/en-
us/library/windows/desktop/aa364083(v=vs.85).aspx

ƴSystem Profiling Privilege is required


