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Bio

Y Reverse engineered Windows kernel since 1999
Yy Lead kernel developer for ReactOS Project

Yy Co-author of Windows Internals 5t and 6™ Edition

Yy Founded Winsider Seminars & Solutions Inc., to provide services
and Windows Internals training for enterprise/government

V Interned at Apple for a few years (Core Platform Team)

Y Now Chief Architect at CrowdStrike
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Motivation

Y Making Spender (grsecurity) troll really hard |
ynKernel ASLR has never been broken b
Yy Got a really well thought out article in response



Motivation (seriously)

Y Windows has been making a decent job of improving their ASLR In
Windows 8

Yy And newer protections are yet to come

Yy Guessing of user-mode addresses now requires bypassing:
Yy High Entropy ASLR
y Top-down and Bottom-up Anonymous Memory Randomization
Yy Heap Allocation Order Randomization
yeet cé
y But Kernel ASLR remains a big problem

Yy As part of a local exploit, too much information is present/given away on the
system to the attacker

y Disparate papers/presentations exist on this issue



Previous Work

Yy Too many to list them all

Yy Matthew Jurczyk, Tavis Ormandy, Tarjei Mandt & the other usual
suspects



Old School API Leaks



You Wanteée Modul e Base Addri1

Y NtQuerySystemlnformation
y Class: SystemModulelnformation
Y NEW Class: SystemModulelnformationEx

V' Return type is RTL._ PROCESS MODULES with
Y RTL_ PROCESS MODULE_INFORMATION
Y RTL_PROCESS MODULE_INFORMATION_EX

Yy EX Adds Checksum, TimeStamp, and Original Base

Yy Before Windows 8, could also be used to query user-mode
libraries



You Want é Al | Ker nel Ob | e

Y NtQuerySystemInformation
y Class: SystemObjectinformation

Y Return type is SYSTEM_OBJECT_INFORMATION

Yy Contains
Yy PVOID of the Kernel Object Address
Yy PEPROCESS of the Kernel Object Creator

VYVReqguili res the object type/ system



You Want é Named Kernel Ob]

Y NtQuerySystemlnformation
y Class: SystemHandlelnformation
Y NEW Class: SystemHandlelnformationEx

Y Return type
Y SYSTEM_HANDLE_INFORMATION(_EX)

y' Contains
y PVOID of the Kernel Object Address
Y HANDLE value in the process

Yy Only returns 16-bit handles and PIDs T must use Ex version



You Wante Ker nel Lock Addr

Y NtQuerySystemInformation
y Class: SystemLocklnformation

Y Return type
Yy RTL_PROCESS LOCKS with
Yy RTL_PROCESS LOCK_INFORMATION

y' Contains
y PVOID of the Kernel Resource
y PVOID of Kernel Thread Owner



You Wante Ker nel St ack Adc

Y NtQuerySystemlnformation
y Class: SystemExtendedProcesslinformation

Y Return type
Yy SYSTEM_EXTENDED THREAD_ INFORMATION

y' Contains
Yy PVOID of the Kernel Stack Base and Kernel Stack Limit
y PVOID of the TEB



You Wanteée Ker nel Pool Addr

Y NtQuerySystemInformation
y Class: SystemBigPoollnformation

Y Return type
Yy SYSTEM_BIGPOOL_INFORMATION with
Yy SYSTEM_BIGPOOL_ENTRY

y' Contains

YPVOI D of the Kernel Pool Address (1f
Yy And Tag



System Design Leaks



Selectors and Descriptors

Yy GDT and IDT are required pieces of any x86-based processor
design |
Yy GDT highly deprecated in x64

Yy Address of the GDT and IDT Is stored in GDTR and IDTR
y' CPU instruction exists to retrieve this (SGDT/SIDT)
ylitos not privileged!

Yy Additionally, entries in the GDT can be dumped on 32-bit Windows
Yy 32-bit Windows has support for LDT, and implements API for querying it
y But if no LDT is present, GDT is dumped instead

Yy Use NtQueryinformationThread (ThreadDescriptorTableEntry)

VY Reveals three TSS addresses, and KPCR address

Yy Does not work on 64-bit because no LDT is supported




ARM Software Thread ID Registers

Y Modern ARM processors implement TLS registers that can be
used by operating system developers :

Yy Similar to fs/gs on x86/x64

Yy Three are currently defined in the Cortex-A9 architecture
Yy TPIDRURW (User Read Write)
Yy TPIDRURO (User Read Only)
y TPIDRPRW (Privileged Read Write)
Yy Windows 8 on ARM (Windows RT) uses these registers, as seen
In the public header files
Yy RURW -> TEB
Yy RPRW -> KPCR
Y RURO -> KTHREAD!



ACPI Table Data

V \Device\PhysicalMemory was accessible up until Windows Server
2003 SP1 in order to dump contents of RAM as desired |

Y Functionality was removed, but replaced with new API for
y ACPI, SMBIOS, and 0xC0000->0xEO000 memaory access

Y NtQuerySysteminformation
y Class: SystemFirmwareTableInformation

y Use SYSTEM_FIRMWARE_TABLE_INFORMATION

y' Tables can store physical (RAM) addresses to devices and EFI



Trap Handler Leaks

Y Worked with a lot of these while writing ReactOSe

Yy As an optimization, the kernel does not always build an SEH frame
during certain operations
Yy Such as a system call

Y Instead, the page fault handler recognizes if the exception came
from one such optimized location
Yy And does correct exception handling back to user-mode

Yy However, this is based on reading the EIP!

Y Playing guessing games with the EIP can reveal kernel addresses based on
the exception generated

YyAj O0ruo also discovered that son
assumptions about other registers -> can cause crashes



Memory-Based Leaks



Win32k Shared Memory Regions

yTwo nheapso are | mplemented by t

Yy Session Heap (contains the object handle table)
Yy Desktop Heap (contains the objects themselves)

Y To get session heap: user32!gSharedinfo
y ahelList -> Session Heap Start (handle table)
y ulSharedDelta A Difference between user and kernel

V' To get desktop heap: TEB->Win32Clientinfo

y pvDesktopBase A Desktop Heap Start
y ulClientDelta A Difference between user and kernel



Win32k Objects

Y Win32k Window Manager Handle Entries contain

Yy PVOID of the Win32k Object (many/most are mapped in user-space) :
Yy PVOID of the NT Kernel Object owner (PETHREAD and/or PEPROCESS)

Yy Other structures are tagDESKTOPINFO, tagSHAREDINFO,
tagCLIENTTHREADINFO, tagDISPLAYINFO, tagSERVERINFO

V' These leak addresses of pointers inside kernel mode memory as
we | | as things |1 ke mouse cursor

Yy The objects themselves contain many pointers to NT
objects/addreses



HAL Heap

Y When the HAL initializes extremely early in the boot process, it
does not have access to any memory management functionality

YVyThe boot | oader |, HAL, and kernel
collaborate to define a region of memory reserved for the HAL

Yy OXFFDO0000->0xFFFFFFFF is for the HAL (even on x64)

Y 'halpte shows current mappings on x86
y hallHalpHeapStart shows start of the heap

Yy Used to store ACPI tables, as well as all the HAL Objects on
Windows 8



Tracing/Debugging API Leaks



Trace-Based ETW/WMI Leaks

Y The kernel has extensive tracing performed through either legacy
Windows Management Instrumentation (WMI) or Event Tracing for
Windows (ETW)

V' The relevant (documented) APIs are
y StartTrace
V' ProcessTrace

y Many of t hes BSNI dGyseemliracednm i
y See

Yy System Profiling Privilege is required



