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Overview

• What’s a honeyclient?

• Why honeyclients?

• How can honeyclients help?

• Design decisions

• Introducing world’s first open-sourced honeyclient

• Honeyclient architecture

• Deployment plans

• Arms race situations

• Legal liabilities

• Related projects

• How can you contribute?

• Acknowlegements
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The one rule

• Questions at end of talk, please
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So, what’s a honeyclient?

• Opposite of a honeypot

• Drives client application to connect to servers

• Will gather data from malicious servers

• Started working on honeyclient last November

• World’s first open-sourced honeyclient 
released today



Client-side attacks are on the 
increase



April 2005



May 2005



June 2005



July 2005 and beyond

What’s next???
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How will honeyclients help?

• Allows proactive monitoring of malicious 
servers

• This can be extended beyond just HTTP 
clients

• Any other client-server based protocol will work
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Design decisions

• Low interaction vs high interaction honeyclient

• Low interaction -> WGET

• High interaction -> Actually drive client

• How often to do integrity checks

• How to pull info from clients

• For IE, could not get URLs out of cache file 
(binary file)

• So, proxy implementation was used
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World’s first open-sourced 
honeyclient

• BSD-licensed

• Runs on Windows 2K/XP

• Drives Internet Explorer

• Two Perl scripts

• driver.pl

• proxy.pl
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Integrity checks

• Baselining of host files and registries

• Files are MD5 hashed

• Check files and registries after each URL is 
completely accessed

• Would like to check memory as well

• Future feature (idea thanks to Thorsten Holz)
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Testing 1, 2, 3

• Tried to get one-line exploit code from Russian 
site

• Which sites are malicious?

• Surprisingly, not the pr0n sites

• Also, not the drug sites

• We know very little about malicious sites

• So, where are they?

• What exactly do they do?
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Honeyclient deployment plan

• The more people use honeyclients, the better

• More unique data points to analyze

• Perhaps implements a SETI@home like 
distributed info gathering architecture?

• Share findings with security community

• Have honeyclients deployed in different 
locations

• Prevent malicious servers from blocking one 
address
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ToDo

• Integrity check for memory space

• Have honeyclient send logs to Linux host

• Protect against file deletion when honeyclient 
virtual host infected

• Signatures database

• Distributed data sharing a la SETI@home

• More protocol support

• FTP, DNS, P2P, etc
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Possible arms races

• Web bugs

• Color-on-color URLs

• Robots.txt files

• Order URLs are accessed

• Timing of URL access

• Flash sites
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Legal Liabilities?

• Need to limit outbound traffic (cripples 
malware)

• Honeypots face same problem

• Accidentally causing damage to innocent sites

• Same liability as spidering technology

• Need to ensure future distributed deployments 
do not DoS sites being accessed

• So, honeyclients have combined liabilities of 
both honeypots and spiders



Related Projects



German Honeynet Project



Microsoft HoneyMonkey Project



Interesting link...

131.107.0.79 - - [03/Jun/2005:16:55:57 -0400] "GET /en/s/kwang.html                           
HTTP/1.1" 304 0 "http://msrweb/strider/webpatrol/honeymonkey/"                                

"Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.1; Q312461; ESB                              
{15228BCE-4E47-4A11-82B2-0406FD52D429}; .NET CLR 1.1.4322)"                                   



Interested in Contributing?



Honeyclient Development Project Page
http://www.honeyclient.org/
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Honeyclient Mailing List

• honeyclient-subscribe@synacklabs.net
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Questions?


