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KASPERAGENT vs Cloudy

* |International Relations
themed

Palestinian
Authority themed

* Dropper
Imphash

Release\Cloudy.pdb

Release\kasper.pdb * Drops / displays

decoy file

* |P block

* User-Agent: Cloudy;
User-Agent: Cloudylns

User-Agent:
OPAERA

cloudyservs[.Jcom

rviedofree[.]Jcom
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Background

KASPERAGENT and Micropsia
* Links to Android malware

* Publicized in 2017

Middle East-based threat
Known targets:

« US

* |srael

* Palestinian Territories
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* OPAERA user-agent string

* mailsinfo[.]net

* windowsnewupdates[.Jcom

* Palestinian Authority-themed

* Possible Palestinian Authority
targets
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Finding Cloudy

YARA Hunting: KASPERAGENT Dropper

Simple rule
Imphash
PDB string

rule KASPERAGENT Dropper
{

strings:
$strl = "\\Merge\\Release\\testproj.pdb"
condition:

any of them or imphash contains "2bceb64cf37acd34bc33b38f2cddfb6l”
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, Overlaps
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® Download Disabled Hash Seen Before
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631B (631 bytes)

img | KA
JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 8x9, frames 3 ¢ S P E RAG E NT d eCOy
WINWORD.EXE (PID: 3844)

5aa25a3390662f68ac473d2ebc51697e [ * cloud yservs [ ] com

eb87971a57a8f11133c127a2dd2431df979985fa
9dcd3b91ed533d7ce9afOb4d21a7842ad33bfdf426f82c8878c998ed13bb582b [

This file has been spotted as the response content of the following URLs.
http://cloudyservs.com/pic/pic1.jpg

http://www.stikerscloud.com/newimages/newimage1.jpg




KASPERAGENT vs Cloudy
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Conclusions
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Possible Targets

KASPERAGENT Cloudy
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Attribution

HOUFCTNGHEIND ME:

* Unconfirmed

* Likely Middle East-based

* Interested in both Israel and
Palestinian Authority

* Perhaps a non-state entity
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Finding More Cloudy and KASPERAGENT

rule KASPERAGENT
{
strings:
$al "\\Release\\kasper.pdb"
S$a2 "\\Release\\testproj.pdb"
condition:
all of them
}

rule KASPERAGENTUserAgent
{
strings:
$ual = "User-Agent: OPAERA"
$strl "addCity.php"
$str2 "town.php"
$str3 "sign.php"
$str4 "getreoponseIndividule.php"
$str5 "theRoadSlected.php"
$stré "backapps//backupl5"
$str7 "city//ammount.php"
$str8 "backupl5"”
$str9 "ammount.php"
condition:
all of ($ua*) and 1 of ($str¥*)

-
.7 —Q }
\. © 2018 ThreatConnect, Inc. All Rights Reserved.

YARA Hunting: Specific Variants

rule CLOUDY_PDBString

{

strings:
$strl
$str2

condition:
all of them

}

rule CLOUDYUserAgent

{

strings:
Sual
Sua2
Sua3
$strl
$str2
$str3
Sstr4
$strb
$Sstr6

condition:
all of ($str*) and 1 of (Sua*)

}

"\\Release\\Cloudy.pdb"
"\\Release\\testproj.pdb"

"User-Agent: Cloudy"
"User-Agent: CloudyIns"
"User-Agent: "
"add_virtual.php"
"add_one.php"

"check ins.php"
"time.php"
"get_tok.php"

"check st.php"
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