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About Me


•  Senior Threat Intelligence Researcher at ThreatConnect


•  Graduate of Southern Miss and American University


•  Borderline obsessed with Harry Potter (Ravenclaw FTW!)


•  Dog instagram





                                  Laissez les bon temps rouler
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KASPERAGENT vs Cloudy


•  Palestinian 
Authority themed


•  Release\kasper.pdb


•  User-Agent: 
OPAERA


•  rviedofree[.]com


•  International Relations 
themed


•  Release\Cloudy.pdb


•  User-Agent: Cloudy; 
User-Agent: CloudyIns


•  cloudyservs[.]com


•  Dropper 
Imphash


•  Drops / displays 
decoy file


•  IP block
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Background


KASPERAGENT and Micropsia

•  Links to Android malware

•  Publicized in 2017

Middle East-based threat

Known targets:

•  US 

•  Israel

•  Palestinian Territories

•  Egypt
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Phantom of the 
Opaera


•  May 2017

•  KASPERAGENT campaign

•  OPAERA user-agent string

•  mailsinfo[.]net

•  windowsnewupdates[.]com

•  Palestinian Authority-themed 

•  Possible Palestinian Authority 

targets
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Simple rule


Imphash


PDB string

















YARA Hunting: KASPERAGENT Dropper 

Finding Cloudy
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Finding Cloudy


Notified based on YARA rule

New samples looked different

•  New call out domain

•  New user-agent string

•  New PDB string
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Cloudy Dropper, 
too?


Similar to KASPERAGENT

Dropped Cloudy instead

Callouts triggered rules:

•  Arid Viper 

•  APT-C-23

•  Desert Falcons

International relations-themed
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Overlaps

Potential connections


•  KASPERAGENT decoy


•  cloudyservs[.]com
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KASPERAGENT vs Cloudy


•  Palestinian 
Authority themed


•  Release\kasper.pdb


•  User-Agent: 
OPAERA


•  rviedofree[.]com


•  International Relations 
themed


•  Release\Cloudy.pdb


•  User-Agent: Cloudy; 
User-Agent: CloudyIns


•  cloudyservs[.]com


•  Dropper 
Imphash


•  Drops / displays 
decoy file


•  IP block
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Conclusions
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Possible Targets


KASPERAGENT Cloudy 

Palestinian Territories Palestinian Territories 

Israel Israel 

United States India 

Philippines 

United Arab Emirates


Submitter countries


Some outliers


Decoy document 
themes
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Attribution


•  Unconfirmed

•  Likely Middle East-based

•  Interested in both Israel and 

Palestinian Authority

•  Perhaps a non-state entity




© 2018 ThreatConnect, Inc. All Rights Reserved.
 15














YARA Hunting: Specific Variants

Finding More Cloudy and KASPERAGENT
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Thank You

Twitter: @MarSChauvin


Instagram: @KingsleyDoodlebolt

www.ThreatConnect.com



