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PoC @ https://github.com/RedBalloonShenanigans/MonitorDarkly
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e 4% Chase Bank - Credit Card, X

\ \

CHASE O

CHASEOQ

W freedom

AL
L

6/19/16

NEW!
UNLIMITED
1.5% CASH BACK

$150 BONUS

RECON OxA

Sign in

Q




2% PAS) MNion
e b

/
e 4% chase Bank—Crleﬁlt Card i

\ \

[
€ C “ ) JPMorgan Chase and Co. [US]  https://www.chase.com fjl

CHASE O signin - Q

CHASEOQ

NEW!
% freedom UNLIMITED
1.5% CASH BACK

e $150 BONUS
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® © ® | chase Bank - Credit Car,  x

c

£) JPMorgan Chase and Co. [US]|https://www.chase.com

&

)

CHASEO

CHASEO

NEW!

' - freedom UNLIMITED

1.5% CASH BACK
$150 BONUS

Signin
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y i
ece “‘pchasWCreditCard x

& (& [ £ JPMorgan Chase and Co. [US] | https://www.chase.com

CHASE “‘! Signin Q

CHASEO

& : NEW!
P, % [freedom UNLIMITED
; 1.5% CASH BACK

$150 BONUS
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LUV (DAITA)
Sound Card
Camera

USB & Bluetooth

6/19/16

Connect Texas Instruments TUSB3410 Boot Device
Connect Texas Instruments USBtol2C Solution

USB & Bluetooth Settings...

~rrermATTT AT -

RECON OxA
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Posted by DELL-Chris M on 6 Mar 2015 11:41 « Verified Answer
Yerified by TGMadsen

Error = No TUSB3410 boot device

Discussion = This does not effect the monitor functionality. It only applies if we decide to do a firmware
update

Solution = /W\/\N\/\/\/\/\/\.’w
* Go here

* Scroll down under Software

* Download/save "TI WDF USBUART Single Driver (Rev. A)" zip file (sllc428a.zip) to your windows desktop
* Unzip the file into its own folder

* Open the folder and run “TI_WDF_USBUART_SINGLE_DRIVER_V6.7.2.0_WHQL.exe"

* It should create the following folder:

C:\Program Files (x86)\Texas Instruments Inc\TI_WDF_USBUART_SINGLE_DRIVER_V6.7.2.0_WHQL

B el t‘)
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FOFIDELL U2410 USB FW Upgrade Instruction
https.://fforum-en.msi.com/index.php?action=dlattach;topic=165660.0;attach... ~

firmware upgrade.) Deskiop & Notebook: 2. Connect the power cord and turn on the. U2410 monitor—to-
be flashed. 3. Connect USB uplink cable from the.

6/19/16 RECON OxA



3. Connect USB
uplink cable from the
computer USB port to
U2410 USB upstream

port.

1. Double click
“U2410 ISP TOOL
2.0 ” package to start
installation ..

& U2410 ISP Tool 2.0

N g




DELL U2410 USB_ISP Ver: 20
FW Ver:
Get FW Ver |

J\DELL U2410_M1F190_0OFF bin

=3 Dol U2410_NF1

0 0ol U2410_31F172_LM9

Browse

Run CMD_Reset0 successful, Stat
Start wribng Driver_file to Scalar,
Write Driver_fie to Scalar successful.

Run CMD_0x500 successful.

MX Flash  ID: c214 m
Run CMD_Appstest 2 1 successful.

Start writing MONITOR_FW to DOR RAM, Please Wait about 30s. J:wELL Uz‘lO-M l Fl%-m.m

0ol U2630_117170_1843 =
|5 i (e K|

ANRNRNENENENR 7% CearMessages Flslype

v DELL U2410 USB_ISP VYer: 2 0

" Browse
FWver: 90 e
etFwver | [ stat |

e e sl sl e b sdie sl e b e s b sie-she b sdie e e sbie e e b e s s e slhe b it e b e s s e she sbe s e sbe e s sbe e s sbe e

T
Important!

Do not remove power from your monitor!

Please wait about 20s to finish MONITOR_FW upgrade ...

J:\DELL U2410_M1F190_ODFF.bin

Run CMD_Reset0 successful.

Start writing Driver_file to Scalar.
Write Driver_file to Scalar successful.

Run CMD_0xS00 successful.

MX Flash  ID: c214
Run CMD_Appstest 2 1 successful.

Start writing MONITOR _FW to DDR RAM, Please Wait about 30s.
Writing MONITOR_F\W to DDR RAM fail!

Cycle AC power to your monitor NOW ............

[ ] 12%  Clear Messages |

Run CMD_Appstest 1,
Run CMD_Appstest 1 fail.

Cycle AC power to your monitor now ...

(]

29%  Clear Messages




v DELL U2410 USB lSP VYer: 2.0

DéLL

JADELL U2410_M1F190_0OFF bin

FW Ver:
Gek FW Ver |

Exit l

Run CMD_ResetD successful,

Start writng Driver_file to Scalar,
Write Driver_fle to Scalar successful

Run CMD_0x500 successful.

MX Flash  ID: c214
Run CMD_Appstest 2 1 successful.

Start writing MONITOR _FW to DOR RAM, Please Wait about 30s.

My s

ANNNENENERENR 7%

v DELL U2410 USB ISP Yer: 2.0

DéLL:

_-J;JLI_

. pmc

c‘ DELL Uzuouss ISP

Fle pame:
Fies of yow

J:\DELL U2410_M1F190_0DFF.bin

Run CMD_Reset0 successful.

Start writing Driver_file to Scalar.
Write Driver_file to Scalar successful.

Run CMD_0xS00 successful.

MX Flash  ID: c214
Run CMD_Appstest 2 1 successful.

Start writing MONITOR_FW to DDR RAM, Please Wait about 30s.
Writing MONITOR_F\W to DDR RAM fail!

Cycle AC power to your monitor NOW ............

6/19/16
am

O/ I/ 10

Browse

FWVer: XX
ML i | S
Exit

JADELL U2410_M1F190_ODFF.bin

,'Zdw,:r]_n-'“:_'au

L

{3 Fin (bl

X\

oy

!

. ]

Important!
Do not remove power from your monitor!

Run CMD_Appstest 1,
Run CMD_Appstest 1 fail.

Cycle AC power to your monitor now .

Qoen
Ao ook oo ROtk RORoROR oRoRoRoRRoRoR R ORIk R ROk Rl RoR Rk kR ok ok R ok ok

Please wait about 20s to finish MONITOR_FW upgrade .

B e R R D R R R S S R e R 2

29%  Clear Messages
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Connect to the MAIN PCB. Connect to the PC

JP1: to Power Adapter

P1: to VGA Cable
P2: to LPT Cable

6/19/16
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DISPLAY PERFECTION

Genesis Microchip Technical
Documentation

GProbe _User_ Guide

5.2.1.15 RunCode



6666666
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N0

Geness
Int /—\) 200 p
v

Giffobe 5T z¢

\)/’\J

STOP 60O 1 C’woq)
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- Genesis GProbe 5 - GProbe Register Document1

File WView Register Terminal Commands Options Document Window Help
|oza|t pR|cx® |l |o| v u|ver it (x| &|2 ||| = |
=l x Yy GProbe Register Document! =1Of >
Select Chip: l FLISEZS ~| I Dascrintian [ A Current | Saved B (=
ey l— Filter l Connection Settings 51
T TR T Fin&ssignments | USB | Delays and Buffer Size
Connection | Serial | Parallel
Description | Address | value S| 5 :
== Al Select the type of device you wish to use GProbe to connect
B with.
=B HOST_CONTROL E000 [} 16 3 —
=B PRODUCT_ID E002 0 16 Device: =
=B PRODUCT_REY EOD4 [} 16
=3 B CLOCK_CONFIG1 EOQOE 1] 16 — Protocols
F 3 - CLOCK_CONFIG2 ED03 a 1€ Select the communication protocol. For the appropriate protocol
@B CLOCK_CONMNFIGZ EO0a, o 18 version for your set-up, please consult GProbe docurnentation
23] B OCM_TCLK_DIv EQOC 0 16
= B SOFT_RESETS EOOE u] 16 Protocol: ISEFIU-\L‘I 'l
I o ~ .o
‘ Registers IE_; Scripts J ‘ Documents J 55 Batch ] Select ‘Print Enable’ if you wish to receive 'Print' messages from
the board. MNote that this option is only available for DDC2ZEI
protocols and may cause communication traffic during sensitive
‘ﬁi =1 ‘f‘“_ chip operations.
I™ | Enable Print
— Scheme
ISeria| Connection for all Genesis Chips EI
Save As... | Delete l

| OK I Cancel

=

Ready

iMstart|| | 7] & EE Gy s DD || &rohit_... | @aRration... | &lalobal ...| &lLcer - .. |[SyGenes..

[Elm



Connection Settings u

Pin Assignments | USB |  Delays and Buffer Size
Comnecton | Senal | Paralel
— Devices
Select the type of device you wish to use GProbe to connect
with.
Device: USB v
— Protocols

Select the communication protocol. Forthe appropriate protocol
version for your set-up, please consult GProbe documentation

Protocol: DDC2Bid  ~
DDC2Bi3
Select "Print Enable’ f you wish to K DDC2Bi3a :
the board. Note that this option is Al &S C2BI
protocols and may cause communi !
chip operations.
[ Enable Print

— Scheme
| DDC2Bi Connection for Malibu (gm16.x) over USB40-2C v |
Save As... Delete |

RECON OxA



- &&V £0.0J90%0 L. ot debiie /U olol s MMESPUIToT LUN. T UVAUU T ILUD.L U

221 23.856425 host
222 23.856425 host
223 24.028286 1.2
224 24.028286 host
225 24.028286 1.2
226 24.028286 host
227 24.043910 1.2
228 24.043910 1.2
229 24.043910 host
230 24.075157 1.2
231 24.075157 1.2
232 24.996955 host
233 24.996955 1.2
234 24.996955 host
235 24.996955 1.2
236 24.996955 1.2
237 25.121945 host
239 25.137569 1.2
240 25.137569 host
241 25.153192 1.2
242 25.153192 1.2
243 25.153192 host
244 25.153192 host
245 25.387548 1.2
246 25.387548 host
247 25.403172 1.2
248 25.418795 1.2
249 25.965625 host

1.2
1.2
host
1.2
host
1.2
host
host
1.2
host
host
1.2
host
1.2
host
host
1.2

host
1.2
host
host
1.2
1.2
host
1.2
host
host
1.2

USBMS
UsB

USBMS
USBMS
USBMS
USBMS
UsB

USBMS
USBMS
UsB

USBMS
USBMS
USBMS
USBMS
UsB

USBMS
USBMS

USBMS
USBMS
UsB

USBMS
USBMS
UsB

USBMS
USBMS
UsB

USBMS
USBMS

58
539
40
58
40
58
45
40
58
285
40
58
40
58
45
40
58

40
58
285
40
58
539
40
58
285
40
58

SCSI Command: Oxcf LUN:0x00
URB_BULK out

SCSI: Response LUN: 0x00 (CDB:@
SCSI: Test Unit Ready LUN: 0x0€
SCSI: Response LUN: 0x00 (Test
SCSI: Request Sense LUN: 0x00
URB_BULK in

SCSI: Response LUN: 0x00 (Reque
SCSI Command: Oxcf LUN:0x00
URB_BULK 1in

SCSI: Response LUN: 0x00 (CDB:@
SCSI: Test Unit Ready LUN: 0x0€
SCSI: Response LUN: 0x00 (Test
SCSI: Request Sense LUN: 0x00
URB_BULK in

SCSI: Response LUN: 0x00 (Reque
SCSI Command: Oxcf LUN:0x00

SCSI: Response LUN: 0x00 (CDB:@
SCSI Command: Oxcf LUN:0x00
URB_BULK 1in

SCSI: Response LUN: 0x00 (CDB:@
SCSI Command: Oxcf LUN:0x00
URB_BULK out

SCSI: Response LUN: 0x00 (CDB:@
SCSI Command: Oxcf LUN:0x00
URB_BULK in

SCSI: Response LUN: 0x00 (CDB:@
SCSI Command: Oxcf LUN:0x00

<€

P Frame 238: 539 bytes on wire (4312 bits), 539 bytes captured (4312 bits)

~ USB URB

0000
0010
0020
0030
0040
0050
0060
0070
0080
0090

USBPcap pseudoheader length: 27
IRP ID: oxffffffffaa675998

IRP USBD_STATUS: USBD_STATUS_SUCCESS (0x00000000)

URB Function: URB_FUNCTION_BULK_OR_INTERRUPT_TRANSFER (0x0009)
IRP information: 0x00, Direction:

URB bus id: 2
Device address: 1

1b 00 98 59 67 aa ff ff ff ff
00 02 00 01 00 02 03 00 02 00
f9 51 86 c2 00 00 04 20 00 5f
CC CC CC CC CC CC CC CC CC cC
CC CC CC CC CC CC CC CC CC cC
CC CC CC CC CC €C CC CC CC cC
CC CC CC CC CC CC CC CC CC cC
CC CC CC CC CC CC CC CC CC cC
CC CC CC CC CC CC CC CC CC cC
CC CC CC CC CC CC CC CC CC cC

FDO

-> PDO

o Vedete




VESA®

Display Data Channel Command Interface (DDC/CI) Standard

Video Electronics Standards Association

2150 North First Street, Suite 440 Phone: (408) 435-0333
San Jose, CA 95131-2029 Fax:  (408) 435-8225



This table summarizes the DDC level upgrade requirements for both the Graphic Host and the Display Device.

Graphic Host Graphic Host Display Monitor Display Monitor
H/W upgrade S/W upgrade H/W upgrade S/W upgrade
DDC1 DDC2B I°C Bus Single | BIOS I’C Slave address DDC2B driver
Master (2 I/Os) A0/A1 support
DDC2B | DDC2Bi | No upgrade DDC.DLL driver 6E/6F Slave address | DDC2Bi driver
support (Simplified Access Bus)
DDC2B | DDC2B+ | 50/51 Slave Access Bus Host driver | 6E/6F Slave address | Access Bus driver
address support | (single device) support
DDC2B | DDC2AB | 50/51 Slave Access Bus Host driver | 6E/6F Slave address | Access Bus driver
address support | (full spec) support

HTTP://CAXAPA.RU/THUMBS/349020/DDCCIV1.PDF

6/19/16 RECON OxA



955

\UrlP) M "H S‘Wwﬁ

S5

KN\'\'\Q—TE_ CommvN\Qﬂ*T\ ON

O%CE = Nenwodok LPECENC Se,510 GO

RECON OxA



ysH

_\.Lig (Z(’@. B\ o\

o 0L B,
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Len
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oS¢ clhecksum
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C nep @ SULATED DOC 2.6 Q“Q@’/\

6%\9 e G\pﬂ;\)e Omc\c-ej(

RunCode
Request
Name |Length Value |[Comment
Length 1 |[Length of message + 1
Command|| 1 |[|0xID

Address 2
————
Response

ACK/NACK

RECON OxA



Packet from PC to Genesis chip
Name Length (|Value Comment
DDC
L 1 0x6E
Destination
DDC Source 1 0x51
Please note that the
g:-s'?'c]} ;‘:fg; length of VCP Prefix +
Length 1 B Message cannot
MESSAZE lexceed 127.
VCP Prefix ) 0xC2 0x00
re 3 loxoo
Message vanable
XOR of afl[byte chksum=0:
Checksum 1 previous for (1= 0 ' < .
but buffer_size; ++1)
yres chksum “= buf[i):

Do Qe Packet £
CrECKk Sum BLGoRiTy v




. — )
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>

/ 4
US&"‘\ﬁ/Sc.Gl _ W(C@XC—F)

R
usB R/ DDCZDI (K@j ﬂ@o&l)

S ———
4usms/scszJze:f(oxo:)

RECON OxA

R S = ReQuesST



_ )
US&"“ﬁ/ScSl _ W(C@XC—F)

 mura/mpean (e ) G\ PLE- ReQuesST

I
S pesrs/scst lesp ()

5
USBMS/scsL_@eg Coxc?)
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(_,-—/’_’-'> c
USB"‘\ﬁ/SCSL ‘ (ezC.@XC_F)

R
usBoRB/DDC2D: (feq Read )

iy P
vsis/scst. legp (OxF) Qevxck [o Muv\o«»o(

-5
usBMs/scs1reg Cosc?)

-
vsBorB,/DD(25i C Ack)

S
<u 38MS /scs1 Qe (OXCF)
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Send Lommand

/> <
USBM5/5C91 _ (e‘ COXC—F)

>
UsBORE/DDC 2B (RAT)
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Send Lommand

<——"’/’_/--> <
USBM5/5691 _ (e‘ C@XC—F\)

I
UsBORE/DDC2B (RAT)

I
S asysest e )
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Gendy Coronns)

/> <
USBM5/5C91 _ (e‘ COXC—F)

S———
UsBORE/DDC 2B (RAT)

S
< o qs/gc_$£~ﬂe§f(0)<c‘:)

-
usBMs/scst_weg Coe %)
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Qevwk [ow\uv\o«»o(

/7 Z
USBM5/5691 _ (eﬁ C_@)(Cf)

] /D
UsBORE/DDC 2B (RAT)

c‘\ej‘ (CESUH

I
< asysest e 0 )
-
USBMS/scst_@eg Coxc?)
D

USBoeB,/DD(2Bi (e "““)

S
<O /3es1 ey (OXCF)
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® o 000 0 0
SO 0 0 0 00 0 0
000 00 000 0 0 (
OO0 0000 00 0 (

k]
'
A

® 0000000 0
00 000006006 06 0
00 000060000 0 00
S,
\ -

<
e
®
«
(¢
L
©
©
L
C

C
e © ©

5

1 - Ground—

Select




12C bus

I

1°C bus
. 12C bus
Main MC STDP8028 Max HC4053 —
selec
12C device 0x37
GP10 12C
host
o o USB 2649
D
= USB hub
USB hub USB2514B
D
hOS" D+
D™ |D Main Board
USB type B USB type A x2
to computer For Devices

Daughter Board

For Devices

USB type A x2



12C bus

A

1°C bus
. 12C bus
Main MC STDP8028 Max HC4053 —
selec
12C device 0x37 For Devices
GP10 12C
host
o | o USB 2649
= USB hub
USB type A x2
USB hub USB2514B
D Daughter Board
host D*
D*| [D Main Board
USB type B USB type A x2
to computer For Devices
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B>>>>>>>>>>>>>>>>>>>>>>>>Update INNOLUX -~------- %d
------ Change Input
Innolux Mars Board

------ Appstest 52 @ Information -----
DELL U246 e Appstest 52 1 for VGA  -----
DELL2410 Code Ver - Appstest 52 2  for DVI1 -----
------ Appstest 52 3  for DVIZ2 -----
""" Change Inpu't Tt ------Appstest 52 4 for DP -----
—————— Appstest 50 @ Information ---------Appstest 52 5 for HDMI -----
______ . ------Appstest 52 6 for Component -----
Appstest 50 2  Force swt}ch to Appstest 52 7 for CVBS ————-
------ Appstest 50 3  Force swtich tO -----_pppstest 52 8 for DDCCI Force Sleep-----
------ Appstest 50 4  Force swtich to ------Appstest 52 9 = Factory Reset-----
e 4y mmm——— Appstest 52 10 enter Factory mode-----
------ Appstest 50 5 Force swtich to appstest 57 1 :  MTO_PIPMHide
chsksum=0x%x appstest 57 2 : MTO_PIPMShow
---Change Port Start---%d appstest 57 3 : MTO_NoCable
2 ch appstest 57 4 : MTO_NoSync
Appstest 52 change source to VGA et 57 3 6 L O
Appstest 52 change source to DVI (HDMIZ appstest 57 6 : gm_OsdHide
Appstest 52 change source to DVI (HDMI3 oppstest 577 : gm 0OsdShow .
Appstest 72 @ --- Display Information
Appstest 52 change source to DP Appstest 72 1 x --- Adjust R1
Appstest 52 change source to HDMI Appstest 72 2 x --- Adjust R2
Appstest 72 3 x --- Adjust R3
Appstest 52 change source to COMP Appstest 72 4 x ——— Adjust 61

F W e I P



| ok R
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@ IDA - /Users/jatin/rbs/rbs_imgw3rx/dell_mor
HH ey o EH s B 3 o @O dphd Fy#F X > OO
il Il I

Library function Data . Regular function Unexplored . Instruction External symbol

Functions window im0 x ] x I IDA View-A @ [0 Hex View-1 Q[A] st

5eg000:0000 ; Input SHA256 : SAC3E21BA2440D209B4AA2494374904C24352FA19(
Function name 5eg000:0000 ; Input MD5 : 0C32B7A123F52383E756FD22DD77553F
5eg000:0000 ; Input CRC32 : 1C3A8743
sub_86 2e3000:0000 File Name : /Users/jatin/rbs/rbs_imgw3rx/dell_monitor/!
nullsub_2 ::::a:ddtess; 3335?5.:;2: 0000h - 200000h Loaded length
sub_15D7 .686p
sub_1617 22383828838 ‘model flat
sub_165F $0900010000 ;
sub_16AB 50010000 ; Segment type: Pure code
sub_1A71 seg000 ::ﬁ:tcggzggg:loﬂic 'CODE' usel6
sub_1D8B uak 0 :;s\é::he:uz}thing, '“no:h‘l;‘:’f)\d;l:!‘:‘r?:th::ggéu
Sub_1 DBE segOOO:OOOG unk_6 g :ng‘[:pg(,)' 8Eh, 0DOR, 8;!n.‘m\'x‘)\ XREF: sub_Z
sub_25C5 5:gggg:ggg; db 8Eh, OCOh, OBCh, O, s?hsng:s:ﬁzgfhéugngg
; »
sub_2869 523833?83‘1’1 unk_14 e g:::,;z;upw) ; DATA XREF: sub_?
sub_2A12 o o ; sub_A728B+103,r
sub_2B6B @ oson ; ©
sub_2C30 segooomom g i:: PR
sub_2C73 22900010013 @ ocrn | o
sub_2CCB T c00: 0035 @ oson | o
sub_2D27 5eg000:001E g g:;: : g
sub_2D8C o™
sub_2E1C & om0
sub_4029 209000:0028 & oron | ©
sub_4308 Ssmisd &
nullsub_3 5eg000:0029 g onrla ; ©
sub_4EA3 g ggll: g
sub_502E -
sub_5030 segoomooao g 059: P e
sub_540A 20900010032 @ orh ; o
sub_60FF 5290000034 @ orcn § o
sub_6FB9 ® %
sub_729A . unk_38 3 OEA: ; © ; DATA XREF: segOC




@ Remember Me Register

Forums >> IDA Pro >> Embedded Code Reversing

Topic created on: March 28, 2008 18:46 CDT by memo5 .

Hello All

I'm working on reversing an embedded system, its my first attempt and need some advice, first of all the program file is in Intel-Hex format, so the
code address is obtained by IDA, the target platform is x86 compatible, I'm facing some difficulties in setting the segments addresses and values
cs,ds,es segments values.

1 app! any help.

(‘blackgreen ¢ set |

Flag: Tornado! Hurricane!

About
Articles igorsk ‘W B March 31, 2008 07:54.27 CDT
Book Store What's the CPU? Is the code 16-bit or 32-bit? Is it the initial code (bootioader, BIOS) or is it something that's more high level? Are there datasheets
Is the binary avallable for download somewhere or can you upload it?
Distributed RCE In short, list as much info as you can and try to describe the actual problem you're having in more details. "Some difficulties” is not much to work
Downloads with.
See also this.
Event Calendar
Forums — April 11, 2008 21:10.13 CDT
Live Discussion Ok igorsk thank you for your advice.
Reference Library And hope that this information will help.
RSS Feeds The CPU Is Turbo186 the code is 16 bit.
S ' The CPU run in extended mode using 24bit addressing capability.
-The paragraph is not 16 byte its 256 byte so the CPU address space is 16MB-
Users amnmEAwlullmeduEA (segment << 8) + offset.
R s How The code I not just a Bootioader or BIOS Its the fullfrmware of a multimedia related control board.
Unfortunately | can't upload the binary file, and it's not published any ware.
The firmware mapped to address 0x600000, and the size of the firmware is 2MB
Customize Theme

When | load the binary into IDA and disassemble the code | got code like this:
seg000:6005CD push bp

seg000:6005CE mov bp, sp

seg000:6005D0 push si

$eg000:6005D1 mov  si, [bp+6]

seg000:6005D4 push si

~> Call 601900:0B1F

se9000:8w5DE Jnz  short near ptr 5E4h —
seg000:6005E0 xor ax, ax |
$eg000:6005E2 jmp short near ptr SEBh —+ |

.

;

i
.

~> Call 630600:1C

You can notice that IDA could not recognize calls or jumps to near or far addresses.
To be specific how can | make IDA

the (24Bit) g mode, and correctly identify calls and jumps to other addresses?

April 12, 2008 20:58.17 CDT
(ea= 4+

igorsk ‘W W

I'm afraid it's not possible with current IDA version. The PC processor module is hardcoded to the xB6
offset). The best you can do is report this issue to Iifak. This will p ly need a new ﬂaghtheprocemmodule

In the meantime you could probably write a plugin or an IDC script which would walk gl gh all the call and fix the cross references.
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This e SUSS..,

@ IDA - /Users/jatin/rbs/rbs_imgw3rx/dell_mor
B H Ay 08 B ) o DO ddd H# X > DO
-l I L
Library function Unexplored . Instruction External symbol

Data [l Regular function

Functions window im0 x ] x I IDA View-A @ [0 Hex View-1 Q[A] st

5eg000:0000 Input SHA256 : 5AC3E21BA2440D209B4AA2494374904C24352FA19(
0C32B7A123F52383E756FD22DD77553F
1C3A8743

Function name

i
5eg000:0000 ; Input MD5
seg000:0000 ;

Input CRC32

sub_86 220000000 File Name : /Users/

: jatin/rbs/rbs_imgw3rx/dell_monitor/]
nullsub_2 ::::a:ddtess; 3335?5.:;2: 0000h - 200000h Loaded length
sub_15D7 .686p

sub_1617 22383828838 ‘model flat
sub_165F 22900010000 ;
sub_16AB 50010000 ; Segment type: Pure code
sub_1A71 seg000 ::ﬁ:tcggzggg:loﬂic 'CODE' usel6
sub_1D8B uak 0 :;s\é::he:uz}thing, '“no:h‘l;‘:’f)\d;l:!‘:‘r?:th::ggéu
Sub_1 DBE segOOO:OOOG unk_6 g :ng‘[:pg(,)' 8Eh, 0DOR, 8;!n.‘m\'x‘)\ XREF: sub_Z
sub_25C5 22900010007 db SER, OCOR, OBChs Or 80N ATA ThEF: ub A
sub_2869 523833?83‘1’1 unk_14 e g:::,;z;upw) ; DATA XREF: sub_?
sub_2A12 o o ; sub_A728B+103,r
sub_2B6B @ oson ; ©
sub_2C30 5eg000:0019 g i:: PR
sub_2C73 22900010013 @ ocrn | o
sub_2CCB T c00: 0035 @ oson | o
sub_2D27 5eg000:001E g g:;: : g
sub_2D8C o™
sub_2E1C & om0
sub_4029 209000:0028 & oron | ©
sub_43CB 229000+ 0028 @™ 3m v
nullsub_3 5eg000:0029 g oBFh ; o
sub_4EA3 g ggll: g
sub_502E -
sub_5030 segoomooao g 059: P e
sub_540A 20900010032 @ orh ; o
sub_60FF 5290000034 @ orcn § o
sub_6FB9 ® %
sub_729A . unk_38 3 OEA: ; © ; DATA XREF: segOC
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IDA - /Users/chris/Work/Dell_m1f1a_20160318124422.idb (Dell_m1f1a.bin)
S my By 8 B 3 @ Q@ Ff Py e X P @D O RemoteGDBdebugger % (& (¥ §* ¥

Library function Data ]l Regular function Unexplored Jll Instruction External symbol

7] Functions window Coo © IDA View-A, Hex View-1, Strings window @ (A|  Structures ©F  Enums @ %5 Imports ©# Exports

Function neme 7] IDA View-A O0® © [ Hex View-1 O ® © [ Strings window =l 5 W x]
pra T I e AFizéo 00 OF 30 10 08 03 04 01 79 sy .  Address Length Type St
Ar3022 push o AFIETO B8 48 44 B4 3F 22 01 A1 B0 20 ¢ —
Ar3023 ado de1613h, ax AFIES0 01 OA 63 24 PO 3C O4 20 90 00 | 5] seg054:A36.. 00000032 Cc —
AF3027 @ 26n APIES0 84 22 22 09 C9 P2 5B 46 24 21 ! —
Ar3037 sk e AVIEMO P A 42119984292 MALL (3] seg054:A36.. 00000032 c -~

W\Q\/\s( C\%{)
Lo\ )

RECON OxA




O ™ Execute script
Snippet list Please enter script body
Name import idaapi

* ResetAnalysis
' Default snippet

def xjump():
ea = ScreenEA()

da_call = GetOpnd(ea, 0).sp
for ¢ in da_call:
if ":" in c:
op = C

op = op.split( ' :’)

seqg = int(op[0])[:-1], 16)
off = int(op[1)[:-1]), 16
new_ea = (seg * 0x100) +
Jump (new_ea)

idaapi.CompileLine( static s.
RunPythonStatement( “xjump()

AddHotkey( Ctrl-Space’, 'py X




RegRead

Request
Name Length Value Comment
Len of message +
Length 1 1 gth -
Command 1 0x06
Register s
Address -
Response
Length of message +
Length 1 1 - -
Command 1 0x06
Register .
Address -
Register Value 2

6/19/16 RECON OxA



6/19/16

RunCode

Request
Name |[Length Value Comment

Length 1 ||[Length of message + 1
Command|| 1 (|0x1D
Address 2

Response
ACK/NACK

RECON OxA




RAM WRITE

Request
NAME LEN VALUE
Length 1 Message LEN 1
CMD 1 0x13
REG Address 2
Response
Length 1 Message LEN 1
CMD 1 0x13
REG Address 2
REG VAL 2
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d gm_SdramRead HA failed: k\ O‘C\k A %QS—*
.d RD_SDRAM_CONTROL error2
d Pattern doesn’',27h,'t

2:%d, j*i/2-k2:3d4',0 (

|_OsdFillRectangle failed: .

,_SDRAM_CONTROL error2: Ox OU( /c\ ( 3/& \/\Q“O " r(@‘)
0

'M/DMA WRITE/READ TEST hasl
'M/DMA WRITE/READ TEST has

®

%6

GxAcc Do

EfveefP T
CoDF

RECON OxA




d gm_SdramRead_HA failed:
.d RD_SDRAM_CONTROL error2
d Pattern doesn’',27h,'t
2:%d, j*i/2-k2:%d',0

|_OsdFillRectangle failed:
\ SDRAM CONTROL error2: Ox

'M/DMA WRITE/READ TEST hasl
'M/DMA WRITE/READ TEST has

RECON OxA

EfveefP T
CoDF




d gm_SdramRead_HA failed:
.d RD_SDRAM_CONTROL error2
d Pattern doesn’',27h,'t
2:%d, j*i/2-k2:%d',0

|_OsdFillRectangle failed:
\ SDRAM CONTROL error2: Ox

'M/DMA WRITE/READ TEST hasl
'M/DMA WRITE/READ TEST has

o

RECON OxA
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(\(\«5 (\'\5(0 C Me w\o@ \Uoc‘\

\
' 05D TuUmw M‘&L

}@q&—}ﬁﬁﬁé &xgéfﬁdgﬁ

+A7FD33 xor ax, ax
tATFD35 push ax
tATFD36 push cs
+ATFD37 mov ax, 91h . '©"
‘A7FD3A push ax
‘ATFD3B call far ptr JEDDDEERSEE ; print function!
tATFD40 add sp, 6
+ATFD43 xor ax, ax
{ATFD45 push ax
tATFD46 push cs
{ATFD47 mov ax, OA3h ; '@
‘A7FD4A push ax
ATFD4B call far ptr DEDDDEERSEE
'A7FD50 add sp, 6
6/19/16 ‘ATFD53 xor ax, ax

AToONER misoh aw



N\Q {\\\'0 C Me W\063 UUDC‘\

\
' 05D Tumw M‘&L

rdraee

PekB o bf

A7FD33

tATFD35
‘A7TFD36
{ATFD37
‘ATFD3A
‘A7FD3B
‘A7FD40
{ATFD43
{ATFD45
tA7FD46
{ATFD47
‘ATFD4A
‘A7FD4B
{ATFD50

6/19/16

A7FD53

AToONER

xor
push
push
mov
push
call
add
xor
push
push
mov
push
call
add
xor

misoh

ax,
ax
cs
ax,
ax
far
Sp,
ax,
ax
cs
ax,
ax
far

GxBESI D DxFp¢ po8

91h ; '@

I

ptr DEDDDEEESEE ; print function!
6

OA3h ; '@’

r

ptr OF000h:252h

sp, 6

ax,



(\I\'s (\'\5(0 C N\e w\o% U\Jor\ A

'05D  Femwore 47? Z '7 ? ¢

OukBD bp 5<BESES D DxFpeFLP
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N\‘Q (\'\)\'0 C N\Q W\OC:’> UUDC‘\ EX

\
' 05D ’F‘«(mme

PxkBO D60

IxBESE P D

RECON OxA

TR
mFW LD

wﬂéf)JﬁfiE> NM:EIER



NV\2 (\\)YD ¢ Me W\OC:/> Wof‘\ cx

\
' 05D ’F‘wmwa@eL

PxkBO D60

\5&)"‘&" ¢ o

9

IxBESE P D

RECON OxA

e

DrFpfped
—

)




NV\2 (\'\)YO ¢ Me W\OC:/> UUDC‘\ cx

\
' 05D Fi(mwﬁxf‘&b

PxkBO D60

“de' ¢ o

9

IxBESE P D

D\/""‘("O

RECON OxA

e

DrFpfped
—

)




N\‘Q (\'\)\'0 C N\Q W\OC:’> U\JDC‘\ EX

\
' 05D ’F‘xrmme

PxkBO D60

“JPQ- ¢ o

9
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IxBEESS D DrFpEEP#
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Welcome to minicom 2.7

OPTIOHNS: I18n
Compliled on Sep 6 2015, 19:49:19.
Port /dev/ttyUSB0, 17:29:46

Press CTRL-A Z for help on special keys

~~~~Fxlt MesInvState(Fly)~~~~
~~~~FEnter MesInvState(Fly)~~~~
~~~~Exit MesInvState(Fly)~~~~
~~~~Fnter DefaultState~~~~
~~~~FEx1t DefaultState~~~~
~~~~Fnter MesInvState(Fly)~~~~
~~~~FEx1t MesInvState(Fly)~~~~
~~~~FEnter MesInvState(Fly)~~~~
~~~~FEx1t MesInvState(Fly)~~~~
~~~~FEnter vValidMode_StateState~~~~
~~~~Fxl1t ValidMode_StateState~~~~

~~~~Fnter MesInvState(Fly)~~~~
i
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v\ /7
7 oM

OCH| Execrbahle
Coa—c\mp f""'ffocmj“""l((’f‘) §DC_ D(\ Jeg
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& VMware Fusion

File Edit View Virtual Machine Window Help D e B

o0 @
n m®

3

|®] SecOps
> <) 8 «

[ STDP8028-AB_Regis x

¢ [1 www.doc88.com/p-2 nt
Bl *x3 | @ a 3 ¢ 2/m )

STDP8028-AB REGISTER LISTING

1=TNR3 processing is disabled on left half of display output image. Normal TNR3
operation on right side of display. (Done by forcing motion value to max motion tnr
coefficients)

15:10 Reserved Reserved

Reserved Register: 0xC818

0xC81A DP_RCAL_RESULT RO
POD: 0x0000 |
Display Port calibration Result
BIT BIT NAME FUNCTION
3:0 DPRX_RCAL_RESULT DPRX Link Calibration Result
7:4 Reserved Reserved
15:8 Reserved Reserved

3.3.3DISPLAY SIGNAL ADJUSTMENT FOR TTL PANEL SIGNALS AND QUTPUT CLOCKS

0xC81C TIMING_CONFIG RW
POD: 0x0000 |
Timing Configuration for Display and Audio Outputs
BIT BIT NAME FUNCTION
0 DCLK_INV Invert DCLK pin
1 DCLK_DIS Disable DCLK output pin
2 DCLK_RATE_INV The transmitted display clock frequency at the oDCLK pad is 1x the internal pixel rate for
single wide TTL output, 1/2x the internal pixel rate for double wide TTL output, and 1/2x the
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OSD COMMAND CONTROL STRUCTURE

40 bytes Patterns and Hue 222

in total 38

Transparency & bit per pixel mode

Y Coordinate

Y Size
Pointer in SDRAM
Data Expansion

X Size

X Coordinate
Color

\x00...\x00




@ @ /me%rg D\%V\NS T wnn ce.
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OSD
<)

6/19/16

U
UH

—
=

0=

DMA

5 4RrAH

/

RECON OxA

Answered Question 1 & 2




@ @ /‘(&ﬂsgerg D\%«\‘Nﬁ T wnn be'

oA
U 0=D

7 Answered Question 1 & 2
/

A
Ho
Ogb - Paﬂerns&u;d Hue ???I - N®E 3 \%00
ransparency & bit per pixel mode
Y Coordinate NS M 0O
C/MB Y Size \\/\%\%0%
Pointer in SDRAM Kac \roe
Data Expansion NAa\Y \xo0
X Size \A I8 \ro02
X Coordinate (LT \® oo
Color \XOF€ xo
\x00...\x00 NR00 00 . -\xo00
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sdram_read_variable_offset proc far

arg 0
arg_2
arg_4
arg_6
arg_8
arg A
arg C
arg E

loc_7A39:

CODE XREF: seqrooo 00E113

~ -

sdram read 0_rd offset+1Blp
= word ptr 6
= word ptr 8
= word ptr OAh
= word ptr OCh
= word ptr OEh
= word ptr 10h
= word ptr 12h
= word ptr 1éh
push bp
mov bp, sp
push si
push di
push ds
mov ax, 0
mov ds, ax
mov s8i, [bptarg C] ; 415e
cmp [bptarg_4], O
jz short loc_7A39
cmp [bptarg 6], O
jz short loc_7A39
cmp [bptarg_8], 0
jz short loc_7A39
test  [bptarg 6], 1
jz short loc_7A3F
; CODE XREF: sdram read_variable_offset+
; sdram read_variable_offset+18l1j ...
mov ax, 4
jmp loc_7B2D
; CODE XREF: sdram read_variable_offset+
mov ax, [bpt+arg 6]
shr ax, 1
imul [bptarg_8]
mov di, ax ; 0x20
push cs
call near ptr sub_7627
push [bptarg A]
push [bpt+arg_8]
push [bptarg_6]
push [bptarg_4]
push [bptarg_2]
push [bptarg_0]
call dword ptr ds:loc_22E+2 ; 76cl
add sp, OCh
or byte ptr ds:loc_D3El+1, 1 ; start sdram read
mov es, [bptarg E] ; 415e
jmp short loc_7AB3

Transfers the image




CODE XREF: segF000:loc_DEIj

buffer

checking bounds with Ox7FFF

CODE XREF: sdram_write_variable_ offset+121j
sdram_write_variable_offset+181]

CODE XREF: sdram_write_variable_ offset+2Clj
sdram_write_variable_offset+381j ...

sdram_write_variable_offset proc far H
arg_0 = word ptr 6
arg. = word ptr 8
arg_4 = word ptr OAh
arg_6 = word ptr OCh
arg_8 = word ptr OEh
arg_A = word ptr 10h
arg_C = word ptr 12h
arg_E = word ptr 14h
arg_10 = word ptr 16h
arg_12 = word ptr 18h
arg_14 = byte ptr 1Ah
arg_16 = word ptr 1Ch
push  bp
mov bp, sp
push si
push di
push ds
mov ax, 0
mov ds, ax
mov 8i, [bptarg C] ;
cap [bptarg_4], O
jz short loc_783A
cmp [bp+arg 6], O
jz short loc_783A
cmp [bptarg 8], 0
jz short loc_783A
cap [bpt+arg_16], 0
jz short loc_783A
mov ax, [bp+arg_10]
or ax, [bptarg_12]
jz short loc_7840
mov al, [bptarg_14]
cbw
and ax, 78h
cmp ax, 60h ; °°
j1 short loc_784
push  [bptarg_12]
push  [bp+arg_10]
call sub_775B 3
add sp, 4
or ax, ax
jnz short loc_7840
loc_783A: ?
i
mov ax, 4
jmp loc_79DD
loc_7840: ]
i
push cs
call near ptr sub_75E2
push [bp+arg_A]
push  [bp+arg_8]
push [bp+arg_6]
push [bptarg_4]
push [bptarg_2]
push [bp+arg 0]
call dword ptr ds:loc_22B+1 ; 7686
add sp, OCh
mov ax, [bp+arg_10]
or ax, [bp+arg_12]
jnz short loc_78DC
mov ax, [bptarg 16]
mul [bp+arg 81

ZCON OxA

Transfers the image
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4.16 OSD

The gm1601 has a fully programmable, true color bitmapped OSD controller capable of
displaying up to 12 “tiles” or bitmap windows on the display. The individual tiles are
programmable for location, size, and bits per pixel, and have a precedence determining which
tiles appear when overlapping occurs on the display. Tile data is stored in the external framestore
memory by the system controller in either: 1, 2, 4, or 8 bit per pixel format. On-chip table
registers point to the start of tiles in external memory. Two programmable on-chip 256 x 24-bit
color lookup tables are provided to map the OSD pixels onto a true 24 bit color space using the
first table for one mapping, and the second table for an alternate mapping.

6/19/16 RECON OxA
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3.250CM BREAKPOINTS AND CODE-PATCH

These are 4 sets of registers for use in debug and patching of OCM mask-rom code, The OCM
address for any memory access (code read, or data r/w) is compared, with a selectable mask of 1 D
the low bits, to a “breakpoint” address. When the OCM address matches, either an BP_IRQ may ()V\
[

be generated or the OCM addr ess will be substituted with a new address to “redirect” the OCM to
a different part of the RAM or ROM (and patch over code bugs, or change ROM data tables). The
BP_IRQ is available as an interrupt source to OCM_IRQO of the on chip microprocessor.

Breakpont vectoring is only possible for remapping an IROM to an ISRAM address.

0xD7CO0 BPO_CTRL RW

POD: 0x0000 [

Firmware Breakpoint 0 Control

BIT BIT NAME FUNCTION

2:0 BPO_MASK Selects the number of LSBs of OCM address to mask for the Breakpoint compare, and also
the LSBs of the OCM address to keep when using the address substitution. Defines a range
of addresses of 2n for “redirecting” the OCM. (n =0 to 5)

4:3 BPO_EN Defines the operation of this Break-Point register set when the OCM address matches the
Break-Point address:
00 = Disabled

01 = Substitute OCM address (over BP range) with the SUB_ADDR (and OCM LSBs)
10 = Set status and maskable IRQ on OCM writes to breakpoint address(es)
11 = Set status and maskable IRQ on OCM reads from breakpoint address(es)

15:5 Reserved Reserved
0xD7C2 BP0O_OCM_ADDR_hi RW
POD: 0x0000 |
Firmware Breakpoint 0 Address
BIT BIT NAME FUNCTION
7:0 BPO_OCM_ADDR 23:16 bits of 20 bit breakpoint starting address range
15:8 Reserved
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OOA7FAl4
OOA7FAl4
OOA7FAl4 ; Attributes: bp-based frame
OOA7FAl4
O0A7FAl4 grab_pixel proc far
O0ATFAl4
O00A7FAl4 arg O= word ptr 6
O0A7FAl4 arg_ 2= word ptr &8
O0OA7FAl4 arg_ 4= word ptr OAh
OOA7FAl4
0O0A7FAl4 push bp
OOA7FA1lS5 mov bp, sp
O0OA7FA17 push si
OOA7FA18 mov si, [bptarg_4] ; memory address
OOA7FAl1B or byte ptr ds:0D6D8h, 1
00A7FA20 mov ax, [bptarg 0]
O0ATFA23 mov ds:0D6DAh, ax
O0A7FA26 mov ax, [bptarg 2]
O0OA7FA29 mov ds:0D6DCh, ax
0O0A7FA2C push 2
OOA7FA2E call far ptr DESIREEOEIE
O0OA7FA33 pop cx
O0OATFA34 mov ax, ds:0D6DEQ
OOA7FA37 mov [8i], ax
OOA7FA39 mov ax, ds:0D6EOA
O0OA7FA3C mov [8i+2], ax
OOA7FA3F mov ax, ds:0D6E2h
O0AT7FA42 mov [si+4], ax
O0OA7FA45 pop si
OOA7FA46 pop
OOATFA47 retf
OOA7FA47 grab_pixel endp
O0ATFA47

6/19/16

RECON OxA ﬁ I



1a KW 0\

© C\«\o»vwﬁe ang (i xel \/

@ See eueg ﬁ?‘d/?. /
@ Fuwx’QV\O\? \/

6/19/16



15.321 000me[EE=

6/19/16 RECON OxA







6666666



,/Lw\@\\ C‘\{' LoNS

HO\O (3\5 9 *\\Q (Fob(em?

6666666



1me\\ C‘\A\' ons
How @'\5 5 the (bler?
\"\Q\O ((0&(}(\(&\ (5 H\is ‘\H'Cuc‘C \/ec.{’g('?

6/19/16



,/Lw\@\\ (X ions
HQ\X’ (?D\S 15 the (Foblem
F\W (e "‘e‘\““\ (5 H\is ak Jr 8 \/ec.{@r?

\‘\0\0 ({eo\\\ﬁ‘\c. \SAV\\Q ‘af?

6/19/16



HTTPS://GITHUB.COM/REDBALLOONSHENANIGANS/MONITORDARKLY



6/19

/16

p\esse

C_o V\X‘rx\nuj(e\.



6/19

/16

Lch's Krgto
the Pre\o\ew\}(



6666666



DELL DOES
NOT YET HAVE
A SECURITY FIX

AGAINST
SHAK ATTACK



- MANY MONITORS
WERE HARMED
IN THE MAKING
OF THIS
PRESENTATION



CHRIS LIVES
HAPPILY WITH
HIS
SEMI-
UNMODIFIED
34" MONITOR
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