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Whoam | ?

Security consultant with focus on incident handling, forensics and malware analysis

Not a dedicated reverser — RE is just part of my job

=> | avoid RE as much as possible as it is just too time consuming




Tools we use

IDA Pro for static analysis

OllyDbg for debugging

(other tools used by real reversing gurus like PIN, metasm etc. are out of scope here)




Problem
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... but this won’t be visible in IDA
=> Unpacked code — needs rebuilding to load in IDA, not always easy

IN SHORT: No automatic connection between the two tools
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Why not connect both worlds and provide automated solution ?

First | wanted to use IDA Pro tracer but realized it is too slow and generating not easily-readable data with
too much noise

The inspiration:

—PaiMei Stalker by Pedram Amini - old and not developed any more, with only win32 userland support
(uses PyDbg)

—>Places breakpoints at each function start based on imported IDB from IDA
—Exports a script to load comments from the debugger to IDA’s listing

Let’s implement a solution by using IDA debugger !



Introducing FunCap

IDApython script/plugin

Aims to combine runtime info and feeds it into the static listing

IN SHORT: you can run some code in the sandbox VM and it will add useful comments to your
IDA listing based on the recorded code execution

fext:o84B8128C0 mou [esp+4Bh+var_ 48], eax
text-o848128F arg A0: Ax0828ccily —-> "=ttipgzz"tt {0;6" %*A16g{6:-8z20""
Ltext:-a048128F call sub_hB1178@ ; Sub_ aB1178()

Lexto084081294 EAX: 8x80080888 --> "H/fA°

text:-0o0401294 s_arg_8a: 8xee28cc1id --> "http://www.encryptedc?.comfget_commands.php’
fext-a0481294 1ea eax, [esp+iBh+uvar_2C]

Lfext:08461298 mow [esp+4Bh+var_ 48], eax

RESULT: you understand some functions without even looking at them =» SAVES TIME!



Funcap — how it works

Places breakpoints on function call instructions (alternatively breakpoints can be places on
function start and end)

Runs IDA debugger

When a breakpoint is hit it captures the arguments and function address and tries to
dereference them and guess their type (currently only string, int and pointers)

Places a breakpoint directly after the call instruction
When the call returns they are dereferenced again to see how the memory was changed

This information is dumped to a text file and inserted into the IDA listing



Funcap — features (1)

Supports ia-32, ia-64 and ARM — more can easily be added
Supports Win32, Win64, Linux32, Linux64, Android. No MacOS or iOS yet.

Supports almost any IDA debugger connector, even PIN tracer connector ©

arg_A8: Bx7e0008688 --> "HiA°
arg_A4: OBx08088f888 --> "H/A°
arg_#A3: O8x08883888 —-> "H/R®

; _ crtinitCritSecAndSpinCount+36Tj ...

mou edx, ebx
arg_Bc: 8x900006848 ——> 'HSR° mou rex, rdi
; START OF FUHCTIOH CHUHK FOR sub 4BBBED poa6eeBA004124F9
= hoepeAERARL124FY
. hoepeAERARL124FY
loc 4BBEBC: ; kernel3? UirtualAlloc{()

call eax hOOD00OBOAL12LFD

EAX: Bx70800000 ——> " ... ..o e.naeeiianeeanans B :
s arg_88: (-text:000OCACE HoU R1, RS™; 5% g
s _arg B4: (-text:00BOCAC? RO: 0x00818275 --> ‘wait’ > N/a" .
5 arg @8: (-text:BBBBCAC2 R1: 8x@8881cédd —-> 'who B...x... ...am.. ...... )FH:%;;; """"""""""""""""""""""""""""""

.text :BPBBCALC2 R2: BxBOOBOB77 —-> 'N/A’ [rspe3ghevar 18], eax

.text:B00088CALC2 R3: dx008eadsy —-> "'H/A° short loc_41251E

.text:00088CALC2 BLX ctrcmp  ; strompi)

-text:B00ACACH RB: HBxFrrrFef? ——> 'HIRC

text:B00ACALCH s RA: Bx@08618275 --> ‘wait’®

.text:ABBACACH s R1: @xP8@1c668 ——> ‘who.¥...x... ...am.. .....

text:8886CACH s R2: B8z80808877 --> 'H/A°

text:B008BCALCH s Ri: Bx88888877 —-> "HiR'




Funcap — features (2)

Builds a runtime call graph

E sub 14271 [sub_16A24) sub_168F 0 [sub_1he83] [sub_FDBL] sub_CFas) sul

e —
|

1 1 1 "
[sub_17&04) [sub_16934) [sub_canc) [sub_163ec) [sub_Baug [sub_173ae [sub cczni [sub_123Fd [sub_ED9d [sub_Ea9s)

L ]
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code_discovery mode to automatically deal with packers

Python> code discovery = True

0x9c299%9a: new code section detected: [0x9c1000, 0x9c3000]
hooking function: sub 9C299A()

Function call: sub 1000156E+147 to sub S9C299A (0x9c299%a)



Funcap — features (3)

Resolves indirect calls

API calls can be captured as well

tA@9C1ASA arg Be: BxBfccABfE (THAA')

:Be2C1A5A arg_B4: Bxee%chp2y (UPOST™)

:@e9c1A5A arg_A8: BxAfadfedd (“/~spokssn.cgi?QURHSULWHTELQAUBNjYSHGUZY2ZhHTQWHTAR™)
:8892C1A5A arg_Bc: 8x000006888 (“HSAM)

:B89C1ASA arg_18: B8xB000BAAE (“"HSA™)

:B@9C1A58 call dword 9C44B0 ; wininet_HttpOpenRequestA() |

Full context is dumped to the file, subset of the context is pasted into IDAS’ listing annotations

Hexdump or ASCII capture format

Python> hexdump = True

882911C6 arg_BA: 8x0029080080 (4d 5a 90 00 B3 00 OO0 B0 B4 B0 6O B8 Ff FF B HZ............. )
BA2911C6 arg B4: Bx0000B008 (H/A)

8e2911Cah arg_B8: B8x08a43171 (688 ab ab ab ab ab ab ab ab ee fe ee fe ee fe ... ... ...oiaans j]
882911C6 arg_Bc: B8x0000808080a (MH/A)

8629211 Ca call sub_2918a85 ; sub_291885()

882911CB EAX: Bx08000088 (NH/A)



Funcap — features (4)

Recursive argument dereferencing — idea taken from PEDA for GDB

arg_B@: BxBeRZaF2hl (.. i ae i aeeaaaa c.U. . S.ew|>&=h ... LR N
arg_Bh: BxBBZaF2hh (M. aeaaaaa- c.U. . S.ew|>&=b .. .- LR | |
arg_B8: OxBBZaF2nug (... ... c.U. . S.ew|>&=b .. .- LR | SR |
arg_Bc: Bx00000080 (“HfA™)

&Fg 108 (EUERaFEEE (™ cccccooccoooooooooooooooooo00000000000000000000000000000000000 )

call ds: getmainargs ; msucrt getmainargs()

EAX: OxB00080680 ("H/A'")

S _arg_88: B8xes2ar7zud (..... (ee e e eeeas c.U. . S.ew|>&=b ... .aaaa-.. LU &
Ss_arg_Bh: Bx882a7244 -> B8:008fe28908 -> B0x00fe2898 ("'C:\Windows\System32\notepad.exe")

S_arg_B8: Bx0802a72u8 -> B0x00fe15b8 -> Ox00fe165c (“"ALLUSERSPROFILE=C:%\ProgramData*™}
S_arg_Bc: Bx00000000 (“'HfA™)

Capture scope easily configurable (which registers etc.)

Recursive function hooking mode for large binaries

Python> d.recursive = True

Easy command line interface in Python

Functions that were executed are marked by a different color



Funcap DEMO

1. Taidoor — basic example

2. ZEUS/Citadel — usage of the call graph
3. Unknown APT — code_discovery mode

4. Snake/Uroburos — Funcap in kernel mode (just results)

5. Android — Funcap for ARM/Thumb (just results)




Funcap — limitations

No threads following (recursive mode)

Code injected to another process is not going to be followed
Call graph a bit unfriendly to the user

Only basic types are dereferenced (no structures)

Argument count determination not very accurate on ia64 and ARM




Funcap — future directions

Threads following
° Breakpoint on thread creation ?

Remote process code injection following
> Cuckoo plugin ?
o Switching to kernel mode debugger ?

Better graph solution
> Visualize outside IDA (Gephi perhaps?)

Better argcount determination and complex types support
o Using decompiler plugin ?

Automation and database storage



Questions ?

deresz@gmail.com

http://eithub.com/deresz/funcap
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