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./whoami (m0nk)

• Applied Research Scientist @  Accuvant

• blah blah blah blah blah

• I like to _X_: 

• _X_ = { blah blah blah blah blah blah 
blah blah blah blah blah blah blah }

• Find Me:

• @m0nk_dot
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• Q: CAN I ALL THE THINGS?

• Got tired of Air to Glass

• Looking for a reliable way to hide files

• Ooohh! Is that how NAND Works?

• Really? So, I can probably reliably hide files?

• Oh wow, That actually worked?

• Wait, I can also do that... WTF?

• A: I CAN ALL THE THINGS!

echo $PROJECT_INFO
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Will he start already?
• Intro

• Defensive Postures (sorry)

• How NAND Flash Works (Hardware)

• How NAND Flash Works (Software)

• Options For How We Can Break It

• How I Broke It

• Forensics / Un-Breaking NAND (Defense Revisited)

• Now What?

• TL;DR: 

• https://github.com/monk-dot/NandX
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Defensive Posture
• Don’t Groan, This Will Be Short

• TL; DR: 

• This is elemental hardware design, there 
is no “fix”

• Best bet until we get new tools?

• Post Analysis, Logs and Forensics

• Consider not using NAND?

• Doubtful if you want to embed...
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Science is hard, lets do 
Science!
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• Buckets - Might not be the technical term

• Pages - Typically 512, 2048 or 4096 bytes

• Blocks - Typically 16kb - 512kb

• Initially set to 1 (0xFF)

• Shifting to 0 is easy

• Shifting to 1 is hard

NAND: Hard It Works
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• Gates are hard to build and somewhat fragile...

• Things break normally after ~10 - 100k writes

• Because they wear out, we do 
wear leveling to disperse the 
headache across the full surface

• Wear leveling leaves residue

NAND: It’s a Trap!
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NAND: Hard It Works
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NAND: Hard It Works
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• When Bits go Bad:

• BBT / OOB / ECC?

NAND: Hard It Works
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TIL: Notes from the 
Research

• Some systems fully manage the BBT in kernel 
memory (this is written back to disk as the 
“master” during reboot), so you wouldn’t even 
have to muck with the hardware

• Some systems use dual-page OOB markers for 
BBT & ECC (Sony!)

• Some systems use 1st or last block for the entire 
BBT & ECC (think of it as address -10)
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NAND: Soft It Works

• RAW NAND vs. MMC/eMMC

• Complex Driver v. Simple Driver

• Proprietary (closed) wear leveling 
algorithms are normally embedded

• Still needs to interact with the kernel & the 
file system code (We can haz API!)
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NAND: Soft It Works

• MTD Subsystem

• Kind of a meta-driver

• Used heavily for boot partitions on Android
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Options For Optimal Breakage

• YAFFS and other File Systems

• MTD at the Driver Level

• Android / Linux Kernel

• Flash Transition Layers and Reverse the 
Embedded Controllers

• Please don’t re-de-invent the wheel, hit me 
up first!
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What I expected.

Saturday, June 22, 13



Lets Go Shopping
(thx JDuck)

Saturday, June 22, 13



Visual Palette Cleanse
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My Path, And You Can Too!
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My Path, And You Can Too!
• Kernel Modules: Side Loading Fun!

• Sure, I’ll be a “test” case
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My Path, And You Can Too!
• Almost everything I do is simply calling the API 

in the wrong order

• The 1 exception is the OOB write

• Path to Winning?

• Pick a block and wipe it

• Cover the entire block in 0xDEADBEEF

• Mark the Block as “Bad” 

• 0x00 out the OOB in the case of Sony

• Watch the reboot from collision!
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nandx_hide.c
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nandx_hide.c
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nandx_hide.c
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My Path, And You Can Too!

<Live Demo> AND/OR <Canned Video>

http://youtu.be/AE_oUkKKaBY
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My Path, And You Can Too!
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My Path, And You Can Too!
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My Path, And You Can Too!

• Once the block is bad, it’s bad (unless you 
are me?)

• Flashing a new ROM doesn’t reclaim it

• Factory Reset doesn’t reclaim it

• 0xDEADBEEF is still there, just kickin’ it

• If you are hungry you can just start eating 
512kb blocks, one reboot at a time
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My Path, And You Can 
Too!

• We own it & it is hidden but...

• ECC stops running once we manipulate the 
BBT / OOB

• We can still manually run it from the MTD 
system
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Un-Break It With 
Forensics?

• Start looking @ the Bad Blocks as well?

• Closed vendor secret wear leveling 
algorithms

• Interleave FTW
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I Can All The Things

• “JT Just Went Full Oppenheimer” - Shawn Moyer

• I wanted to hide things in cell phones...

• but... embedded systems?

• You could hide, or just start breaking things in 
place...

Saturday, June 22, 13



Defensive Posture 
Revisited

• Education (Thanks for listening)

• TL; DR: 

• This is elemental hardware design, there is no “fix” 

• Best bet until we get new tools?

• Post Analysis, Logs and Forensics

• Attempt to force 0xFF on every bad block @ boot?

• Consider not using NAND?

• Doubtful if you want to embed...
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I’m Bored, Lets Break 
things

• Kill data in place, wait for IT to wipe and 
trash the drive, physical exfil FTW
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Break Responsibly & Be 
Cool

• @m0nk_dot

• jthomas@accuvant.com

• https://github.com/monk-dot/NandX
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