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Background 
 

• Last year at CSW, I presented research on exploiting 
a vulnerability class inside AVM called “JIT type 
confusion”. The motivation for that research was that 
the exploitation hadn’t been well-studied. 

 
• The motivation for this research is that the root cause 

of such vulnerabilities isn’t well-studied. 
 
• Since my CSW presentation, we’ve continued to see 

Flash as a cause of concern for online threat research 
(vulnerabilities, zero-day attacks, etc.). 
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 Bulletins released by 

Adobe in the past year 
to address Flash 
vulnerabilities. 
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Background 
 

• Fuzzing effort by Google researchers. 
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Background 
 

• There could be even more unknown Flash threats than what 
we’re aware of now… 
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Background 
 

• Check out Peleus Uhley’s CSW 2012 talk for more 
info on Flash threats from the vendor’s perspective. 
 

http://cansecwest.com/csw12/CSW2012-AdvPersistentResponse.pdf 
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Background 
 

• Most Flash vulnerabilities are ActionScript-related. 
 

• ActionScript can be used for exploitation - not just for 
Flash vulns, for example: 
• AS heap spray (old-school) 
• JIT Spray (Dion Blazakis) 
• JIT type confusion (my work) 
• AS-level info-leak (see @fjserna’s recent work) 
• More to come? 

 
• We have a “weird” machine here! (word from Halvar 

Flake’s Infiltrate 2011 talk) 
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Background 
 

• What’s the coding fault actually is for a specific Flash 
vulnerability? (we are not discussing on the AS level, 
but “ASM” level) 
 

• Has Adobe patched them correctly? (From a defense 
point of view, we sometimes need to ensure they are 
patched correctly). 

 
• Are there more effective ways to find Flash bugs?  
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Background 
 

• Flash ActionScript Virtual Machine has not been 
studied very well. 
 

• We want to provide better “answers” for these 
questions, and meet current and future challenges 
from Flash threats. 
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Methodology 
 
• Reviewed the Tamarin Project (open-sourced AVM). 

 
• Reverse Engineered released Flash Player. 

 
• Developed analysis tools to help with this research 

and future analysis. We will introduce them. 
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Introducing ASParser 
• A parser focusing on Flash ActionScript-related 

structures. 
• From researchers’ perspective 
• Born for deep AVM test/research 
• A 010 Editor template 
• More than 4000-lines code 

 
• The major difference from other Flash/AS tools. 

• You can locate/modify the “bytes” (so, the value) you 
want to change directly, working as a “WYSIWYW” 
way. 

• Based on 010 Editor template (open-sourced), you 
can extend the function easily, such as writing a 010 
Editor script to targeted-fuzz the fields you want. 
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Introducing ASParser 
 
 

 
 
   
  Nothing more valuable than a demo.  
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Introducing ASParser 
 
 

 

 
If you are interested, 

just ask me after the presentation.  
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How Your AS Code Works 

 
 
 
 
 
 
 

 

… 

mov  dword ptr [ebp-14], 2BC5732 ; 0x02BC5732 is the 

mov      eax, dword ptr [edi]  ; Atom of “aaaaaaaa” 

push ecx 

push 1 

push edi 

call eax   ; call to “flash!trace()” 

 

Adobe Flash Professional 
Adobe Flash Builder 
   

ActionScript 
Source Code 

SWF File 
(Bytecode) 

Machine 
Code 

AVM 
Implementation 
   

trace (“aaaaaaaa”); 

 

findpropstric  <q>[public]::trace 

pushstring “aaaaaaaa” 

callpropvoid  <q>[public]::trace, 1 params 
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AVM Implementation 
 

• Based on method (function) 
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AVM Implementation 
 

• Based on method (function) 
 

 
 
 
 

• 3 kinds of methods 
• Native methods, no bytecode & invisible, pointing to 

a function in Flash Player binary. 
• Static-init methods, invisible by Flash developers, 

generated by Flash compliers. 
• Normal methods, the code we write in .as files. 
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• 3 kinds of methods 
• Native methods, no bytecode & invisible, pointing to 

a function in Flash Player binary. 
 

  

  trace(“aaaa”); 
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AVM Implementation 
 

• Based on method (function) 
 

 
 
 
 

• 3 kinds of methods 
 
 

• Static-init methods, invisible by Flash developers, 
generated by Flash compliers automatically. 

 
  

method_body[3] method_body[0] 
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AVM Implementation 
 

• Based on method (function) 
 

 
 
 
 

• 3 kinds of methods 
 
 
 
 
• Normal methods, the code we write in .as files. 
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Verifier::verify() 

YES 

NO 

YES 

NO 

YES 

A method is being called 

No native 
method? 

 
static-init 
method?* 
 

JIT to memory 

JITed already? 

Execute native code directly 

 

NO 

*For some certain  special 
situations such as the method 
has too many parameters, 
AVM will choose not  to JIT but 
use Interp, please check  
BaseExecMgr::shouldJitFirst() 
for more info. 

Verify 
bytecodes 

Verify 
bytecodes 

Interp execution  JIT execution  

They are 
the same 

YES 
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AVM Implementation 
 

• Native methods will be called directly in .text. 
 

• Static-init methods will be executed in interpreter mode 
 

• Normal methods 
• Verified first 
• NanoJIT to generate JITed code in memory 
• Only JITed at the 1st time being called 
• If called in future, go to the JITed code directly 
 
Normal methods are our focus in this presentation 
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AVM Implementation 
 
 

 
 
 

Add comments for key functions 
  called during the implementation.. 
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Verifier::verify() 

YES 

NO 

YES 

NO 

YES 

A method is being called 

No native 
method? 

 
static-init 
method?* 
 

JIT to memory 

JITed already? 

Execute native code directly 

 

NO 

*For some certain  special 
situations such as the method 
has too many parameters, 
AVM will choose not  to JIT but 
use Interp, please check  
BaseExecMgr::shouldJitFirst() 
for more info. 

Verify 
bytecodes 

Verify 
bytecodes 

Interp execution  JIT execution  

They are 
the same 

MethodInfo->isNative() 

BaseExecMgr::shouldJitFirst() [calling] 
MethodInfo->isStaticInit(); 

NanoJIT 

YES 
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MethodInfo class 
MethodInfo  stores all the info for a method 

 
+4h    JITed func pointer or interp entrance 
     - if the pointer is beyond the binary scope, the 

    function is JITed 
 
+20h    Method id (“method” in “method_body”) 

 - AVM uses this to identify a method 
 

+24h    Pointer to “max_stack”(skipping “method_id”) 
     - use this to get the bytecode & method env 
 
+34h    flags (isNative, isStaticInit, etc) 

 - read the DWORD to determine what kind of 
method it is 
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Function relations 
 

• verifyEnterGPR/verifyEnterFPR 
• verifyOnCall 

• verifyMethod 
• verifyJit 

• verifyCommon 
• Verifier::verify() 

• setJIT 
• verifyInterp 

• verifyCommon 
• Verifier::verify() 

• setInterp 
 

  
Go Real JIT or Interp Execution 
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What we know for a Flash/AS 
 

• Not all the ActionScript methods will be executed 
when you open a Flash. 
 

• Some compiler-generated methods (“Static-init”) will 
not be JITed. 

 
• By finding the corresponding functions on a released 

Flash Player, we can debug ActionScript on our 
debugger. 
 

• Just like you debugging any application! 
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Debugging ActionScript 
• Hook in AbcParser::parseMethodBodies 

 void AbcParser::parseMethodBodies() 
    { 
        int bodyCount = readU30(pos); 
 .. 
        for (int i=0; i < bodyCount; i++) 
        { 
     .. 
            uint32_t method_index = readU30(pos); 
            MethodInfo* info = resolveMethodInfo(method_index); 
 
            const uint8_t *body_pos = pos;  
      
     //record the id of method_body, since we need to know this in collaborating with the result of our ASParser 

 
• Hook at the end of verifyOnCall 

• When method_body is JITed or Interped 
• Read method_body_pos (+24h) and JITed address 

(+4h) from MethodInfo 
 

• We can trace the execution of ActionScript on Flash! 
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!ASDebugger Demo1 - trace 
 

• Before loading Flash file: 
 

• !ASDebugger -i   //install our hooks 

 
• After loading Flash file: 

 
• !ASDebugger -d   //display the trace info 

 
• You can also export the “symbol” from ASParser and 

load it so you have more friendly output. 
 
• !ASDebugger -d -s c:\asTest\symbol 
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!ASDebugger Demo1 - trace 
 
 
 
 
 

Demo 
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!ASDebugger Demo2 - bp 
• Before loading Flash file: 

• !ASDebugger -i -b method_body_id 

 
• Will set a breakpoint at the beginning of the JITed 

function, during the AVM implementation. 
• Allow debugging the JITed code for the bytecode of a 

method_body quickly. 
• This feature is useful since JITed memory is made 

“random”. 
• 2 significant mitigation features enabled from November 2011 

(called “Codebase Alignment Randomization" and "Instruction 
Alignment Randomization“) 

• To prevent “JIT Spraying” attacks 
• Out of the scope of this project, but it’s interesting to let anyone 

know 
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!ASDebugger Demo2 - bp 
 
 
 
 
 

Demo 
 
 
 
 
 
 
 

http://toolbox/Win8ppt


Download the latest version at http://toolbox/Win8ppt 
This message won’t show up when you’re presenting  
 

Agenda 

Bytecode Verifier 

AVM Implementation 

3 

2 

4 The Fault 

5 Fuzzing in Memory 

Introducing ASParser 1 

http://toolbox/Win8ppt


Download the latest version at http://toolbox/Win8ppt 
This message won’t show up when you’re presenting  
 

Bytecode Verifier 
 

• Verification is extremely important for a compiler / 
interpreter (a.k.a. “virtual machine”). 

 
• Faults on verification cause highly-dangerous JIT 

type confusion vulnerabilities. 
• highly-dangerous means perfect exploitation: bypassing 

ASLR+DEP, with %100 reliability, no heapSpray, no 
JITSpray. 

• JIT type confusion bugs are due to faults in the verification 
of AVM! 

 
• But, what the bytecode verification exactly is? 
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Some Concepts / Structures 
 

• State - state info for a given block entry (stack, scope, 
stack params, types of the params, etc). 
 

• Block – including the starting position of bytecode, 
and the State. 
 

• BlockList - a list saving all the detected Blocks. 
 

• WorkList - a linked-list for saving pending-verifying 
Blocks - the last added Block will be verified first 
(last detected, first verified) 
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Some Functions 
 

• verify() - main function 
 

• verifyBlock(pos) - verify bytecode of a Block from pos, 
parse instructions. 
 

• checkTarget(current, target) - verify the target (as 
indicated by the 2nd parameter) 
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verify()* 
 
 

 

Finish verification 

             (Yes) 

            (No) 
Pick one Block from WorkList 
Use the Block’s position as  “pos” of verifyBlock() 
Restore current State as the picked Block’s State 

 

WorkList == NULL 

 
verifyBlock(0) 

 

verifyBlock(pos) 

*After the process discussed in this slide, the 
verify() function uses another loop calling 
verifyBlock() to avoid overlapping instructions, 
this is also an important process of the 
verification, while it’s not the focus of this 
research. Please check Verifier::verify() for more 
details. 
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verifyBlock() 
staring at the given position, 

verifyBlock(pos) 

Exit, return to verify()  

position reaches 
any detected Block? 

checkTarget() Exit, return to verify()  

• parse an instruction 
• update the current State 

Conditional branch? 
(ifne, ifle, etc) 

checkTarget() Continue 

Fixed branch?  
(jump, lookupswitch) 

checkTarget() 

Yes 

Yes 

Yes 

No 

No 
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checkTarget() 

checkTarget(current, target) 

Does the “target” 
match the pos of 

any detected 
Blocks? 

No 

 
 
 

1. New Block is created  using the 
“target” and current State 

2. Add the new Block as the 1st 
member on the WorkList, also add it 
on BlockList. 

 
 

Yes 

 

  

State-comparing  
(comparing the Current State to 

the matched Block’s State) 

 
 

Clean security issues! 
(States mismatching from different Paths) 
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Let’s understand the logic better with an example 
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ins[0]:   getlocal_0 
ins[1]:   pushscope 
.. 
ins[4]:   getlocal_0 
ins[5]:   callproperty ::bla, 0 params 
ins[6]:   coerce <q>flash.utils::ByteArray 
.. 
ins[10]:  pushbyte 0 
ins[11]:  pushbyte 1 
ins[12]:  ifne -> 20  
.. 
ins[15]:  pop 
ins[16]:  pushstring “aaaa” 
.. 
  
ins[20]:  getproperty ::length 
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ins[0]:   getlocal_0 
ins[1]:   pushscope 
.. 
ins[4]:   getlocal_0 
ins[5]:   callproperty ::bla, 0 params 
ins[6]:   coerce <q>flash.utils::ByteArray 
.. 
ins[10]:  pushbyte 0 
ins[11]:  pushbyte 1 
ins[12]:  ifne -> 20  
.. 
ins[15]:  pop 
ins[16]:  pushstring “aaaa” 
.. 
  
ins[20]:  getproperty ::length 
 

create a ByteArray 
object and push it 
on the stack. 
 
stack[0] = 
A ByteArray object 
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ins[0]:   getlocal_0 
ins[1]:   pushscope 
.. 
ins[4]:   getlocal_0 
ins[5]:   callproperty ::bla, 0 params 
ins[6]:   coerce <q>flash.utils::ByteArray 
.. 
ins[10]:  pushbyte 0 
ins[11]:  pushbyte 1 
ins[12]:  ifne -> 20  
.. 
ins[15]:  pop 
ins[16]:  pushstring “aaaa” 
.. 
  
ins[20]:  getproperty ::length 
 

1. Find a conditional jump, call 
checkTarget(12,20) 
2. The target is at ins[20], and it’s 
not in BlockList (BlockList is 
empty), create a new Block 
(Block[20]), save the current State 
(stack[0] = a ByteArray object) to 
this Block, add the new Block on 
BlockList/WorkList. 
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ins[0]:   getlocal_0 
ins[1]:   pushscope 
.. 
ins[4]:   getlocal_0 
ins[5]:   callproperty ::bla, 0 params 
ins[6]:   coerce <q>flash.utils::ByteArray 
.. 
ins[10]:  pushbyte 0 
ins[11]:  pushbyte 1 
ins[12]:  ifne -> 20  
.. 
ins[15]:  pop 
ins[16]:  pushstring “aaaa” 
.. 
  
ins[20]:  getproperty ::length 
 

Continue verifying, 
since it’s conditional 
jump. 
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ins[0]:   getlocal_0 
ins[1]:   pushscope 
.. 
ins[4]:   getlocal_0 
ins[5]:   callproperty ::bla, 0 params 
ins[6]:   coerce <q>flash.utils::ByteArray 
.. 
ins[10]:  pushbyte 0 
ins[11]:  pushbyte 1 
ins[12]:  ifne -> 20  
.. 
ins[15]:  pop 
ins[16]:  pushstring “aaaa” 
.. 
  
ins[20]:  getproperty ::length 
 

pop out the 
ByteArray object 
from the stack, push 
a String object 
(“aaaa”) instead. 
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ins[0]:   getlocal_0 
ins[1]:   pushscope 
.. 
ins[4]:   getlocal_0 
ins[5]:   callproperty ::bla, 0 params 
ins[6]:   coerce <q>flash.utils::ByteArray 
.. 
ins[10]:  pushbyte 0 
ins[11]:  pushbyte 1 
ins[12]:  ifne -> 20  
.. 
ins[15]:  pop 
ins[16]:  pushstring “aaaa” 
.. 
  
ins[20]:  getproperty ::length 
 

1. For every ins, it checks if the 
current position reaches in 
any detected Blocks (we 
skipped this step for above 
ins). 

2. At this point (ins[20]), it does 
match, so it call checkTarget() 

3. checkTarget() will compare 
the current State with the 
State of Block[20] which was 
previously detected. Though 
type of stack[0] doesn’t match 
(String vs ByteArray),  

 

    security issue is cleaned. 
  Why? 
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Recognizing State-mismatching 
  
• If this is a serious mismatching, verification throws 

error. 
• AVM implementation terminated, no real execution, 

no bug. 
 
• If the mismatching can be resolved, additional 

machine code will be generated during the JIT 
process, to do additional checking & etc. 
• Mismatching will be resolved in the runtime, no 

bug. 
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Thoughts 
  
• For most situations the logic works well. Since in a 

straight-forward verification flow, new targets will be 
detected first. 

  
 
 
 

 
 
• But, the problem is there is a possibility that the 

straight-forward verification flow can be performed 
before that the new target is detected (the BLUE one 
goes before RED one). 

  

  

When the BLUE verification flow 

reaches this ORANGE point, the RED 

path has been detected already (it 

will cause State-comparing) 

  

Detected first 

Goes later 
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Let’s see another example. 
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ins[0]:   getlocal_0 
ins[1]:   pushscope 
.. 
ins[4]:   getlocal_0 
ins[5]:   callproperty ::bla, 0 params 
ins[6]:   coerce <q>flash.utils::ByteArray 
.. 
ins[10]:  pushbyte 0 
ins[11]:  pushbyte 0 
ins[12]:  ifne -> 22  
.. 
ins[15]:  pop 
ins[16]:  pushstring “aaaa” 
ins[17]:  jump -> 30 
.. 
ins[22]:  jump -> 31 
.. 
ins[30]:  nop 
ins[31]:  nop 
ins[32]:  getproperty ::length 
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ins[0]:   getlocal_0 
ins[1]:   pushscope 
.. 
ins[4]:   getlocal_0 
ins[5]:   callproperty ::bla, 0 params 
ins[6]:   coerce <q>flash.utils::ByteArray 
.. 
ins[10]:  pushbyte 0 
ins[11]:  pushbyte 0 
ins[12]:  ifne -> 22  
.. 
ins[15]:  pop 
ins[16]:  pushstring “aaaa” 
ins[17]:  jump -> 30 
.. 
ins[22]:  jump -> 31 
.. 
ins[30]:  nop 
ins[31]:  nop 
ins[32]:  getproperty ::length 

 
stack[0] = 
A ByteArray object 
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ins[0]:   getlocal_0 
ins[1]:   pushscope 
.. 
ins[4]:   getlocal_0 
ins[5]:   callproperty ::bla, 0 params 
ins[6]:   coerce <q>flash.utils::ByteArray 
.. 
ins[10]:  pushbyte 0 
ins[11]:  pushbyte 0 
ins[12]:  ifne -> 22  
.. 
ins[15]:  pop 
ins[16]:  pushstring “aaaa” 
ins[17]:  jump -> 30 
.. 
ins[22]:  jump -> 31 
.. 
ins[30]:  nop 
ins[31]:  nop 
ins[32]:  getproperty ::length 

1. Detected Block[22]. 
2. Call checkTarget(12,22), add it 
on WorkList/BlockList. 
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ins[0]:   getlocal_0 
ins[1]:   pushscope 
.. 
ins[4]:   getlocal_0 
ins[5]:   callproperty ::bla, 0 params 
ins[6]:   coerce <q>flash.utils::ByteArray 
.. 
ins[10]:  pushbyte 0 
ins[11]:  pushbyte 0 
ins[12]:  ifne -> 22  
.. 
ins[15]:  pop 
ins[16]:  pushstring “aaaa” 
ins[17]:  jump -> 30 
.. 
ins[22]:  jump -> 31 
.. 
ins[30]:  nop 
ins[31]:  nop 
ins[32]:  getproperty ::length 

Continue verification, 
since it’s conditional 
jump. 
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ins[0]:   getlocal_0 
ins[1]:   pushscope 
.. 
ins[4]:   getlocal_0 
ins[5]:   callproperty ::bla, 0 params 
ins[6]:   coerce <q>flash.utils::ByteArray 
.. 
ins[10]:  pushbyte 0 
ins[11]:  pushbyte 0 
ins[12]:  ifne -> 22  
.. 
ins[15]:  pop 
ins[16]:  pushstring “aaaa” 
ins[17]:  jump -> 30 
.. 
ins[22]:  jump -> 31 
.. 
ins[30]:  nop 
ins[31]:  nop 
ins[32]:  getproperty ::length 

Stack[0] =  
A String Object 
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ins[0]:   getlocal_0 
ins[1]:   pushscope 
.. 
ins[4]:   getlocal_0 
ins[5]:   callproperty ::bla, 0 params 
ins[6]:   coerce <q>flash.utils::ByteArray 
.. 
ins[10]:  pushbyte 0 
ins[11]:  pushbyte 0 
ins[12]:  ifne -> 22  
.. 
ins[15]:  pop 
ins[16]:  pushstring “aaaa” 
ins[17]:  jump -> 30 
.. 
ins[22]:  jump -> 31 
.. 
ins[30]:  nop 
ins[31]:  nop 
ins[32]:  getproperty ::length 

1. Detected Block[30], call 
checkTarget(17,30) 

2. Since the target (ins[30]) 
is not a detected Block 
(BlockList/WorkList 
contain only Block[22]), 
create a new Block 
(Block[30]), save the 
current State (stack[0] = 
a “aaaa” String object) to 
this Block, add the new 
Block on BlockList & 
WorkList 

3. Since it’s a fixed jump, 
return to verify() 
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ins[0]:   getlocal_0 
ins[1]:   pushscope 
.. 
ins[4]:   getlocal_0 
ins[5]:   callproperty ::bla, 0 params 
ins[6]:   coerce <q>flash.utils::ByteArray 
.. 
ins[10]:  pushbyte 0 
ins[11]:  pushbyte 0 
ins[12]:  ifne -> 22  
.. 
ins[15]:  pop 
ins[16]:  pushstring “aaaa” 
ins[17]:  jump -> 30 
.. 
ins[22]:  jump -> 31 
.. 
ins[30]:  nop 
ins[31]:  nop 
ins[32]:  getproperty ::length 

 
1. At this point, on WorkList: 

Pending[0] = Block[30] 
Pending[1] = Block[22] 
Last detected = First to be verified 

 
2.  So, it will call verifyBlock() 
again starting from Block[30] 

 
 

Return to main 
function (verify()) 
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ins[0]:   getlocal_0 
ins[1]:   pushscope 
.. 
ins[4]:   getlocal_0 
ins[5]:   callproperty ::bla, 0 params 
ins[6]:   coerce <q>flash.utils::ByteArray 
.. 
ins[10]:  pushbyte 0 
ins[11]:  pushbyte 0 
ins[12]:  ifne -> 22  
.. 
ins[15]:  pop 
ins[16]:  pushstring “aaaa” 
ins[17]:  jump -> 30 
.. 
ins[22]:  jump -> 31 
.. 
ins[30]:  nop 
ins[31]:  nop 
ins[32]:  getproperty ::length 

1. Retire the State (stack[0] 
= a “aaaa” String object), 
start verifying. 

2. Verifying succeed since 
“String” object does have 
the “length” property. 

3. Return until “ret” 
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ins[0]:   getlocal_0 
ins[1]:   pushscope 
.. 
ins[4]:   getlocal_0 
ins[5]:   callproperty ::bla, 0 params 
ins[6]:   coerce <q>flash.utils::ByteArray 
.. 
ins[10]:  pushbyte 0 
ins[11]:  pushbyte 0 
ins[12]:  ifne -> 22  
.. 
ins[15]:  pop 
ins[16]:  pushstring “aaaa” 
ins[17]:  jump -> 30 
.. 
ins[22]:  jump -> 31 
.. 
ins[30]:  nop 
ins[31]:  nop 
ins[32]:  getproperty ::length 

 
1. At this point, on WorkList: 

Pending[0] = Block[22] 
*Block[30] has been verified so it has 

been picked off from the list* 
 

2. So, it will call verifyBlock() 
again starting from 
Block[22] 
 
 

Return to main 
function (verify()) 
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ins[0]:   getlocal_0 
ins[1]:   pushscope 
.. 
ins[4]:   getlocal_0 
ins[5]:   callproperty ::bla, 0 params 
ins[6]:   coerce <q>flash.utils::ByteArray 
.. 
ins[10]:  pushbyte 0 
ins[11]:  pushbyte 0 
ins[12]:  ifne -> 22  
.. 
ins[15]:  pop 
ins[16]:  pushstring “aaaa” 
ins[17]:  jump -> 30 
.. 
ins[22]:  jump -> 31 
.. 
ins[30]:  nop 
ins[31]:  nop 
ins[32]:  getproperty ::length 

1. Do nothing but 
detecting Block[31], call 
checkTarget(22,31) 

2. New Block (Block[31]) is 
detected and added to 
BlockList & WorkList. 

3. Return to verify() since 
it’s a fixed jump. 
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ins[0]:   getlocal_0 
ins[1]:   pushscope 
.. 
ins[4]:   getlocal_0 
ins[5]:   callproperty ::bla, 0 params 
ins[6]:   coerce <q>flash.utils::ByteArray 
.. 
ins[10]:  pushbyte 0 
ins[11]:  pushbyte 0 
ins[12]:  ifne -> 22  
.. 
ins[15]:  pop 
ins[16]:  pushstring “aaaa” 
ins[17]:  jump -> 30 
.. 
ins[22]:  jump -> 31 
.. 
ins[30]:  nop 
ins[31]:  nop 
ins[32]:  getproperty ::length 

 
1. At this point, on WorkList: 

Pending[0] = Block[31] 
 *Though the verification of 

Block[22] is finished, a new 
Block[31] has been created during 
the process of verifying Block[22]* 

 
2. So, it will call verifyBlock() 

again starting from 
Block[31] 
 
 

Return to main 
function (verify()) 
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ins[0]:   getlocal_0 
ins[1]:   pushscope 
.. 
ins[4]:   getlocal_0 
ins[5]:   callproperty ::bla, 0 params 
ins[6]:   coerce <q>flash.utils::ByteArray 
.. 
ins[10]:  pushbyte 0 
ins[11]:  pushbyte 0 
ins[12]:  ifne -> 22  
.. 
ins[15]:  pop 
ins[16]:  pushstring “aaaa” 
ins[17]:  jump -> 30 
.. 
ins[22]:  jump -> 31 
.. 
ins[30]:  nop 
ins[31]:  nop 
ins[32]:  getproperty ::length 

1. Retire the State (stack[0]=a 
ByteArray object) and start 
verifying. 

2. Verifying succeed since 
“ByteArray” object has the 
“length” property. 

3. Return until “ret”. 
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ins[0]:   getlocal_0 
ins[1]:   pushscope 
.. 
ins[4]:   getlocal_0 
ins[5]:   callproperty ::bla, 0 params 
ins[6]:   coerce <q>flash.utils::ByteArray 
.. 
ins[10]:  pushbyte 0 
ins[11]:  pushbyte 0 
ins[12]:  ifne -> 22  
.. 
ins[15]:  pop 
ins[16]:  pushstring “aaaa” 
ins[17]:  jump -> 30 
.. 
ins[22]:  jump -> 31 
.. 
ins[30]:  nop 
ins[31]:  nop 
ins[32]:  getproperty ::length 

A Summary 
 

The Order: 
1. Block[22] detected (ins[12]). 
2. Block[30] detected (ins[17]). 
3. Block[30] verified. 
4. Block[22] verified. 
5. Block[31] detected (ins[22]). 
6. Block[31] verified. 
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ins[0]:   getlocal_0 
ins[1]:   pushscope 
.. 
ins[4]:   getlocal_0 
ins[5]:   callproperty ::bla, 0 params 
ins[6]:   coerce <q>flash.utils::ByteArray 
.. 
ins[10]:  pushbyte 0 
ins[11]:  pushbyte 0 
ins[12]:  ifne -> 22  
.. 
ins[15]:  pop 
ins[16]:  pushstring “aaaa” 
ins[17]:  jump -> 30 
.. 
ins[22]:  jump -> 31 
.. 
ins[30]:  nop 
ins[31]:  nop 
ins[32]:  getproperty ::length 

At the Order 3 
 

The Order: 
1. Block[22] detected. 
2. Block[30] detected. 
3. Block[30] verified. 
4. Block[22] verified. 
5. Block[31] detected (ins[22]). 
6. Block[31] verified. 

 
When verifying Block[30],  
Block[31] hasn’t been detected. 
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ins[0]:   getlocal_0 
ins[1]:   pushscope 
.. 
ins[4]:   getlocal_0 
ins[5]:   callproperty ::bla, 0 params 
ins[6]:   coerce <q>flash.utils::ByteArray 
.. 
ins[10]:  pushbyte 0 
ins[11]:  pushbyte 0 
ins[12]:  ifne -> 22  
.. 
ins[15]:  pop 
ins[16]:  pushstring “aaaa” 
ins[17]:  jump -> 30 
.. 
ins[22]:  jump -> 31 
.. 
ins[30]:  nop 
ins[31]:  nop 
ins[32]:  getproperty ::length 

A Summary 
 

The Order: 
1. Block[22] detected. 
2. Block[30] detected. 
3. Block[30] verified. 
4. Block[22] verified. 
5. Block[31] detected (ins[22]). 
6. Block[31] verified. 
 
When detecting Block[31] (Path A),  
since the Order 3 (Path B) has been  
performed before, there will be no  
State-comparing at ins[31],  
which so introduces the security issue. 

 
 

Path B Path A 
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Block Code Generation (JIT) 
 
• Generating machine code based on detected Blocks. 

 
• It uses a backwards order, generating code from the 

last Block to the first Block (bytecode position order). 
 

• Block code generation order: 
• Block[31], Block[30], Block[22] 

 
• When generating Block[31], the State info is that 

stack[0] = a ByteArray object (from Path A), so, JITed 
code is generated for: 
 
Accessing “length” property on a ByteArray object 
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Block Code Generation (JIT) 
 
• Quickly check the generated code. 

 
 02E77EB3    mov     edx, dword ptr [eax+8] 
 02E77EB6    mov     ecx, dword ptr [edx+A4] 
 02E77EBC    lea      edx, dword ptr [ebp-430] 
 02E77EC2    mov    dword ptr [ebp-430], eax 
 02E77EC8    mov     eax, dword ptr [ecx] 
 02E77ECA    push    edx 
 02E77ECB    push    0 
 02E77ECD    push    ecx 
 02E77ECE    call       eax 

 

 

0xA4 is the offset 
for the “length” 
property on a 
ByteArray object. 
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ins[0]:   getlocal_0 
ins[1]:   pushscope 
.. 
ins[4]:   getlocal_0 
ins[5]:   callproperty ::bla, 0 params 
ins[6]:   coerce <q>flash.utils::ByteArray 
.. 
ins[10]:  pushbyte 0 
ins[11]:  pushbyte 0 
ins[12]:  ifne -> 22  
.. 
ins[15]:  pop 
ins[16]:  pushstring “aaaa” 
ins[17]:  jump -> 30 
.. 
ins[22]:  jump -> 31 
.. 
ins[30]:  nop               

ins[31]:  nop 
ins[32]:  getproperty ::length 

Path A 

It’s generating code for..  
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ins[0]:   getlocal_0 
ins[1]:   pushscope 
.. 
ins[4]:   getlocal_0 
ins[5]:   callproperty ::bla, 0 params 
ins[6]:   coerce <q>flash.utils::ByteArray 
.. 
ins[10]:  pushbyte 0 
ins[11]:  pushbyte 0 
ins[12]:  ifne -> 22  
.. 
ins[15]:  pop 
ins[16]:  pushstring “aaaa” 
ins[17]:  jump -> 30 
.. 
ins[22]:  jump -> 31 
.. 
ins[30]:  nop               

ins[31]:  nop 
ins[32]:  getproperty ::length 

won’t jump (0==0) 

But the real Execution is.. 
 

Path B 

http://toolbox/Win8ppt


Download the latest version at http://toolbox/Win8ppt 
This message won’t show up when you’re presenting  
 

The Vulnerability 
  
• CVE-2011-0609 

 
• Bytecode verification fault, presented as a type 

confusion bug on JIT-level. 
 
• VUPEN researcher Nicolas Joly and I developed 

“perfect” exploit independently in March, 2011, using 
my CSW11 method. 
 

• This specific vulnerability was also studied in another 
MMPC presentation from a bytecode-level point of 
view. 

 

 

http://toolbox/Win8ppt
http://www.shmoocon.org/2012/presentations/Jeong_Wook_Oh_AVM Inception - ShmooCon2012.pdf


Download the latest version at http://toolbox/Win8ppt 
This message won’t show up when you’re presenting  
 

The Fix 
  
• Adding logic in checkTarget() 

 
• When a new target (Block) is detected, if: 

• We can find that the position of a known Block is 
between the position of the branch and the position 
of the target, 

• Plus, that known Block is verified already. 
 

• Then, we mark that the found Block is un-verified 
(putting it on the WorkList), which makes verifying the 
Block again. 
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ins[0]:   getlocal_0 
ins[1]:   pushscope 
.. 
ins[4]:   getlocal_0 
ins[5]:   callproperty ::bla, 0 params 
ins[6]:   coerce <q>flash.utils::ByteArray 
.. 
ins[10]:  pushbyte 0 
ins[11]:  pushbyte 0 
ins[12]:  ifne -> 22  
.. 
ins[15]:  pop 
ins[16]:  pushstring “aaaa” 
ins[17]:  jump -> 30 
.. 
ins[22]:  jump -> 31 
.. 
ins[30]:  nop 
ins[31]:  nop 
ins[32]:  getproperty ::length 

The Fixed Order 
1. Block[22] detected. 
2. Block[30] detected. 
3. Block[30] verified. 
4. Block[22] verified 
5. Block[31] detected (ins[22]) 
6. Block[31] verified. 
7. Block[30] re-verified (added) 
 [Order 5] When detecting 

Block[31] , Block[30] is that Block 

we found (pos_22 < pos_30 < 
pos_31), so, Block[30] will be re-
verified. 

 [Order 7] is the added re-
verification, it will cause State-
comparing at ins[31], to clean 
the security issue. 
 
 
 
 
 

Path B 

Path A 
Path 

(added) 
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The Fix In Tamarin 
  
• Change submitted in September, 2011 (while Adobe 

fixed it in Flash Player in March 2011) 
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The Fix on Flash Player 
 • It’s not that hard, we can also bindiff Flash Player. 

Let’s see what we got from bindiffing FP 10.2.153.1 
(flash10o.ocx, fixed) and 10.2.152.32 (flash10n.ocx, 
affected). 
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Agenda 

Bytecode Verifier 

AVM Implementation 

3 

2 

4 The Fault 

5 Fuzzing in Memory 

Introducing ASParser 1 
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Challenge on auditing AVM 
 • Because AVM is a complex machine… 

 
• Considering you have a Flash sample: 

• Not all the AS bytecode executes when just 
opening - fuzzing at non-executed bytecode is just 
wasting your time. 

• Modifying a few bytes (1-4 bytes) can’t cover all the 
issues, as we know. 

• Modifying even a few more bytes will increase your 
fuzzing time significantly. 
 

• Dumb-fuzzing is not a good choice for deeply auditing 
(though it has found many FP bugs before). 
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Fuzzing in memory 
 • Hook at verify() 

• Upon a normal (the 1st) entrance, save the state 
info (say, “state”, “coder”). 

• Change the bytecode 
 
• Hook at verifyFailed() / throwVerifyError() 

• Since FP will call these functions to terminate the 
implementation when verification fails. 

• Restore the state, making a jump jumping back to 
verify(). 

 
• Hook at the end of verify()  

• Coming here means a bytecode stream is verified 
successfully. Let it run for full test (only do some 
logs). 
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Fuzzing in Memory 
  
• If our bytecode-change fails on verification, program 

flow will jump back to verify() again*. 
 

• Only successful byte-code change will go real Flash 
Player execution. 

*If you implement this methodology, you need to free 
the memory allocated during the previous verification 
process, which can be resolved by hooking the Flash 
Player custom heap management. Otherwise, you may 
use a high-RAM fuzzing machine as alternative way to 
“resolve” the memory leaking. 
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The Advantage 
  
• We use PE-patched FP to run the fuzzing, so it runs 

really fast. 
 

• We can modify the bytecode stream significantly, 
since if error occurs, program flow will come back 
quickly (running in memory). 
 

• You don’t really need many Flash samples. 
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The Advantage 
  
• We fuzz during the runtime so we only fuzz on real 

executed bytecode streams. 
 

• Significantly-modifying may change the method_body 
execution flow (so we are able to cover more rare 
situations), however, we will also be able to fuzz the 
next method_body! 
 

 mBody[a]      mBody[a]  

 mBody[b]  =>    mBody[x] 
 mBody[c]      mBody[y] 

 
 Changing the flow like Chain Reaction! 
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Conclusion 
 
• This research aims to help people understand 

ActionScript Virtual Machine better. 
 
• It also provides necessary information on 

understanding AVM-based vulnerabilities thoroughly 
and deeply, including finding out the “coding fault”. 
 

• By understanding AVM, not only we can debug 
ActionScript on our debugger, but also we can 
develop effective approach to audit the robustness of 
AVM. 

 

http://toolbox/Win8ppt


Download the latest version at http://toolbox/Win8ppt 
This message won’t show up when you’re presenting  
 

Acknowledgments 
 
• The author would like to thank the following 

individuals for their help and support in preparing of 
the presentation: 
 Jeremy Dallman  
 Peter Ferrie   
 Tanmay Ganacharya  

Heather Goudey 
 Eddy Hsia  
 Gilou Tenebro 
 Jeff Williams 
 Peleus Uhley (Adobe) 

 
• Thanks to Nico Waisman (Immunity Inc) for the help in 

resolving a specific problem encountered in the 
Immunity Debugger PyCommand development. 
 
 
 

http://toolbox/Win8ppt


Download the latest version at http://toolbox/Win8ppt 
This message won’t show up when you’re presenting  
 

http://toolbox/Win8ppt

